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INYseq AKTYanlbHOCTb 6e30MacHOM pPa3paboTKu

LindpoBm3aumnga 3aTparmBaeT Bce 6oblile 061acTem >XMU3HMN
yenoBeka

C 2023 roga HabntogaeTca MOLWHbIM TpeHd aTak Ha LenoYKu
NocTaBoOK MO n «wkenesa»

BONbLWMHCTBO YCrnewHbIX aTaK 3a,£l,el7ICTByeT CIDI/ILLII/IHI' -
«B3/1TOM» YeJmoBeKa



IN@seq ATaKM Ha LeNo4YKKM NocTtaBoK 10

.g BonbLuag YacCTb BblABJIEHHDbIX yﬂ3Bl/IMOCTeI;I B
3aNMMCTBOBAHHbIX KOMIMOHEHTaX

y MHOIMMX KOMIMAaHWM He XxXBaTaeT KOoMMeTeHUuUn ¢
pecypcoB OJj1d NnoJIHOUEHHOIo aHalJ1n3a

Qf BHepopeHne Mep 6e3onacHom pa3spadotkm MO

? [TonckK yQBBl/IMOCTel;I BO BcCeX KoMMoHeHTax [10, ond
KPUTNYEeCKM Ba>XHbIX — HE3aBNCMMMad OLEHKA

Qyﬂ,eﬂerl/lpOBaTb 330341 NbB BO3MOXHO, HO B
KOHTpOIMpyeMoUn cpeae



INYseq CTaHOapTM3aumsa 6e3onacHom pa3paboTKu

FOCT P 56939-2024 Pa3paboTka 6€30MnacHOro nporpaMMHoOro
obecneveHunda. Obume TpeboBaHMA

MeToOunKa BblIaBNeHUA YA3BUMOCTEN U HEOEKNAPUMPOBAHHbDIX
BO3MOXHocTen OCTOK Poccmm

[OCT P 71207-2024 CTaTU4YeCKNI aHanms
nporpaMmMmHoro obecneveHma. Obwme TpeboBaHUA



INYseq

> B S8 <

OcobeHHoCTU cTaHgapToB PBIO

He  OlopokpaTudyeckme  OOKYMEHTbl, Pa3paboTKoM
aKTUBHO 3aHMMaNMChb NPaKTUKU

HaleneHbl Ha BbligBleHMNe U YCTpaHeEHNMEe HeOJOCTAaTKOB,
yS:I3Bl/IMOCTel;I, B NMporpaMMHOM obecneyeHn

YNpoLWatoT U yCKopaT dopManbHYO CepTUPUKALIMIO
NporpaMMHoOro obecrne4yeHms

[TonHOUEHHOE OJOKYMEHTNPOBaHNME BCEX MNMPOoLUeCCOB 3TO
COTHW CTPaHNU OOKYMEHTaLUWNU

3aTpaTbl HEe TO/IbKO Ha 3Tarne BHeOpeHWUda HO WU A4
nogaep»aHuma padoThl



INYseq

> S 89

=

PerynapHbl CTaTUYECKUM aHaTnN3

OOHa 13 K/ToYeBblX Mep 6e3omacHoM pa3paboTku

[Monyyunn otoenbHbiM cTaHpgapT [OCT P 71207-2024

[To3BongaeT 6bICTpO nN C HanMMeHbWMMMUN 3aTpaTaM
HaXxXoanTb N3BECTHbIE 4 THUroBble
He,EI,OCTaTKl/I/yﬂ3Bl/lMOCTl/I

3¢¢GKTMBHOCTb aHalJ1IM3a O4eHb CWJIbHO 3aBUCUT OT
NnNpPpMMeHAdeMblIX MHCTPYMEHTOB

Hambonee 3aTpaTHaga 4acTb — pa3MeTKa cpabaTbiBaHUMN.

Ecnn mMHoro false-positive - 3aTpaTbl Ha pa3MeTKy
KOJ1OCCarbHbl



INYseq

> B

> >

BHenpatb PBIO Ta)keno

BbICOKMM MOpoOr BXxoaa — KBaTMPULIMPOBAHHbIX
CMeLnanmcToB Ha PbiHKE Tpy/da HEMHOIO

MHpopMaLmm no AppSec MHOIro, HO OHa He CTPYKTYpUpOBaHa
M 3a4acTyto ObICTPO yCcTapeBaeT

Joporo —4To6bl MOCTOAHHO aHANM3MPOBaTb BECb CBOWM KO[,
HY>XHO HE TO/TbKO KYMUTb MHCTPYMEHTbI aHanm3a, HO U
Oep>kaTb WTaT AppSec 6e30MacHNKOB

Jonro — NnpakTU4yeckme nonoXmTenbHble pe3ynbTaTthl OT
BHeOpeHna Mep 6e3onacHoM pa3paboTKM BUOHbI HE cpa3y



Ford model T
1910

OT Koaa oo npoga

Ford model T
1925



Ford model T
1910

LleHa 900%
[NMponsseneHo 19 050 LWTYyK

OT Koaa oo npoga

rd model T
1925

LleHa 265%
[NpounseeneHo 1911 705 WwTyK

Y

F



IN@seq, OT KOga 0o npoaa

Pabounit cron Hoeas nanxa (5) Baxcuei

Daik

import requests
import numpy as np

import pandas as pd
import time
print('Hello, World!"')

BaokHoT X

Mpaska ®opmar Bua

Bbl xoTUTE COXpaHKUTL MameHeHus B daiine
"C:\Users\user\Desktop\HoBas nanka
(5)\BaxHe1id npoekt\main v.1.0.0.py"?

rp—




IN©@seq TuMNoBble HEOOCTATKM COBCTBEHHbIX KOMaH Pa3paboTKu

OTCYTCTBME aBTOMATU3aLMUM TECTUPOBAHUSA U Pa3BePTbIBaHUS
NMNI3mMa 6e30nacHoOCTU

npoTmBOCTOSAHME DevOps 1 Security KomMaH[g

OoTCyTCTBMNE en HOO6pa3l/IS:I KOAa

oTcyTCTBME MNMOJTIMTUKWN BbIlNMYyCKa PeJIM30B

HeCcoOoTBETCTBME HOPMAaTMBHbLIM Tpe6OBaHl/I§IM

CTOYXHOCTb B mogbope Mep A9 COOTBETCTBUA HOPMATUBHbIM
TpeboBaHUAM

> bbb



IN©’seq TuMNoBble HeOOCTAaTKM CTOPOHHEN pa3paboTKK

OTCYTCTBME KOHTPOMA Haf, npoL,eccaMm pa3paboTkm

HecooTBeTCTBUE MNnepelaHHbIX MCXOOHNKOB cba KTNYECKN
npmMMeHdeMblM BEPCUNAM MPOIrpaMMm

PNCK BHEOPEHNA yS:l3Bl/IMOCTel;I B KO

PUCK NOTEPU BO3MOXXHOCTU BHECEHUA M3MEHEHUMW B MPOAOYKT
B cny4Yae npobsieM y NocTaBLLUMKOB

3aBbllLUEeHHas CTOMMOCTb Pa3paboTKK

SR N

CI)aKTl/IL{eCKaﬂ HEBO3MOXHOCTb CMEHUNTb NMOCTaBLLUMKa



IN¥seq. Bo3MOXHble LWarm gnga peLlueHmnto npoodbnem

NI IR

Mogxopn «shift-left» - pyMmaeM o 6e30macHOCTM npu
MPOEKTUPOBAHMM

ABTOMaTU3aL U4 npoueccoB aHal/IM3a KOda N TECTUPOBaAHWMHA
Ha YA3BMMOCTU

[Mepencnonb3oBaHe KOMMOHEHTOB Npu pa3paboTke

dDopMUpoBaHMe KynbTypbl MHPOPMaLMOHHOM 6e30MacHOCTU
B KOMaHOe

[MpUMeHeHre NpuHLMna «6e30nacHOCTb MO YMOIYaHUIO»



iN@seq Ba3oBagd apxuTekTypa KoHBemnepa

R 8

pa3paboTumk

HenpepbiBHaa MHTerpauma

Commit Build
(bukcauma koga) (cbopka)
- Secret detection DAST e
E el Dependency FUZZ tests :
E check P
Unit tests o
SAST tests ......................... , ............................
....................... v v v v
Ot4ér o OTYéT 06 X .
nyénukaumu OTuét o OTyéTt o
N . o6HapyXXeHHbIX
naponewu, api- npoxoXxageHun CTaTUn4eCcKomM
TOKEHOB B YASBUMOCTSX B unit-TectoB aHanum3e Koga
3aBUCUMOCTAX

penosuTopun

HenpepblBHas gocTaBKa

Delivery

(mocTaBka)

Container

scanning

Peectp
cbopokK

PeecTp
apTedaKToB

OTyét o
ANHaMMn4yecKomMm
aHanuse

OTuét o
dassunHr
TeCTUpPOBaHUN

v

OTYET 06
YI3BUMOCTAX B
c6opke

-

DevOps

Deploy PROD

(pa3BépTbiBaHME)

CkaHunpoBaHue CkaHupoBaHue
YS3BMMOCTEM YAa3BMMOCTEN
lac RAST
v v
OTYET 06 OTYET 06
YA3BUMOCTAX YyA3BUMOCTAX
laC RAST



W
o

INgseq

Checkout SCM

v

Ba3oBagd apxuTekTypa KoHBemnepa

Prepare Checkout SAST Analyze
v v v

PVS scanner

SonarQub... v v
Analysis Publish to Defec-
Daojo

v

AK-BC 3
v

PT Application

inspector

v

Solar appScreener

DAST scan
v
AK-BC 3

v

PT Application
inspector

v

Solar appScreener

Fazzing Test
v
AFL daszep

v

libFuzzer fazzer

v

CATS REST API
Fuzzer test

v
CNMH-OA3IZEP

docker push

v

Post Actions

©



INgseq

2

pa3paboTumk

Mposepun
Kon,

KoHBeMepu3auma 1 pasgeneHume no ponam

Cpoenan
commit

Penosntopun
Konda

%

@
()

TeCTUPOBLLMKN

&

& —

Penosutopuin

KoOa
ﬁ Kubernetes
ArgoCD specialist

1:t:: 00
HIZCT)
100

KacTtep

[MNoaBneHwme

HOBbIX COOPOK

Team Lead
TekcT
C6opka Penns
nporpamMmbl
MpoBepKa Ha PeecTp cbopok
ceKpeThl
MpoBepka daz3unHr
3aBUCMMOCTEN TecTupoBaHue
lNepwnopgnyeckoe
AHAMMGECKIT TecTupoBaHuMe
UNIT TecTbl
aHanu3
CTaTnyecknm aHanms
OuHaMuyeckni aHanms
CraTnyeckumin
aHanus

Security officer

CDyHKLI,l/IOHaJ'IbHOG
TeCTnpoBaHmMe

AHanM3 nopepeHms
B n3onaunm




Useq, InSeqg RBPO
Jlerkmm nyTb BHeOAPEHMA NPaKTUK 6e3omacHoOM pa3paboTKm

KoMnnekcHaga cncteMa 6e30nacHoOM pa3paboTky Ha OCHOBE
MOMNYNAPHbIX PELLUEHMM C OTKPbITbIM MCXOOHbIM KOOOM

YNpoLlEHHOE BHeOpPEHME aBTOMATUYECKOro TeCTMpPOBaHUA
6e3onacHocTu Npunoxerua (DAST, SAST, IAST, UNIT)

BO3MOYXHOCTb r’MOKoOM I_IO,EI,CTpOPI KW Mo Balln rnpouecchbl

MaTepwuanbl 419 popMUpPoBaHMEa KybTypbl 6e3onacHom
Pa3paboTKM B KOMI/IEKTe

B KOMMeKkTe goKyMeHTaumda no pa3paboTtke 6e3onacHoro Mo
B nMo/siHoOM cooTBeTCcTBUU € [ OCT P 56939-2024

Mo npomMokoay rbpo_2025 B TeueHMe Mecalua ckmnaka 5% n 6ecnnatHada
OEMOHCTPAaLMEG NpoayKTa



IN@seq, CTOUT N Urpa cBey?

3aTpaThbl Ha YCTPaHEHME apPXUTEKTYPHOM YA3BMMOCTU

«TpagnLUMOHHaA» pa3paboTka

no ~30%
OT 06OLLEeN CTOMMOCTU Pa3paboTKu

Pa3paboTka Ha 6e30MacHOM KoHBeMepe

Qy “‘1'5%
OT 06OLLEeN CTOMMOCTU Pa3paboTKuM

30
15
10
OTHOCUTENbHAA CTOMMOCTb 5
UcrpaBieHnsa onBKM Ha 1 .
pa3HbIX 3Tanax — -
*NIST MPOEKTUPOBAHWE PEANWU3ALNE

TECTUPOBAHWE PENWN3 MOOOEPXKA

18



IN@seq, CTOUT N Urpa cBey?

Bpema pearmpoBaHnga Ha r|y6nv1+<a|_u/1+o zero—day YA3IBMMOCTU

«TpagnLuMoHHasa» pa3paboTka Pa3paboTka Ha 6be30MacHOM KoHBeMepe

no pe3y/ibTaTaM YTeUKM Qf OT AHSA A0 MecsAua

19



IN@seq, CTOUT N Urpa cBey?

BpeMa pearmpoBaHMa Ha Npobnembl
B npoLlecce pa3paboTKu

«TpagnLuMoHHasa» pa3paboTka Pa3paboTka Ha 6be30MacHOM KoHBeMepe

T OHSA MecH
Ha 3Tane caadu NpoekTa Qf OT AHA Ao MecAlla

20



IN@seq. CTOWUT NN UTpa cBeYy?

Bpema, Heobxogmmoe Ha cepTUPUKALIMIO

«TpadnLUMoHHaa» pa3paboTKa Pa3paboTka Ha 6e3onacHOM KOHBeMepe

7-8 MecaLeB, 3-4 Mecqaua,
N3 KOTOPbIX HEMOCPEOCTBEHHO Ha Qy N3 KOTOPbIX HEMOCPEOCTBEHHO Ha
NCMbITaHUA yXoOuUT 2-3 MecaLa NCMbITaHUA yXxoaouT 1-2 Hegenu

21




INYseq

LKL & <L

[MpenmyllectBa INSEQ.RBPO

CucTeMa yrke CoOep>XuUT HeobxoanMbl HAabop MHCTPYMEHTOB
n MNpaBUbHO CKOHOUTYpUMPOBaHa ang peanmnsaunm
TpeboBaHMIM TOCT P 56939 1 ny4vlmnx NpakTuK.

HokyMeHTaymna no PBITO B kKoMMnnekTe

PelleHne MOXeT MOCTaBMATbCA KaK «Kene3o», a MOXET ObITb
YCTaHOBJIEHO B Balle KOPrnopatmnBHOE obnako

CucteMa rmbkaga. lNMpu HeobxoaMMOCTU MOXKeM MOoACTPOUTb
nopn Ballu CyLLIeCTBYIOLLME MpoL,ecchl pa3paboTKM M opr.liTar.
CTPYKTYPY. JOKYMEHTaLMIO TOXKE CKOPPEKTUPYEM

OcyLuecTBNgeM noaaep)XKy Ha Bcex aTanax.

Mo HeobXoOMMOCTM MOXKHO [OefiermpoBaTb 4acTb 3adad
HalKMM 3KcrnepTaM (HanucaHuve OOoKyMeHTauuu, npoBeneHme
TecToB, SAST, DAST v np.)



IN@seq, TMonHbI cneKTp ycnyr B obnactn VB

CepTndmkaums

7ax

o
ATTectaunga

‘ s
[s9
3awmTa

obbekToB KU

]
Lﬁ‘
I
[TogroTtoBKa K
cepTndmKaumm

oo’

0—0=0

d'Lo

NpoekTnpoBaHMe
KOMIMIEKCHbIX
C3M1

&

3awmta N'MC

be3onacHaqa
pa3paboTka MO

& 9.0
e

MNocTpoeHmne
3aLLUMLLEHHDbIX
cuctem

3awmTa
MepCcoHanbHbIX
OaHHbIX

0

[MomoLllb B
nofly4YyeHnm
NNLLEH3UN

PaspaboTtka MO
NT nHTerpaumsa

ea@'@

3alMTa gaHHbIX
dmHaHcoBOro
cekTopa

00 , \
J% @w

PaspaboTka 1 AyauT
BHEOpeHNE MHPOPMALIMOHHOWM
CMWB, CMK He3oMacHoCTU

V]H,D,MBI/I,EI,yaﬂ bHble pelLleHNd



BIArOdAPM 3A BHUMAHUE]
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INSeq.RBPO Aerkuin NyTe BHEAPEHNS PVS-Studio 30 aoHen 6eCnAQTHO No
NPAKTUK 6e30MacHOM paspaboTkm NPoOMoOKoAY RBPO_2025
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