PerynapHbiu
cTaTUyeckuun aHanum3



[OCT P 71207-2024

YCcTaHaBnmBaeT obLume TpeboBaHNA K BHEAPEHMUIO U
BbIMOTHEHUIO CTaTU4Yeckoro aHannsallO, a Takxe

McxXoaHble JaHHble, Heobxoanmble ONnsd ero
BbIMOJTHEHWNA.
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Crarnyeckun aHanus nporpamMmHoro obecnevyeHus.
Obwume TpeboBaHun

Minanne opuunansmoe

POCCHACKII MHCTHTYT CTAMAAPTHIALMN




[lpo6bneMaTuka

HakoneHne HenpoaHamM3npoBaHHbIX
M3MEHEHWMWN NPUBOOMNT K:
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[lpo6bneMaTuka

HakoneHne HenpoaHamM3npoBaHHbIX
M3MEHEHWMWN NPUBOOMNT K:

= yXyALEeHWIO KayecTBa NpoBOaANMOM
3KCNEepPTU3bl Pe3y/IbTaTOB aHanM3a;
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[lpo6bneMaTuka

HakoneHne HenpoaHamM3npoBaHHbIX
M3MEHEHWMWN NPUBOOMNT K:

= yXyALEeHWIO KayecTBa NpoBOaANMOM
3KCNEepPTU3bl Pe3y/IbTaTOB aHanM3a;

" YBENMNYEHUIO ANTMTENbHOCTM MPOBOANMOM
3KCNEepPTU3bl;
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[lpo6bneMaTuka

HakoneHne HenpoaHamM3npoBaHHbIX
M3MEHEHWMWN NPUBOOMNT K:

= yXyALEeHWIO KayecTBa NpoBOaANMOM
3KCNEepPTU3bl Pe3y/IbTaTOB aHanM3a;

" YBENMNYEHUIO ANTMTENbHOCTM MPOBOANMOM
3KCNEepPTU3bl;

" VYCITOXXHEHMUIO UCMPaBeHMNS OLWKNBOK.
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[OCT P 71207-2024, n. 5.6

«L1na cBOeBpEMEHHOI O BbIABTEHUA U
MCMNPaBNeHNA OLWMOOK CTaTUYECKMN aHaNN3
AOJKEH perynapHO NpuMeHATbCA K
pa3pabaTbiBaeMomy [10O»
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[OCT P 71207-2024, nn.5.5n5.8

AHanNn3:

= J1lna BCero koga npoBOANTb HE pexe, YeM
pa3 B 10 gHen nocne BHECEHNA USMEHEHUMN.

= J[1n9 HOBOro koaa npoBOoAMTb Cpasy nocne
BHECEHNA U3MEHEHUN.
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[OCT P 71207-2024, nn.5.5n5.8

AHanNn3:

= J1lna BCero koga npoBOANTb HE pexe, YeM
pa3 B 10 gHen nocne BHECEHNA USMEHEHUMN.

= J[1n9 HOBOro koaa npoBOoAMTb Cpasy nocne
BHECEHNA U3MEHEHUN.

[1pOCMOTP M pa3MeTKa npenynpexaeHum:
= [1na HOBOIro Koga He no3gHee, YemM yepes 3
[OHSA Nocne aHanmaa

= [1na BCero koga He no3gHee, yeM yepes 10
OHEeW nocrne aHannsa
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Best Practices

[ToUMEPHO TeX Xe TpeboBaHUM K
DErynapHOCTU NPUOEPXMBAIOTCA
6onbLUIME KOMMaHUW.

«Lessons from Building Static
Analysis Tools at Google»

habr /companies/pvs-studio/



Kputnyeckue owmnobKu



BbibupaeM npaBuna

Llna koMnnnmpyembiX A3bIKOB:
" OLUMBKM HENPOBEPEHHOMO MCMOTb30BaHUA YYBCTBUTENbHbIX AAHHbIX;
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BbibupaeM npaBuna

Llna koMnnnmpyembiX A3bIKOB:
" OLUMBKM HENPOBEPEHHOMO MCMOTb30BaHUA YYBCTBUTENbHbIX AAHHbIX;

= OLUMOKM LLENOYNCNEHHOIO NEPENONHEHNSA N HEKOPPEKTHOIO
COBMECTHOIO MCMNONb30BaHNS 3HAKOBbIX M 6E€33HAKOBbIX YNCEN;
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BbibupaeM npaBuna

Llna koMnnnmpyembiX A3bIKOB:
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" OWKMBKK NepenonHeHns bydepa;
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BbibupaeM npaBuna

Llna koMnnnmpyembiX A3bIKOB:
" OLUMBKM HENPOBEPEHHOMO MCMOTb30BaHUA YYBCTBUTENbHbIX AAHHbIX;
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" OWKMBKK NepenonHeHns bydepa;

" OLLUMBKN HEKOPPEKTHOIrO MCNONMb30BaHUSA CUCTEMHbIX Mpouenyp
MHTEPPENCOB, CBA3aHHbIX C obecneyvyeHnemMm MHPopMaLMOHHOW
6e30MnacHOCTH;
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BbibupaeM npaBuna

Llna koMnnnmpyembiX A3bIKOB:
" OLUMBKM HEMNPOBEPEHHOIO MCMOMTb30BaHUA YYBCTBUTENbHbIX AaHHbIX;

= OLUMOKM LLENOYNCNEHHOIO NEPENONHEHNSA N HEKOPPEKTHOIO
COBMECTHOIO MCMNONb30BaHNS 3HAKOBbIX M 6E€33HAKOBbIX YNCEN;

" OLWKMBKK NepenonHeHns bydepa;

" OLLUMBKN HEKOPPEKTHOIrO MCNONMb30BaHUSA CUCTEMHbIX Mpouenyp
MHTEPPENCOB, CBA3aHHbIX C obecneyvyeHnemMm MHPopMaLMOHHOW
6e30MnacHOCTH;

= OLUIMOKM NpK paboTe C MHOMOMNOTOYHbIMW MPUMUTUBAMM.
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Security Related Issues

v | Append SAST identifiers to security related issues in the analyzer output

This would apply after the next analyzer run after this setting 1s set to true.
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PROBLEMS o QUTPUT DEBUG CONSOLE TERMIMAL PORTS PV5-5TUDIO MR

o o ST Islz1e

Code SAST Message Files

V5322 SEC-TAINT  Potentially tainted data in the 'name’ variable is used to select class or method. AssetConfig.java:ed w

V6102  SEC-SYNCH Inconsistent synchronization of the ‘eventQueue’ field. Consider synchronizing the field on all usages. AwtMouselnput.java:73 w
RONIZATIO
M

V6102 SEC-SYNCH Inconsistent synchronization of the "img’ field. Consider synchronizing the field on all usages. AwtPanel.java:63 w
RONIZATIO
M

V8102  SEC-SYNCH Inconsistent synchronization of the "transformOp’ field. Consider synchronizing the field on all usages. AwtPanel.java:;74 w
RONIZATIO
M

V6102 SEC-S5YNCH Inconsistent synchronization of the 'server’ field. Consider synchronizing the field on all usages. TestChatServer.java:58 w
RONIZATIO
M

V68102  SEC-SYNCH Inconsistent synchronization of the 'isRunning’ field. Consider synchronizing the field on all usages. TestChatServer.java:59 w
RONIZATIO
N

V6025 SEC-BUF-O Possibly index 'androidKey' is out of bounds. AndroidkKeyMappina.java: 156
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SAST

SEC-TAINT

SEC-5YNCH
RONIZATIO
N

SEC-5YNCH
RONIZATIO
N

SEC-5YNCH
RONIZATIO
N

SEC-5YNCH
RONIZATIO
N

SEC-5YNCH
RONIZATIO
N
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Y MeH{ nokanbHo paboTtaeT!

[lepBbI 3Tan perynapHoOro aHanmaa — 3anyck
Ha MaLLlMHax pa3paboTUMKOB.
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Y MeH{ nokanbHo paboTtaeT!

[lepBbI 3Tan perynapHoOro aHanmaa — 3anyck
Ha MaLLlMHax pa3paboTUMKOB.

Kak 6bICTPO NpoaHanmM3npoBaTb BHECEHHbIE
pa3paboTYMKOM N3MEHEHNA??
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NUHKpeMeHTanbHO!

* /IHKpeMeHTanbHbI aHann3 NO3BONAET
aHaNM3npoBaTb TOJTIbKO BHECEHHbIE
M3MEHEHUA
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NUHKpeMeHTanbHO!

* /IHKpeMeHTanbHbI aHann3 NO3BONAET
aHaNM3npoBaTb TOJTIbKO BHECEHHbIE
M3MEHEHUA

= AHanmM3aTop npu cOopke NpoeKkTa
nony4vyaeT MHPOPMAaLLMIKO O TOM, Kakne
danvnbl MEHANNCD, M aHaNU3NPYET UX
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NUHKpeMeHTanbHO!

* /IHKpeMeHTanbHbI aHann3 NO3BONAET
aHaNM3npoBaTb TOJTIbKO BHECEHHbIE
M3MEHEHUA

= AHanmM3aTop npu cOopke NpoeKkTa
nony4vyaeT MHPOPMAaLLMIKO O TOM, Kakne
danvnbl MEHANNCD, M aHaNU3NPYET UX

Taknm 06pa3oM MOXHO MNPOBEPATL
M3MEHEHMUS NTOKarbHO, He TpaTd Ha 3To
MHOIO BPEMEHMN.

@ pvs-studio.ru «d /pvsstudio_rus habr /companies/pvs-studio/




ABTOMaTU3NPYEM

[OCT P 71207-2024:

«PerynapHocTb cTaThyeckoro aHannsallo
obecneurBaeTCcd aBToMaTn3aumen
NnpoLenypbl NpoBeaeHNa aHanm3a cornacHo
TpeboBaHMAM 5.6—5.8, HanpuMep ¢
NMOMOLLbIO CUCTEMbI HEMPEPLIBHOW
MHTErpaunm»
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CIl/CD + cTaTnyeckmu aHanu3s

He xBaTaeT oaHOM ManeHbkKou aoeTtanu...

TecTupoBaHue Cbopka [ly6nukaums Pa3BépTbiBaHMe
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CIl/CD + cTaTnyeckmu aHanu3s

YXe nyJue...

CTaTnyeckmn
aHanm3

TecTMpoBaHme Cbopka [Tly6nmkaums PasBépTbiBaHME
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CIl/CD + cTaTnyeckmu aHanu3s

BoT Tak BOT!

NOIVIVIZASE 1571 ueckuii

dHal1lN3

TecTMpoBaHMWe Cbopka [Ty6nvKaums Pa3Bé
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XpanoBuK: Ka4yeCcTBO Ha MaKCUMYM
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XpanoBuK: Ka4yeCcTBO Ha MaKCUMYM

Cobauka

NHTEerpnpyem HoBbIV KO TOMNbKO €CNU B HEM HET HOBbIX KPUTUYECKUX
OLLMBOK.
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PaboTaeM c pesynbtatamMu

* lcnonb3yeM pa3nnyHbie MHCTPYMEHTbI ANA
yOOBHOM PaboThl C pe3ynbTaTamu aHanmsa. &
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PaboTaeM c pesynbtatamMu

* lcnonb3yeM pa3nnyHbie MHCTPYMEHTbI ANA
yOOBHOW paboTbl C peldynbTaTamMu aHanmaa.

= Takmm 06pa3oM MOXHO M pacrnpenenmTb
paboTy Mo pa3MeTKe 1 UCNpPaBNEHUIO
cpabaTblBaHUM B KOMaHAe
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BJSIACOOAPM 3A BHUMAHUE!

@HHEE®

P

OWEA

INSeq.RBPO Aerkmm nyTtb BHEAPEHWS PVS-Studio 30 aAHen BecrnAaTHO Mo
NPAOKTUK BE30MACHON PA3PADOTKA TpomokoAy RBPO_2025




