








Размер проектов растёт
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https://www.viva64.com/ru/b/0535/




Размер проекта (число строк кода) Типичная плотность ошибок

Менее 2K

2K – 16K

16K – 64K

64K – 512K

512K и более

0 – 25 ошибок на 1000 строк кода

0 – 40 ошибок на 1000 строк кода

0.5 – 50 ошибок на 1000 строк кода

2 – 70 ошибок на 1000 строк кода

4 - 100 ошибок на 1000 строк кода
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Статический анализ: поиск ошибок

https://www.viva64.com/ru/b/0550/


static const int kDaysInMonth[13] = {
0, 31, 28, 31, 30, 31, 30, 31, 31, 30, 31, 30, 31

};

bool ValidateDateTime(const DateTime& time) {
if (time.year < 1   || time.year > 9999 ||

time.month < 1  || time.month > 12  ||
time.day < 1    || time.day > 31    ||
time.hour < 0   || time.hour > 23   ||
time.minute < 0 || time.minute > 59 ||
time.second < 0 || time.second > 59) {

return false;
}
if (time.month == 2 && IsLeapYear(time.year)) {

return time.month <= kDaysInMonth[time.month] + 1;
} else {

return time.month <= kDaysInMonth[time.month];
}

}



if (time.month == 2 && IsLeapYear(time.year)) {
return time.month <= kDaysInMonth[time.month] + 1;

} else {
return time.month <= kDaysInMonth[time.month];

}

• V547 / CWE-571 Expression 'time.month <= kDaysInMonth[time.month] + 1' is always 
true. time.cc 83

• V547 / CWE-571 Expression 'time.month <= kDaysInMonth[time.month]' is always true. 
time.cc 85



static const int kDaysInMonth[13] = {
0, 31, 28, 31, 30, 31, 30, 31, 31, 30, 31, 30, 31

};

bool ValidateDateTime(const DateTime& time) {
if (time.year < 1   || time.year > 9999 ||

time.month < 1  || time.month > 12 ||
time.day < 1    || time.day > 31    ||
time.hour < 0   || time.hour > 23   ||
time.minute < 0 || time.minute > 59 ||
time.second < 0 || time.second > 59) {

return false;
}
if (time.month == 2 && IsLeapYear(time.year)) {

return time.month <= kDaysInMonth[time.month] + 1;
} else {

return time.month <= kDaysInMonth[time.month];
}

}
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https://www.viva64.com/ru/b/0592/
https://youtu.be/tRzxDFZhy1w




static void FwdLockGlue_InitializeRoundKeys() {
unsigned char keyEncryptionKey[KEY_SIZE];
....
memset(keyEncryptionKey, 0, KEY_SIZE); // Zero out key data.

}



static void FwdLockGlue_InitializeRoundKeys() {
unsigned char keyEncryptionKey[KEY_SIZE];
....
memset(keyEncryptionKey, 0, KEY_SIZE); // Zero out key data.

}
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int
UserlandFS::KernelEmu::new_path(const char *path, char **copy)
{
....
// append a dot, if desired
if (appendDot) {

copiedPath[len] = '.';
copiedPath[len] = '\0';

}
....

}



value.start_fragment_union_rect.size.width =
std::max(descendant.offset_to_container_box.left +

descendant.fragment->Size().width -
value.start_fragment_union_rect.offset.left,

value.start_fragment_union_rect.size.width);
value.start_fragment_union_rect.size.height =

std::max(descendant.offset_to_container_box.top +
descendant.fragment->Size().height -
value.start_fragment_union_rect.offset.top,

value.start_fragment_union_rect.size.width);



value.start_fragment_union_rect.size.width =
std::max(descendant.offset_to_container_box.left +

descendant.fragment->Size().width -
value.start_fragment_union_rect.offset.left,

value.start_fragment_union_rect.size.width);
value.start_fragment_union_rect.size.height =

std::max(descendant.offset_to_container_box.top +
descendant.fragment->Size().height -
value.start_fragment_union_rect.offset.top,

value.start_fragment_union_rect.size.width);



#define AE_IDLE_TIMEOUT 100
....
int i;
....
/* Wait for IDLE state. */
for (i = 0; i < AE_IDLE_TIMEOUT; i--) {
val = AE_READ_4(sc, AE_IDLE_REG);
if ((val & (AE_IDLE_RXMAC | AE_IDLE_DMAWRITE)) == 0)

break;
DELAY(100);

}



Init *TGParser::ParseValue(Record *CurRec, RecTy *ItemType,
IDParseMode Mode) {

....
TypedInit *LHS = dyn_cast<TypedInit>(Result);
....
LHS = dyn_cast<TypedInit>(

UnOpInit::get(UnOpInit::CAST, LHS, StringRecTy::get())
->Fold(CurRec));

if (!LHS) {
Error(PasteLoc, Twine("can't cast '") + LHS->getAsString() +

"' to string");
return nullptr;

}
....

}
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Предотвращение уязвимостей

Разные ошибки

CWE

CVE

Разные ошибки



static OSStatus
SSLVerifySignedServerKeyExchange(.....)
{
OSStatus err;
....

if ((err = SSLHashSHA1.update(&hashCtx, &serverRandom)) != 0)
goto fail;

if ((err = SSLHashSHA1.update(&hashCtx, &signedParams)) != 0)
goto fail;
goto fail;

if ((err = SSLHashSHA1.final(&hashCtx, &hashOut)) != 0)
goto fail;

....

fail:
SSLFreeBuffer(&signedHashes);
SSLFreeBuffer(&hashCtx);
return err;

}

CVE-2014-1266



Предотвращение уязвимостей

https://www.viva64.com/ru/b/0514/
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https://www.viva64.com/ru/b/0545/
https://www.viva64.com/ru/b/0534/
https://www.viva64.com/ru/b/0498/
https://www.viva64.com/ru/b/0639/



