BebuHap 5.
YnpaBneHue HegocTtaTkamMu
M 3anpocamMm Ha USMeHeHue
nporpaMMHOro obecneyeHus




[MPEACTABUMCA!

Cnnkepsbl U roCcTy BebnHapa




AHLLPEW KAPNOB

JLUPERTOP N0 PA3BUTWUH) BUSHECA (CBDO)

= OOMH U3 OCHOBAaTenNnen NpoekTa
PVS-Studio - hitps://pvs-studio.ru/

= 17 neT B cpepe KadyeCTBa 1 aHanm3a Koaa

= Xabp: @Andrey2008

= Email: karpov (@) vivab4.com

PVS-Studio



https://pvs-studio.ru/
https://habr.com/ru/users/Andrey2008/publications/articles/

BUTAAUU NUKOB

JRCNEPT B OBAAGTU UT, Wb, NPENONABATEAD

= CTax npenonaBaTtenbckou paboTel 6onee 10 net

= 3acNy>XeHHbI OOLEHT POCCHUUCKOIro HOBOIro
YHVUBEPCUTETA, NpenoaaBaTe b BbiCLUEW LWKO/bI

= Microsoft Certifications Earned: MCT, MCPS, MCSA, MCTS

= ABTOp 60nee 30 Hay4YHbIX Ny6nnKauuin

MACKOM

YYEBHBUWUEHTP




BEPA bATHO

MPUTAALIEHHBIA IKCNEPT

= Cneumnanunct OO0 «Ceopadpul CekblopUTU» NO
npakTkam OSA/SCA

= CneunanncT-npakTunkK, okoH4ymna YHuBepcutet NTMO
(kadenpa «MHDOPMaLMOHHAs 6e30MaCHOCTb»)

= Jloknagn:
YnpaBneHue 3anpocaMu Ha naMmeHeHue NO Ha
npuMepe paboTbl C UHCTPYMEHTOM AppSec.Hub SWORDFISH

S ECUR
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0 LUMKAE BEBUHAPOB I
«Bokpyr Pbl'0O 3a 25 BebnHapos» ~ ‘



BOKPYI PbN0 3A 25 BEbUHAPOB: TOCT P 56939-2024

= OpranusytoT YL MACKOM 1 000 «MBC» (PVS-Studio)

= [OCT P 56939-2024 onncbiBaeT 25 NPOLLECCOB, HEOOXOANMbIX ONA
peanun3aunm pas3padboTkn 6besonacHoro 10, No3ToOMY U 25 BEOGMHAPOB

= Mbl OTKPbITbI K COTPYAHNYECTBY MO pa3bopy TeM, NULLNTE HaM!

= 3anucu npeabliaywmx sebrHapos: pvs-studio.ru/ru/webinar/rbpo/



https://pvs-studio.ru/ru/webinar/rbpo/

0 NPOLLECCE

5.5 YnpaBneHne HegocTaTKkaMun u
3anpocamMum Ha UBMEeHeHue
nporpaMMHOro obecneyeHus




3.9.1 LEAU

1. ObecneyeHve ynpasneHna HegoctaTkamMu 0.
2. ObecneyeHye ynpasneHusa sanpocamMu Ha nuasmMmeHeHue 0.

= [lpMeYaHne — YnpaeneHne HegocTaTkaMu 1 3anpocamm Ha nameHeHue O
cnoco6CTBYyeT cucTeMaTU4YeCKoOMY YCTPaHEeHMUIo OLLNBOK
NporpaMmMmMpPoBaHNA, OTKIIOHEHUW OT 3adaHHbIX TpebOBaHUMN U
KOPPEKTNPOBKE TPeboBaHNN B HEOBXOANMBIX Cly4Yaax MyTEM
OCYLLECTB/EHUNSA 3aNPOCOB Ha n3MeHeHue O — NnpefnoXeHnn o
nobasneHum, MoanpukaLmm nnn yganeHmm Kakmx-nmbo aneMeHToB
(Moaynen, KOMMOHEHTOB, GYHKLUMOHaNbHbIX BO3MOXHoCTeN) IMO.
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J.9.2 TPEbOBAHUA K PEAAUSALLUN

PaspaboTaTb pernaMmeHT ynpaesneHmna Hegoctatkamm 0.

Pa3paboTaTb pernaMmeHT ynpaBneHuna 3anpocamm Ha nameHeHue 0.

KOHTpONMpoBaTh peann3aumio M3MeHeHN, CBA3aHHbIX C HegocTaTtkamm 0.

. KOHTponnpoBaTb peann3aumio 3anpoCcoB Ha MU3MEHEHME B paMKaXx XU3HEHHOIo LMKNa
[10.

5. Mlcnonb3oBaTb CcpeacTBa aBTOMaTU3aUMM ANga ynpasneHna HegocTtaTkaMy M 3anpocamMiu

Ha N3MeHeHKe pa3pabaTbiBaemMoro 0.

I S
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NPUMEYAHUE

= B kauecTBe CpeacTB aBTOMATU3ALUMM PEKOMEHOYETCH MCMNOMb30BaTb CUCTEMBI
YNPaBNEHNS UIBMEHEHNAMMK, CUCTEMbI YNIPaBNEHNS 3a4adamMm, CUCTEMbI KOHTPOSS

BEPCUN U T. M.

[Tpy 9TOM peKkoMeHayeTca o6ecrneunBaTb B3aMMOCBA3b (MepeKkpeCcTHble CCbINKW)

MeXay TaknMm CMcTeMamMm Npu ncnpaBneHnmnm HeJOCTaTKOB.

@ pvs-studio.ru “d /pvsstudio_rus habr /companies/pvs-studio/



CAOHHO NPEACTABWUTD NMPOERT BE3 3TOI0 NPOLEGCA

= Cenvac pa3paboTky 10 cnoXxHOo npeacTaBmUTb 6€3 CUCTEMbI KOHTPONA BEPCUN U
CMCTEMbI YNpaBneHusa 3agadyamm (bartpekepa)

= KoMaHgbl MOHMMAaKOT LLEHHOCTb 3TUX MHCTPYMEHTOB M1 Kak OHM MOMOrratoT B NpoLecce
Pa3paboTKM 1 CONPOBOXOEHMUS

= Tak unv nHade, 3T MHCTPYMEHTbI Y)XKe NCNONb3YKTCHA B KOMMNAHUAX, @ €C/TM HET, TO NPO
PBIMO roBopuTb paHo, Hado B LLENOM NMOATArMBaTb YPOBEHb NMPOLLECCOB :)

= CUMTaeM, YTO CUCTEMbI KOHTPOIA USBMEHEHUN/HEQOCTAaTKOB Y CUCTEMbI KOHTPONA
BEPCUN yXe nNpuMeHsaoTcd. Cneayowmy Wwar — caenaTb MCNoNb30BaHWE 3TUX CUCTEM

6onee ynpaBnsaemMbiM 1 KOHTPOMMPYEMbIM NPOLECCOM Bnarogaps BHEAPEHMIO
DErNaMeHTOR

@ pvs-studio.ru “d /pvsstudio_rus habr /companies/pvs-studio/




C BbICOKOYPOBHEBOW TOYKN 3PEHUS, Y HAC B PVS-STUDIO
BAPUALUSA KANBAN-A

MIcTopmnyeckaa oTKa aTana BHeOPEHUSA
[ssna AHOEepCOoH . :
"KaHb6aH. AnbTepHaTUBHbIN NyTb B Agile" B3daTa n3: Kanban komMadabl PVS-Studio. YacTb 1: aglle

@ pvs-studio.ru «d /pvsstudio_rus habr /companies/pvs-studio/


https://pvs-studio.ru/ru/blog/posts/0819/

5.5.3 APTEQAKTbI PEAAU3ALUN TPEBOBAHUK

PernamMeHT ynpaBneHusa HegoctaTtkaMu MO gonxeH coaepXkaTb:
" MOpPAOOK MAeHTUPMKaLKMM HegoCcTaTkoB [10;
" MopaAaoK ynpaeneHna HegoctaTkamMu 10, BKIOYaOWMM CBeAEHUA O AENCTBUAX,

BbINOMHAEMbIX MPU BbIIBNEHWM, YCTPAHEHUN, TECTUPOBAHUU, MPUHATUM peLleHns 06
OKOHYaHMM PaboTbl C HEJOCTATKOM (3aKpbITUM HEJOCTaTKa).
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[IEPEGERAETCA G NPOLEGCAMU:

= 5.22 ObecneyeHre nogaepxkuy nporpamMmMHoOro obecneyeHmnsa npu akcnnyatTauun
Nofib30BaTENAMUA

= 5.25 PearnpoBaHue Ha MHpopMaLmio 06 yA3BUMOCTAX

habr /companies/pvs-studio/



5.5.3 APTEQAKTbI PEAAU3ALUN TPEBOBAHUK

PernamMeHT ynpasneHuna 3anpocamMm Ha nuaMmeHeHue NO gomxkeH coaepXxaTb:
" MOPAAOK MOAEHTUPUKaLMKM 3anpocoB Ha M3aMeHeHue [10;
" MOpAAOK ynpaBneHna 3anpocamMm Ha nameHeHue 10, BkIoYarLwm CBeaeHNA O

NENCTBUSX, BbINOMHSAEMbIX MPU OCYLLECTBNEHWM 3aNpPOCca Ha U3MEHEHME, TECTUPOBaHUN,
MPUHATUM PELLEHWUS O 3aKPbITUM 3anpoca Ha U3MEHEHME.
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5.5.3 APTEQAKTbI PEAAU3ALUN TPEBOBAHUK

ApTedakTbl peann3aunm TpedboBaHK, NOATBEPXAaloWwWmMe peanm3aumio yrnpasneHus
HepocTaTKaMu MO, OoMKHBI coaepXxaTb 3aPUKCUPOBaHHbIE QaKTbl UBMEHEHUN,
CBA3aHHbIX C HEJOCTaTKaMu, BKNoYatkoLlwme cnegyroLLyo MHPOpMaLMIO:

= VHUKaNbHbIV naeHTUdUKaTop HegoctaTtka l0O;
= onucaHue HegocTaTka l'0O;

= Bepcuto MO (Moaynsa MO, komnoHeHTa M0), K KOTOPOMY OTHOCUTCA HeaocTaTok M0;
" MPUOPUTET BbINONHEHNSA OENCTBUU C HeaoCcTaTKoM [10;
" TEeKYLLUMN CTaTyC 06paboTkn M3MEHEHUW, CBA3aHHbIX C HegocTaTkamm [10.

= P.S. [lpoucxognt «camo cob0uU» v akKypaTHOU PaboTe C 38434amu.
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5.5.3 APTEQAKTbI PEAAU3ALUN TPEBOBAHUK

= ApTedakTbl peann3aunm TpeboBaHuW, NnoaTBEpXAalowWwme peanusauum ynpaBneHus
3anpocaMu Ha uaMeHeHue NO, LoMKHbI cofepXxaTb cnenyroLyo MHPOPMaLLMIO:

= VHUKaNbHbIN MAEHTUDMKATOP 3anpoca Ha namernenue Mo;

= KpaTKYK XapaKTepuCcTuKy 3anpoca Ha nameHeHme Mo;

= Bepcuto MO (Moaynsa MO, komnoHeHTa M0), K KOTOPOMY OTHOCUTCS 3aMNpPocC Ha
M3MEHEHME;

= MPUOPUTET BbINOMHEHNSA OENCTBUM C 3arpoCcoM Ha M3aMeHeHue MO;

" TeKyLWMr cTaTyc 0bpaboTkm 3anpoca Ha nameHeHune lNo.
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TERYWMW CTATYC OBPABOTHIM 3ANPOCA HA M3MEHEHUE N0

= Kaxdbl caM QOpMUPYET CTaTyCbl 3aaad, Teru, NnpuHLMNLI
CMEHbI 3TUX CTaTYCOB M Kakne KOMMEHTapunm1 Hago nmucaTb
B NpoLLecce paboThbl Had 3agadven

= BaXHble MOMEHTbI:

* 3ajava He OomkHa TePATbCY,;

*  OTKPbIB 3aadyy, Nobomn YyneH komMaHabl 4OJIKEH MO OnNUCaHuIo U
KOMMEHTapPUAM MOHATb, B YEM €€ CYTb M UTO Cenyac C Heu
NPOUCXOONT;

* 3afada OosKHa 3aKpblBaTbCA, KOraa OHa caenaHa n Bce, UTo 3T0 BYI'-ET -D-OM-O

HY>XHO, NPOBEPEHO. BEPOﬂTHO, HM“U”IA}
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«AY BAG? - AY HAC BOLONPOBOM! BOT!» ©

= Y Hac B PVS-Studio cenyac npotopernaMeHT:
* MHCTPYKLUMKM B Ba3e 3HaHUW;
* YEeK-JIUCTbI.

= [lprMep 3aroToBKU, N3 KOTOPOU QOPMUPYETCA 3a4ada, Korga BbIXoAnUT HOBaAd
Bepcua IDE Qt Creator. Ha OCHOBaHUKM 3TOr0 3aroTOBNEHHOI0 Yek-1McTa
CTaBUTCH 3aada NpoBeCTU paboTbl MO NpoOBEPKE COBMECTUMOCTU PVS-Studio C
HoBoW Bepcuen Qt Creator 1 B crnyydae Heo6xoaAMMOCTU YTO-TO A0opaboTaTb.
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[IPUMEP YER-AUCTA

= OnucaHune BCcex YKa3aHHbIX H/UXe OeNCTBUU MOXHO HanTK B JOKyMeHTaL K. B cnyyae
BO3HWMKHOBEHUSA BONPOCOB MOXHO ObpallaTbCAK . Ha BbINONHEHWE 3a4aun CTOUT
3aKkfiagbiBaTb HE MEHEee OBYX AHEW, T.K. YacTOo bbiBalOT HEOXMOAHHbIE CIOPMPU3bI.
HaunMHaTb CTOUT TOMBLKO MNOCe NOoABNEHNA OANCTPUOYTUBA NO 3TOU CChIJIKE.

* [lpuMevaHume. [lanee He onncaHme 3agadn. Kak n4uTo genaTtb ornmcaHo OTaeNlbHO BO
BHYTPEHHEN CTaTbe. ITO MMEHHO YEeK-NNCT, YTODbI YTO-TO HE 3abbITh.
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V3HaTh Thebyemyr sepcuio Qt
38/10XUTb HOBbIE KOMITOHEHTbI Ha HALLIE 36DKE/10
Qt (Windows, Linux, macOS)
Qt Creator (Windows, Linux, macOS)
LjobaBuTb HOBYHO BepCuto Qt B COOPOYHOE OKDYXEeHHE
Windows-koHTeHep
LiNUX-KOHTENHED
C60poYHbIVi cepBep Ha macOS
Llobasute CMake ripecerT /19 HOBOV BEPCHM
@ukcel 1o kogy (Windows, Linux, macOS)
OTTECTHPOBATHL HOBYIO BEPCUIO HE BCEX 1/18TMOPMAEX:
Windows
Linux
macOS
L1o6aBuTH HOBYKO BEPCUIO B manifest rinarnHa (extension_manifest json)
L1o6aBUTL / MOAUPULIMPDOBATE TECTH!
Kon-peBbto c____. [1ov ero oTcyTCTBMM (H3 YCMOTDEHNE TUMITMAE)
MoanduLmpoBaTh pipeline c6opki Ha cepBepe:
L]o6aBuUTH HOBYKO BEDCHIO
VODAaTH POLL/TYIO
[TDOBELUTB M GKTYE/TU3MPOBATH JJOKYMEHTALIMIO 10 Pa3paboTke 1/1armHa y
LJo6aBUTh YITOMUHaHUe HOBOU BEOCUN B JOKYMEHTAaLIMUIO 1/1alr MHa
VIOCTOBEDUTHCS, YTO HOBAS BEPCHA 1/1arvHa JOBAB/IAETCA B AUCTONOY TUB
L1068BUTH HOBYKO BEDCHIO N/1IAMrMHE Ha CTPEHMLLY beta-3arpy30k - 3aga4a

(8
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[LONOAHUTEADHBIE CCbIARU

1. AnekcaHap MewkoB. Kak BbICTPOUTb 3DDEKTUBHLIN NPOLLECC YNPaBieH s AedekTamn?

2. Wikipedia. CuctemMa ynpaBneHua BEpPCUAMM.

5. AHOpeun PaccamMakuH. YnpasneHve nHumageHTaMm M npobneMamMy — NoHATUA U
NPUHLLAMBI.

4. Appsec Table Top: MeTogonorua 6esonacHon pa3paboTku oT Positive Technologies.
CM. nHMUMaTMBbl: CUCTEMA KOHTPONA BEPCUM — CTP. 49, [Topaaok paboTbl C AepekTamm
— CTp. /8.
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https://edu-testing.com/process_upravlenia_defect
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%83%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D1%8F_%D0%B2%D0%B5%D1%80%D1%81%D0%B8%D1%8F%D0%BC%D0%B8
https://www.inframanager.ru/library/about-methodology/upravlenie-incidentami/
https://ptsecurity.com/ru-ru/research/knowledge-base/appsec-table-top-metodologiya-bezopasnoj-razrabotki-ot-positive-technologies/

[LONOAHUTEADHBIE CCbIARU

= MoWw kaHan - becTnapui nporpamMmMmmpoBanHnsa (@programming_tales)

= [1y6nukyto LMK nocToB npo PBIO

= PBIO-038. [pouecc 5 — YnpaBneHne HegoctaTkamm 1 3anpocamm Ha U3MEHEHUME

NporpaMmMHoOro obecneyeHu1sa:
 YacTb ]
« YacTb 2
 YacTb S

habr /companies/pvs-studio/


https://t.me/programming_tales
https://t.me/programming_tales/329
https://t.me/programming_tales/330
https://t.me/programming_tales/332

MEPENAI CAOBO B
CAENYHWEMY CMUKEPY ~7




Coenav CBOW MPOEKT onyumn 1026 ckmaky
YMCTbIM M 6e30MacHbIM Ha Kypcbl «M BPIMO»
BMecCTe c PVS-Studio B YuebHoM LleHTpe «MACKOM»

w{

MACI OM

YYEBHBMWUEHTP




KapnoB AHOpen Hukonaesuy

= Kapnos AHOpen Hnkonaesund, 1981
= 000 «['BC», [InpekTop no pa3snTuio bnsHeca

= bonee 1/ neT 3aHMMaeTCa TEMOU CTaTUYECKOro aHanm3a koga
N Ka4yeCTBa NporpaMmMHOro obecneyeHma. ABTop 601bLLOro
KOnnyecTBa CTaTeun, NOCBALWEHHbIX HAarNnMcaHuo
KayeCTBEeHHOro koga Ha a3blke C++. OanH N3 OCHOBaTENeEN
npoekTa PVS-Studio. [lonroe Bpemsa asnanca CTO koMnaHum
N 3aHMManca pa3padboTkom C++ agpa aHanmnsatopa. OCHOBHaA
0eATEeNbHOCTb Ha AaHHbIM MOMEHT — pa3BUTME KOMMaHWW,
obyJyeHune coTpyaHnkoB 1 DevRel neatenbHOCTb

= Jipyrag nH®opmMaLmna M KOHTaKTh!



https://pvs-studio.ru/ru/blog/profile/?author=andrey-karpov

P\VVS-Studio

= CTaTn4eckmny aHanmnsaTop koga ond nomcka owmnbok
NOTEHUMaNbHbIX YA3BUMOCTEM

* [logpepxuBaeT: C, C++, C#, Java

= KpaTKoe 3HaKOMCTBO: E _E

=3 4T0 TAROF V

PVS-STUD1u?
[m]

vkvideo.ru/video-11805870 456239581



https://vkvideo.ru/video-11805870_456239581

P\VVS-Studio

= CanT: pvs-studio.ru
= BkntoueH B PeecTp poccunckoro N0O: 3anncb N° 9837

= CoBMecTUM c TOCT P 71207-2024 (CtaTnyeckmm aHanm3a koga)

= COoOoTBETCTBME TPeboBaHNAM "MeTOoanKN BbiABNEHUS
ya3smuMocTen n HB B nporpaMMHOM obecneyeHnn™ oT 25
nexkaodpsa 2020 r.

= MoxeT npumMmeHaTb ana PblO cornacHo FOCT P 56939-2024

= becnnaTHble NMLLEH3UW ANA CTYAEHTOB M NpenoaaBaTenen


https://pvs-studio.ru/

MHTerpauusa PVS-Studio c AppSec.Hub

= [lokyMeHTaumns: ViHTerpalmga PVS-Studio ¢ AppSec.Hub

» BebuHap: NHTerpaumsa ctatnyeckoro adHanmsa n DevsecOps:
PVS-Studio n AppSec.Hub B 4eNCTBUK

WHTerpayus cratuyeckoro aHanusa u DevSecOps: PVS-Studio u AppSec.Hub B geincTBumn

WHTerpauma ctTaTuyeckoro
aHanu3a un DevSecOps:

PVS-Studion AppSec. »
B 1eUCTBUU

&S

> 0:00



https://pvs-studio.ru/ru/docs/manual/7177/
https://pvs-studio.ru/ru/blog/video/11322/

V2 4 MA&HKDM Jkcnept B oonactu UT, Ub, npenopnaBarens

oowmn cTtax pabotel: 6onee 26 nert.

Ctax npenogaBaTenbCcKou pabotbkl: 6onee 10 ner.

ObpasoBaHue: Bbicllee, TamMBOOBCKMA BOEHHbLIN aBUALMOHHBIN WHXEHEPHLIN
MHCTUTYT NO crneumanbHOCTU « ABTOMaTU3nMpoBaHHble cucTeMbl 006paboTkn MHopMaLUm
N ynpaBneHna».

3acnyxeHHbln AoueHT PoccUMWCKOro HOBOIMO YHWMBEPCUTETA, nNpenogasaTtelb
BbICLLEW LUKOJbI.

B 2017 rogy npolwén npodgeccmoHanbHy nepenoarotoBky B MI'TY M. H. 3.
baymaHa no HanpasneHumio NoarotoBkn « MHopmaunoHHaa 6e30NacHOCTbY.

B 2019 rogy npowén npodeccuoHanbHy MnepenogrotoBky Mo nporpamme
«[lpoTuBOOEUCTBUE MHOCTPAHHBIM TEXHUYECKMUM pa3BegKkam».

B 2020 rogy npoweén npodgeccuoHanbHy NepenogroToBky Mo nporpamme
«Meparornka npodeccnoHanbHoro oby4yeHuda, npodeccuoHanbHoro obpasoBaHUAa U
OONOSTHUTENBLHOrO NPodeccMoHanbLHOro oo6pasoBaHNA. Thios ura/v

B 2021 roagy npolwén npogeccMoHanbHy nepenoarotToBky No AONONTHUTENBHOW EEP;PH@HKET R
npodgeccrnoHanbHon nporpamme « T3M». B CIIRLMAANCTE]

B 2022 roay Mpolén npodeccuoHarbHyl MeperoaroToBky No nporpamme 10 X0epleannacHocn
«[1pakTn4yeckas ncuxonorna».

Microsoft Certifications Earned: MCT, MCPS, MCSA, MCTS. L i '““j;““”“

ABTOp 60nee 30 Hay4YHbIX Ny6NMKaLUNA. —_— 7“ e

[MOCTOAHHBIM  YYaCTHMK,  CMUKEep, JIKCMepT Ha  Meponpuatuax  no

MHpopMmaLUoHHLIA Ge3onacHocTU: Positive Hack Days Fest 2, HaunoHanbHbIA hopym

J

nMKOB nHopmaumnoHHon 6esonacHocTU «MHModhopyMm», MexayHapoaHbIA BOEHHO-TEXHUYECKUIA
- dopym «APMWUA», MexayHapogHaa BbicTaBka InfoSecurity Russia, MexagyHapoaHas
B“Tan““ Hay4yHaa KoHdepeHuua «UuBuvnusauma 3HaHWK: poccunckme peanun» (PocHOY) wu
HEeKOTOpPbIX APYrux.
A-ne Kca“ﬂpoauq Mmero Harpaab! 1 3BaHnsa MuHo6opoHbl Poccuu.

ABTOPU3OBaHHbIA nNpenogaBatenb no npoayktam «Ipynnbl AcTpa» ¢
npaeBoMm npoeeaeHusa KypcoB no OC Astra Linux Special Edition 1.8

YuTar Kypcbl, NPOBOXY 3aHATUA B obnactu MHdOopMaLnoHHON 6Ge3omacHoCTU,
3alnUTbl MHOpMaLK U MHPOPMALIMOHHBIX TEXHOMOTUIA.



