


CtatTnyeckuum aHanum3s
VS
GameDev

['ne6 AcnamoB
PVS-Studio C# Developer Advocate



CtatTnyeckmm aHanus

= B Havane 6bln Koa-peBbIo...



CtatTnyeckmm aHanus

= ABTOMaTUYECKNN KOA-PEeBbLIO!



CtatTnyeckmm aHanus

= ABTOMaTUYECKNN KOA-PEeBbLIO!

" HY>XEH TOJTIbKO KO[



CtatTnyeckmm aHanus

= ABTOMaTUYECKNN KOA-PEeBbLIO!
" HY>XEH TOJTIbKO KO[

* [lonHOE NoKpbITHE



CtatTnyeckmm aHanus

= ABTOMaTUYECKNN KOA-PEeBbLIO!
" HY>XEH TOJTIbKO KO[
* [lonHOE NoKpbITHE

= PaHHee obHapyXxeHne owmnbok



CtatTnyeckmm aHanus

= ABTOMaTUYECKNN KOA-PEeBbLIO!
" HY>X€eH TONbKO KO[
* [lonHOE NoKpbITHE
= PaHHee obHapyXxeHne owmnbok

= OWKMBKM NCNPaBNATCA Ha aTarne

Da3paboTKM



Buabl npobnem
ownékun cepuanusauum /

npo6nembl 1 aecepuanvsauum

6e30nacHOCTU
BbIX0O[ 33
rPaHULLbI

HernpaBubHaa paboTa __

C METOJaMU - 3 ' OLLUNBKU

CUHXPOHM3aUNM
HeO4OCTUXXUMbIU .
KOA nepenonHeHme

oydepa

OLWMBKM OOCTYNa K HenpaBunbHasa paboTac

namsATy TUNnamm




Yto HaxoauT PVS-StudioB




Azure SDK

public struct BlobSasBuilder : IEquatable<BlobSasBuilder> {

public bool Equals (BlobSasBuilder other) =>
BlobName == other.BlobName &&
CacheControl == other.CacheControl &&
BlobContainerName == other.BlobContainerName &&
ContentDisposition == other.ContentDisposition &&
ContentEncoding == other.ContentEncoding &é&
ContentlLanguage == other.ContentEncoding &é&
ContentType == other.ContentType &é&
ExpiryTime == other.ExpiryTime &é&
Identifier == other.Identifier &é&
IPRange == other.IPRange &é&
Permissions == other.Permissions &é&
Protocol == other.Protocol &&
StartTime == other.StartTime &&
Version == other.Version;



Azure SDK

ContentEncoding
ContentLanguage

other.ContentEncoding &é&
other.ContentEncoding &é&



Azure SDK

ContentEncoding == other.ContentEncoding &&
ContentLanguage == other.ContentEncoding &é&

NMpeaynpexaeHune PVS-Studio:

V3112 An abnormality within similar comparisons. It 1s possible that a typo 1is
present inside the expression 'ContentLanguage == other.ContentEncoding’



Azure SDK

public struct FileSasBuilder : IEquatable<FileSasBuilder> {

public bool Equals (FileSasBuilder other) =>
CacheControl == other.CacheControl
&& ContentDisposition == other.ContentDisposition
&& ContentEncoding == other.ContentEncoding
&& ContentlLanguage == other.ContentEncoding
&& ContentType == other.ContentType
&& ExpiryTime == other.ExpiryTime
&& FilePath == other.FilePath
&& Identifier == other.Identifier
&& IPRange == other.IPRange
&& Permissions == other.Permissions
&& Protocol == other.Protocol
&& ShareName == other.ShareName
&& StartTime == other.StartTime
&& Version == other.Version



Azure SDK

&& ContentEncoding == other.ContentEncoding
&& ContentLanguage == other.ContentEncoding



AHanu3 noTtoka AaHHbiX | Data Flow ]

= OnpepnensdeT NpeanonioXnTenbHOe 3Ha4YeHne
NnepeMeHHbIX M1 KOHCTaHT

" [lpnMepbl apTePaKkTOB:
* OMana3oH 3Ha4YeHn
* TOYHOE 3Ha4yeHune
* MHOXEeCTBO 3Ha4YeHUM

int number = random.Next(l, 10
1f (number == 10)



AHanu3 notoka aaHHbIx | RavenDB |

public override void VisitMethod (MethodExpression expr)

{

if ( expr .Name.Value == "i1d"

&& expr.Arguments.Count == 0)



AHanu3 notoka aaHHbIx | RavenDB |

public override void VisitMethod (MethodExpression expr)

{

if ( expr .Name.Value == "i1d"
&& expr.Arguments.Count == 0)
{
if ( expr.Arguments.Count != 1)

{

throw new InvalidOperationException("....");



AHanu3 notoka aaHHbIx | RavenDB |

public override void VisitMethod (MethodExpression expr)

{

if ( expr .Name.Value == "i1d"
&& expr.Arguments.Count == 0)
{
if ( expr.Arguments.Count !'= 1)
{
throw new InvalidOperationException("....");

NpeaynpexaeHune PVS-Studio:

V3022 Expression 'expr.Arguments.Count != 1" 1s always true.
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MeXxMoaynbHbI aHanus [ Barotrauma |

// ®yHkumMsi Remove () neslaeT ccmiKky Sprite HyJleBom
partial class DecorativeSprite : ISerializableEntity

{
public Sprite Sprite { get; private set; }

public void Remove ()

{

Sprite?.Remove () ;
Sprite = null;



MeXxMoaynbHbI aHanus [ Barotrauma |

// ®yHkumMsi Remove () neslaeT ccmiKky Sprite HyJleBom
partial class DecorativeSprite : ISerializableEntity

{
public Sprite Sprite { get; private set; }
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MeXxMoaynbHbI aHanus [ Barotrauma |

public void RecreateSprites ()

{

for (int 1 = 0; 1 < DecorativeSprites.Count; 1i++)
{
var decorativeSprite = DecorativeSprites|[i];
decorativeSprite.Remove() ;
var source =
decorativeSprite.Sprite.SourceElement;
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public void RecreateSprites ()

{

for (int 1 = 0; 1 < DecorativeSprites.Count; 1i++)

{

var decorativeSprite = DecorativeSprites[i];

decorativeSprite.Remove () ; «

var source =
decorativeSprite.Sprite.SourceElement;



MeXxMoaynbHbI aHanus [ Barotrauma |

public void RecreateSprites ()

{

for (int 1 = 0; 1 < DecorativeSprites.Count; 1i++)
{
var decorativeSprite = DecorativeSprites|[i];
decorativeSprite.Remove() ;
var source =
decorativeSprite.Sprite.SoyrceElement;

}

[MpepynpexaeHue PVS-Studio:

V3080. Possible null dereference. Consider inspecting 'decorativeSprite.Sprite’.



Owmn6kn Nnpu paboTte c MaccnBamm | Source SDK |

vold RecvProxy QuaternionToQuaternion (
const CRecvProxyData *pData,
void *pStruct, wvoid *pOut )

{

const float *v = pData->m Value.m Vector;

Assert( IsFinite( v[0] ) && IsFinite( v[l] ) &&
IsFinite( v[2] ) && IsFinite( v[3] ) );

((float*)pOut) [0] = v[O0];
((float*)pOut) [1] = v[1],;
((float*)pOut) [2] = v[2];
((float*)pOut) [3] = v[3];



Owmn6kn Nnpu paboTte c MaccnBamm | Source SDK |

[MpeaynpexpaneHune PVS-Studio:
V557 Array overrun 1is possible. The '3' index is pointing beyond array bound.

void *pStruct, wvoid *pOut )
{

const float *v = pData->m Value.m Vector;

Assert( IsFinite( v[0] ) && IsFinite( v[l] ) &&
IsFinite( v[2] ) && IsFinite( v[3] ) )

((float*)pOut) [0] = v[O0];
((float*)pOut) [1] = v[1],;
((float*)pOut) [2] = v[2];
((float*)pOut) [3] = v[3];



Owmn6kn Nnpu paboTte c MaccnBamm | Source SDK |

class Dvariant ({

float m Vector[3];
};

// This is passed into RecvProxy functions.
class CRecvProxyData ({

DVariant m Value; // The value given to you to store.

};
void RecvProxy QuaternionToQuaternion(....) {
const float *v = pData->m Value.m Vector;

Assert (IsFinite( vI[3] ));
((float*)pOut) [3] = v[3];
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Owmn6kn Nnpu paboTte c MaccnBamm | Source SDK |

class Dvariant ({

float m Vector[3];
};

// This is passed into RecvProxy functions.
class CRecvProxyData ({

DVariant m;Value;

};
void RecvProxy QuaternionToQuaternion(....) {
const float *v = pData->m Value.m Vector;

Assert (IsFinite( vI[3] ));
((float*)pOut) [3] = v[3];



Owmn6kn Nnpu paboTte c MaccnBamm | Source SDK |

union

{

#if 0 // We can't ship this since it changes the size of DTVariant
// to be 20 bytes instead of 16 and that breaks MODs!!!
float m Vector[4];
#else
float m Vector[3];
#endif

};....



CneuunduuHbie ownbku [ Unreal Engine |

class SomeClass

{

UObject *m ptr;

| S—
N9

[MpepynpexaeHue PVS-Studio:

V1100. Unreal Engine. Declaring a pointer to a type derived from 'UObject' in a
class that is not derived from "UObject' 1s dangerous. The pointer may start
pointing to an invalid object after garbage collection.



CneuundunuHbie ownbku [ Unity Engine |

public void InsertChar(string c)

{

waiter(); //avoid double button clicks

}

IEnumerator waiter ()

{

yield return new
WaitForSecondsRealtime (2) ;



MOryT in ctTaTunyeckue
aHanm3aTtopbl B ONTUMMU3ALUIO?










OnTuMun3sauma n ctatmyeckmm aHanms

= CTaTnyeckmnm aHanm3 nog ato He 3aToueH

= EctTb MUKPOonTuMnsauuu

= MoXeT 4oMONMTHUTb NPOPUNNPOBLLNKA/
OVHaMM4YeCKmne aHanm3aTopbl



MukpoonTummsaumm [ C++ |

inline void setLogTag(const std::string tagName) {

m tag = tagName;



MukpoonTummusaumm [ C++ |

inline void setLogTag(const std::string tagName) {

m tag = tagName;

[TpepynpexaeHne PVS-Studio:
V801 Decreased performance. It is better to redefine the first function

argument as a reference.
Consider replacing 'const .. tagName' with 'const .. &tagName'.




MukpoonTummusaumm [ C++ |

inline void setLogTag(const std::string &tagName) {

m tag = tagName;

[TpepynpexaeHne PVS-Studio:
V801 Decreased performance. It is better to redefine the first function

argument as a reference.
Consider replacing 'const .. tagName' with 'const .. &tagName'.




void
addDescriptions ( toAdd)
{
if (m descCount + toAdd.size() > MAX POLICY DESCRIPTIONS) ({
throw std::length error ("Descriptions count would exceed "
+ std::to string(MAX POLICY DESCRIPTIONS)) ;
}

auto addDesc = [] (DescrType **desc, int result,
const std::string &name)

{

(*desc) = static cast<DescrType *>(malloc(sizeof (DescrType))) .

(*desc) ->result = result;

(*desc) ->name = strdup (name.data())
};
for (const auto &it : toAdd) {

addDesc (m policyDescs + m descCount, it.first, it.second);
++m descCount;

}

m policyDescs[m descCount] = nullptr;

}

42



void
addDescriptions (std: :vector<std: :pair<int, std::string>> toAdd)
{
if (m descCount + toAdd.size() > MAX POLICY DESCRIPTIONS) {
throw std::length error ("Descriptions count would exceed "

+ std::to string(MAX POLICY DESCRIPTIONS)) ;
}

auto addDesc = [] (DescrType **desc, int result,
const std::string &name)

{

(*desc) = static cast<DescrType *>(malloc(sizeof (DescrType))) .
(*desc) ->result = result;
(*desc) ->name = strdup (name.data())

};
for (const auto &it : toAdd) {

addDesc (m policyDescs + m descCount, it.first, it.second);
++m descCount;

}

m policyDescs[m descCount] = nullptr;

43



addDescriptions ( toAdd)

if (m descCount + toAdd.size() > MAX POLICY DESCRIPTIONS)

for (const auto &it : toAdd)

L4



addDescriptions ( toAdd)

if (m descCount + toAdd.size() > MAX POLICY DESCRIPTIONS)

for (const auto &it : toAdd)
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addDescriptions ( toAdd)

if (m descCount + toAdd.size() > MAX POLICY DESCRIPTIONS)

for (const auto &it : toAdd)

[TpepynpexaeHune PVS-Studio:

V813 Decreased performance. The 'toAdd' argument should probably be rendered
as a constant reference.

46




addDescriptions ( toAdd)

if (m descCount + toAdd.size() > MAX POLICY DESCRIPTION

for (const auto &it : toAdd)

[TpepynpexaeHune PVS-Studio:

V813 Decreased performance. The 'toAdd' argument should probably be rendered
as a constant reference.
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MukpoonTumMmsauum | Unity |

private void LateUpdate ()
{

if (ped '= null)
this.FocusPos = ped.transform.position;

else 1f (Camera.main '= null)
this.FocusPos = Camera.main.transform.position;

float relAngle = Camera.main '= null ?
Camera.main. transform.eulerAngles.y : 0f;



MukpoonTumMmsauum | Unity |

private void LateUpdate ()
{

if (ped '= null)
this.FocusPos = ped.transform.position;

else 1f (Camera.main '= null)
this.FocusPos = Camera.main.transform.position;

float relAngle Camera.main !'= null ?

[lpenynpexaeHue PVS-Studio:
V4005 Expensive operation is performed inside the 'Camera.main’

property. Using such property in performance-sensitive context can lead
to decreased performance.
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Ha 3awmnte GameDev'a: MeHblue 6aroB — 6onblue FPS: kak
cTaTndyeckum aHanua m Unity cTtatuueckmu aHanms noMoraeT
npoekTtaM Ha Unreal Engine




[loMoruTe HamMm cTaTb nydJuie!

pvs-studio.ru/ru/about-feedback/



[lognuwmnce Ha Xabp CTaHb YaCcTbio KOMaHab!
Cepred KylWHMPEHKO Playrix

FOR
EMPIRES




