Yem cTaTMyeckmnm aHanms Koaa
noneseH CH# nporpammumcry

KoHcTaHTUH BonoxoBCKUm

Project Lead




KoHcTaHTUH Bosoxosckuu

" PYKOBOXY OQHUM U3
Hanpas/eHUN pa3paboTKu B
PVS-Studio

" PaHblle 3aHUMANCA BeD-
pa3paboTkoun Ha .NET

= A ele A nuwy cTaTbm

* Ml BbICTYyNalo Ha
KOHdepeHUUax




PeneBaHTHOCTb




PoCT N210THOCTU OLWWMNOOK

MeHee 2K 0 — 25 owmnbok Ha 1000 cTpoK Koaa
2K-16K 0 — 40 owmnboK Ha 1000 cTpoK KoAaa
16K-64K 0.5 - 50 owmnbok Ha 1000 cTpoK Koaa

64K-512K 2 — 70 owmnbok Ha 1000 cTpoK Koaa

512K n bonee 4 — 100 owmnbok Ha 1000 cTpoK Koaa




private YAsideSPtésVewsbteibeoRresVewsbitejce

{
gét(isVisible) Stride
{ PreviewService.OnShowPreview(); Mcnpasnas 4To-To B O4HOM
elié (previewService != null) MECTE, MOMHO CHIOMATE B APYTOM
PreviawBepravee@fErdePegview();
}

previewService = ServiceProvider.TryGet<IAssetPreviewService>();
if (previewService == null)

return null;

previewService.PreviewAssetUpdated += PreviewAssetUpdated;

return previewService;




private IAssetPreviewService PreviewService

{
get Stride
{ NcnpaBnasa 4To-To B O4HOM
if (pr‘eviewSer‘vice | = null) mecrte, MOXHO CZI0OMAaTb B Apyrom
return previewService;
previewService = ServiceProvider.TryGet<IAssetPreviewService>();
if (previewService == null)
return null;
previewService.PreviewAssetUpdated += PreviewAssetUpdated;
return previewService;
}
}

PVS-Studio: V3080. Possible null dereference. Consider inspecting 'PreviewService'.
PreviewViewModel.cs 109




Bopbba 3a KayecTBO KoAa

CtaHaapTbl  ABTOMaTU4yecKoe Cratnyeckum

Code review
Pa3paboTKK TEeCTUPOBAHME aHanus




YTO 3TO TaKoe




ABTOMATU3U POBaHHOE KOA-pPEeBbIO

HenHTepecHO . He BbIrnAoAT
CNoOXHO HanTum
NCKaTb KaK OWMNOKU

PN
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public static SqlDecimal operator /(SqlDecimal x, SqglDecimal y)

{
.NET 8
bScaleD = X._bSCale; OLUM6KM, KOTOpre
bPrecD = x._bPrec; TAXKEeN0 3aMeTUTb

ResScale = Math.Max(x. bScale + y. bPrec + 1,

s_cNumeDivScaleMin);
ResInteger = x. bPrec - x. bScale + y. bScale;
ResPrec = ResScale + x. bPrec + y. bPrec + 1;

MinScale = Math.Min(ResScale, s cNumeDivScaleMin);

ResInteger = Math.Min(ResInteger, s NUMERIC_MAX_ PRECISION);

ResPrec = ResInteger + ResScale;

10




public static SqlDecimal operator /(SqlDecimal x, SqlDecimal y)

{
.NET 8
bSCaleD = X._bSCale; OLLIM6KM, KOTOpble
bPrecD = x. bPrec; TAXeJ 10 3aMeTUTb
ResScale = Math.Max(x. bScale + y. bPrec + 1,
s_cNumeDivScaleMin);
ResInteger = x. bPrec - x. bScale + y. bScale;
ResPrec = ResScale + x. bPrec + y. bPrec + 1;
MinScale = Math.Min(ResScale, s cNumeDivScaleMin);
ResInteger = Math.Min(ResInteger, s NUMERIC MAX PRECISION);
ResPrec = ResInteger + ResScale;
}

PVS-Studio: V3008 The 'ResPrec' variable is assigned values twice successively. Perhaps this is a mistake.
Check lines: 1689, 1685. SQLDecimal.cs 1689 11




public override bool Equals(object obj)
{

if (!(obj is ActorMaterializerSettings s)) return false;

Akka.net

OwmnbKu, KoTopble
CKYYHO MUCKaTb

return
s.InitialInputBufferSize == InitiallInputBufferSize &&
s.MaxInputBufferSize == MaxInputBufferSize &&

s.Dispatcher == Dispatcher &&

s.SupervisionDecider == SupervisionDecider &&
s.SubscriptionTimeoutSettings == SubscriptionTimeoutSettings &&
s.IsDebuglLogging == IsDebuglLogging &&

s.OutputBurstLimit == OutputBurstLimit &&

s.SyncProcessinglLimit == SyncProcessinglLimit &&

s.IsFuzzingMode == IsFuzzingMode &&

s.IsAutoFusing == IsAutoFusing &&

s.SubscriptionTimeoutSettings == SubscriptionTimeoutSettings &&

s.StreamRefSettings == StreamRefSettings;
} 12




public override bool Equals(object obj)
{

if (!(obj is ActorMaterializerSettings s)) return false;

Akka.net

OwmnbKu, KoTopble
CKYYHO MUCKaTb

return
s.InitialInputBufferSize == InitialInputBufferSize &&
S.MaxInputBufferSize == MaxInputBufferSize &&

s.Dispatcher == Dispatcher &&

s.SupervisionDecider == SupervisionDecider &&
s.SubscriptionTimeoutSettings == SubscriptionTimeoutSettings &&
s.IsDebuglLogging == IsDebuglLogging &&

S.OutputBurstLimit == OutputBurstLimit &&

s.SyncProcessinglLimit == SyncProcessinglLimit &&

s.IsFuzzingMode == IsFuzzingMode &&

s.IsAutoFusing == IsAutoFusing &&

s.SubscriptionTimeoutSettings == SubscriptionTimeoutSettings &&

s.StreamRefSettings == StreamRefSettings;
} 13




public IEnumerable<IMigration> GetCurrentMigrations()

{
var currentDbVersion = new DbVersion(int.Parse(GrandVersion.MajorVersion),
int.Parse(GrandVersion.MinorVersion));
return GetAllMigrations()
.Where(x => currentDbVersion.CompareTo(x.Version) >= 0)
.OrderBy(mg => mg.Version.ToString())
.OrderBy(mg => mg.Priority)
.ToList(); GrandNode
} OwmnbKmn, KoTopsble
NPOUCXOOAT N3-34d
HE3HaAHWUA

14




public IEnumerable<IMigration> GetCurrentMigrations()

{
var currentDbVersion = new DbVersion(int.Parse(GrandVersion.MajorVersion),
int.Parse(GrandVersion.MinorVersion));
return GetAllMigrations()
.Where(x => currentDbVersion.CompareTo(x.Version) >= 0)
.OrderBy(mg => mg.Version.ToString())
.OrderBy(mg => mg.Priority)
TolList(); GrandNode
} OwmnbKK, KoTopble
NPOUCXOOAT N3-34d
HE3HaAHWUA

V3078 Original sorting order will be lost after repetitive call to 'OrderBy' method. Use 'ThenBy' method
to preserve the original sorting. Grand.Infrastructure MigrationManager.cs 40
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A KaK 31O paboTtaeTt?




AHanusartop

Scanning Analyzing

CTaTUYeCKUn
aHanus

UcxoOHbIu Ko

Y

FeHepauusa oT4éTa

Building output




ROMNMANATOp VS aHaM3aTop

naBHasA Uenb aHanM3aTopa — caenatb Kog 6onee KauecTBEHHbIM
= [ToaTOMY aHaNM3aTOPbl HE OrpaHUYeHbl BpemMeHem aHaan3a

HYKHbI:
* MexXmoaynbHbl U MexXnpoueaypHbii aHann3

* SCA aHanus
* AHaNn3 CTOPOHHUX GPENMBOPKOB
* Taint aHanus




Software Composition Analysis (OWASP A06:2021)

Vulnerable package: RestShare106.11.5
CVE 2021-27293:

Incorrect Regular Exeression

——

Project —]
oy v

Dependencj Dependench

#2

U —
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AHann3 ctopoHHMx ppemnmsopkos (Unity)

20



Daggerfall

public static string GetTerrainName(int mapPixelX, int mapPixelY)

{
return string.Format("DaggerfallTerrain [{0},{1}]",

mapPixelX,

mapPixelY);

21




Daggerfall

public static string GetTerrainName(int mapPixelX, int mapPixelY)
{
return string.Format("DaggerfallTerrain [{0},{1}]",
mapPixelX,

mapPixelY);

YnakoBKa
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Daggerfall

public static string GetTerrainName(int mapPixelX, int mapPixelY)

{
return string.Format("DaggerfallTerrain [{0},{1}]",

mapPixelX.ToString(),
mapPixelY.ToString());
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hogwarts

public BattleBlockData GetBlockData(int xindex, int yindex)
{
return _battleBlocks.FirstOrDefault(x => X.BattlePos.X == xindex
&& x.BattlePos.Y == yindex);

public BattleBlockData GetRangelockData(int xindex, int yindex)
{
return _rangelLayerBlocks.FirstOrDefault(x => X.BattlePos.X == xindex
&& x.BattlePos.Y == yindex);

24




hogwarts

public BattleBlockData GetBlockData(int xindex

{
return _battleBlocks.FirstOrDefault(x =>

&&

J 3axBaT 3HauYeHuA

, int yindex)

X.BattlePos.X == xindex

x.BattlePos.Y == yindex);

public BattleBlockData GetRangelo int xindex, int yindex)
{

return _rangelLayerBlocks.FirstOrDefault(x =>

X.BattlePos.X == xindex
&& x.BattlePos.Y == yindex);
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hogwarts

public BattleBlockData GetBlockData(int xindex, int yindex)

{
foreach (var block in _battleBlocks)

{
if ( block.BattlePos.X == xindex
&& block.BattlePos.Y == ynidex)
{
return block;
}
}

return null;
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AHann3 nome4vyeHHbIX AaHHbIX (taint aHann3)

= Taint-aHanmn3 — 3TO TEXHO/IOTUA, MNO3BOJIAKOLWLAA OTCNEXNUBATD

pPacnpocTpaHeHMne HeNnpPoOBEPEHHbIX BHELIHUX AaHHbIX MO NPOrpamme BO

Bpemsa eé paboTbl.

= [lpnumepbl:
* SQL-nHbEKUMN
* Cross-site scripting (XSS)
* Path traversal
* XXE/XEE

27




Welcome to BlogEngine.NET

[~ f
=] .

If you see this post it means that BlogEngine.NET is running and the hard part of creating your own

blog is done. There is only a few things left to do.

DOWNLOAD THEMES OFFICIAL WEBSITE DONATE




private void LoadXmlRequest(string xml)
{

var request = new XmlDocument();

try

{
if (!(xml.StartsWith("<?xml") || xml.StartsWith("<method")))

{
xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);

}

catch (Exception ex)

{
throw new MetaWeblogException("01", $"Invalid XMLRPC Request. ({ex.Message})");




private void LoadXmlRequest(string xml)
{

var request = new XmlDocument();

try

{
if (!(xml.StartsWith("<?xml") || xml.StartsWith("<method")))

{

xml = xml.Substring

(o Y ondexOf ("<?xml"));

request.LoadXml(xml);
¥

catch (Exception ex)

{
throw new MetaWeblogException("01", $"Invalid XMLRPC Request. ({ex.Message})");




KTo atoT Baw XML

B XML noeersyAEcDBD (deciudmigtybeaefigition), kKoTopbiit BMecTe
QI BERHAGME CHIHEPH XML-a0oKymeHTa, AaeT BO3MOXKHOCTb onpeaesniath U

MC/ENFPETTP MYRYUMATEntity SYSTEM

"file:///C:/Windows/System32/drivers/etc/hosts">
1>

<order>&myExternalEntity;</order>

31




YcnoBusa ycnewHon XXE

1. Hy»xeH Hebe3onacHbIM 06paboTYMK NONBb30BATENBCKOrO BBOAA
2. Hy»XeH cam nonb3oBaTenbCKUN BBOA

32



internal class MetaWeblogHandler : IHttpHandler
{

public void ProcessRequest(HttpContext context)

{
try

{
var rootUrl = Utils.AbsoluteWebRoot.ToString();

// context.Request.Url.ToString().Substring(o,
// context.Request.Url.ToString().IndexOf("metaweblog.axd"));

var input = new XMLRPCRequest(context);




internal class MetaWeblogHandler : IHttpHandler
{

public void ProcessRequest(HttpContext context)

{
try

{
var rootUrl = Utils.AbsoluteWebRoot.ToString();

// context.Request.Url.ToString().Substring(o,
// context.Request.Url.ToString().IndexOf("metaweblog.axd"));

var input = new XMLRPCRequest(context);




public XMLRPCRequest(HttpContext input)
{

var inputXml = ParseRequest(input);

// LogMetaWeblogCall(inputXml);
this.LoadXmlRequest (inputXml);

private static string ParseRequest(HttpContext context)

{
var buffer = new byte[context.Request.InputStream.Length];

context.Request.InputStream.Position = 0;

context.Request.InputStream.Read(buffer, 0, buffer.Length);

return Encoding.UTF8.GetString(buffer);
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public XMLRPCRequest(HttpContext input)
{

var inputXml = ParseRequest(input);

// LogMetaWeblogCall(inputXml);
this.LoadXmlRequest (inputXml);

private static string ParseRequest(HttpContext context)

{
var buffer = new byte[context.Request.InputStream.Length];

context.Request.InputStream.Position = ©;

context.Request.InputStream.Read(buffer, 0, buffer.Length);

»

return Encoding.UTF8.GetString(buffer);
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private void LoadXmlRequest(string xml)
{

var request = new XmlDocument();

try

{
if (!(xml.StartsWith("<?xml") || xml.StartsWith("<method")))

{
xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);

}

catch (Exception ex)

{
throw new MetaWeblogException("01", $"Invalid XMLRPC Request. ({ex.Message})");




private void LoadXmlRequest(string xml)
{

var request = new XmlDocument();

try

{
if (!(xml.StartsWith("<?xml") || xml.StartsWith("<method")))

{
xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);

¥

catch (Exception ex)

{
throw new MetaWeblogException("01", $"Invalid XMLRPC Request. ({ex.Message})");




private void LoadXmlRequest(string xml)

{

var request = new XmlDocument(); < .NET Framework 4.5

try

{
if (!(xml.StartsWith("<?xml") || xml.StartsWith("<method")))

{
xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);

¥

catch (Exception ex)

{
throw new MetaWeblogException("01", $"Invalid XMLRPC Request. ({ex.Message})");




5] CalsersiavashappDatayfoarmir A o = Ll e

=7xml version="1.8" encoding="utf-8"7=>
=methodResponses>
=fault=
<value>
=ctruct=>
=member=>
=name>faul tCode</name=>
=value=@2=/value>
</member=>
<member>
=name>faultString</name>
<yalue=Unknown Method. (# Copyright (c) 1993-2009 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual Lline. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

r‘equeSt° LoadXm Additionally, comments (such as these) may be inserted om individual
Lines or following the machine name denoted by a "#' symbol.

For example:

rhino.acme.com # source server
3.18 ¥.acme.com # ¥ client host

» resolution is handled within DNS itsel+f.
.1 Localhost
Localhost

A special comment indicating that XXE attack was performed successfully.
J</value>
= /members>
</struct=
</value>
=/fault=

#
#
#
#
#
B
#
#
B
#
#
#
#
#
B
#
#
#
#
#
#
#
B




private void LoadXmlRequest(string xml)

{
var request = new XmlDocument() { XmlResolver = null };
try

{
if (!(xml.StartsWith("<?xml") || xml.StartsWith("<method")))

{
xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);

¥

catch (Exception ex)

{
throw new MetaWeblogException("01", $"Invalid XMLRPC Request. ({ex.Message})");




XXE

= CWE-611:
Improper Restriction of XML External Entity Reference

= CWE Top 25: 23

= OWASP Top 10:
* 2017: A4:2017 — XML External Entities (XXE)
* 2021: A05:2021 — Security Misconfiguration

= OWASP ASVS 4.0.3: 5.5.2
NMocnepcreuA: yTeukn AaHHbIX, SSRF
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[OCT P 71207-2024

= CTaHAapT ycTaHaBAMBaeT TpeboBaHMA K BHEAPEHUIO, MeToAaM paboTbl
N MEeTOAMKE NPOBEPKU TPebOoBaAHNIN K MHCTPYMEHTaM aHan3a.

" BXxoguTt B KOMMNNEKC CTaHAQPTOB, HAaNpaB/eHHbIX Ha nNpegoTBpaLlleHmne
VA3BMMOCTEMN B Nporpammax n npumeHsaetcsa coemectHo ¢ [OCT P 56939.

" Tpebyembie meToabl paboThbI:

* MexnpoueaypHbin 1 MEXMOAY/IbHbIN KOHTEKCTHO-YYBCTBUTE/IbHbIN
aHaNM3 NnomeyeHHbIX AaHHbIX (taint checking);
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Bonblwe npumepos owWNOOK




BTCPay Server Check

if ( request.PaymentTolerance < ©
&& request.PaymentTolerance > 100)
ModelState.AddModelError(nameof(request.PaymentTolerance),

"PaymentTolerance can only be between © and 100 percent");

46




BTCPay Server Check

if ( request.PaymentTolerance < ©
&& request.PaymentTolerance > 100)
ModelState.AddModelError (nameof(request.PaymentTolerance),

"PaymentTolerance can only be between © and 100 percent");

PVS-Studio: V3022 Expression 'request.PaymentTolerance < 0 &&
request.PaymentTolerance > 100' is always false. Probably the '| |' operator should
be used here. GreenfieldStoresController.cs 241 47




MudBlazor

var exp = new Expression(CalcExpression);

var result = exp.Eval();

if (result == double.NaN)

{
Current = "ERROR";

return;

48




MudBlazor

var exp = new Expression(CalcExpression);
var result = exp.Eval();
if (result == double.NaN)
{
Current = "ERROR";

return;

¥

PVS-Studio: V3076 Comparison of 'result' with 'double.NaN' is meaningless. Use
'double.IsNaN()' method instead.
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Entity Framework

for (var i = 0; i < result.Count; i++)

{

for (var j = 0; j < expectedInnerNames.Count; j++)

{

Assert.True(
result[i].OneToMany Optional.Select(e => e.Name)

.Contains(expectedInnerNames[i]));
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Entity Framework

for (var i = @; i < result.Count; i++)

{

for (var j = 0; j < expectedInnerNames.Count; j++)
{
Assert.True(
result[i].OneToMany Optional.Select(e => e.Name)

.Contains(expectedInnerNames[i]));

¥

PVS-Studio: V3081 The 'j' counter is not used inside a nested loop. Consider inspecting
usage of 'i' counter. EFCore.Specification.Tests ComplexNavigationsQueryTestBase.cs 2393
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eShopOnContainers

var firstUrl = new Uri(urlHook, UriKind.Absolute);

var secondUrl = new Uri(url, UriKind.Absolute);

return firstUrl.Scheme == secondUrl.Scheme &&
firstUrl.Port == secondUrl.Port &&
firstUrl.Host == firstUrl.Host;
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eShopOnContainers

var firstUrl = new Uri(urlHook, UriKind.Absolute);

var secondUrl = new Uri(url, UriKind.Absolute);

return firstUrl.Scheme == secondUrl.Scheme &&
firstUrl.Port == secondUrl.Port &&
firstUrl.Host == firstUrl.Host;

PVS-Studio: V3001 There are identical sub-expressions 'firstUrl.Host' to the left and
to the right of the '==' operator. GrantUrlTesterService.cs 48
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AWS SDK for .NET

var parts = path.Split('.");

for (int 1 = 9; i < parts.Length; i++)

{

var part = parts[i];

if (!(propertyValue is IList))
throw new ArgumentException(

"Object addressing by pathing segment '{part}' with indexer must be IList");

if (!(propertyValue is IPropertyBag))
throw new ArgumentException(

"Object addressing by pathing segment '{part}' must be IPropertyBag");
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AWS SDK for .NET

var parts = path.Split('.");

for (int 1

{

var part = parts[i];

O; 1 < parts.Length; i++)

if (!(propertyValue is IList))
throw new ArgumentException(

"Object addressing by pathing segment '{part}' with indexer must be IList");

if (!(propertyValue is IPropertyBag))
throw new ArgumentException(

"Object addressing by pathing segment '{part}' must be IPropertyBag");

PVS-Studio: V3138 String literal contains potential interpolated expression. Consider
} inspecting: part. Fn.cs 82
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NHTerpaumna B NPOeKT




[Mpobaembl C HOBbIMU MHCTPYMEHTAMM

BHeapeHune Ncnonb3oBaHue
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KaKk BHeaApWUTb aHa/1n3aTop B

CYLLEeCTBYHOLLNN NPOEKT?




[Moaxoa NeO

PedaKTOpUHr

Bblaenaem spema n ncnpasniaem
BCe npeaynpeXxaeHuna

" 3ddeKTUBHO U3DABNAET NPOEKT OT
npeaynpexxaeHmnm

" HeadppeKTUBHO M3DaBNAET NPOEKT
OT KPUTHUYECKNX Nnpobnem

" BONbHO




[Moaxoa Nel

XpanoBuK

MOX¥HO KOMMWTUTbL KOZ, TOJIbKO
eC/I1 CoXpaHAeTcA 3aJaHHbIN
YPOBEHb NpeaynpexKaeHuni

= [apaHTUpYyeT, YTo NPO
npeaynpexaeHnAa aHaansatopa He
3abyayT

= [laxke ecnum pa3pabotumk byaet
NCNPaBAATb YyXKMe oWnbKM BMecTo
CBOMX, 06LWIMM TpeHa byaeT
NO3UTUBHbIM




[Toaxon No2

Ba Se_l i n e (6a 3a pa 3METK M ) projects via the ‘Add|Existing ltem..." menu command as non-compilable\text items.

I_I Opla B MTb B Ce CTa p bl e Di\SelfTester\src\miranda\plugins\&\VS\avs.suppress
DiA\SelfTester\src\miranda\plugins\import\import.suppress
n p e,ﬂ,y n p e)‘l'(,ﬂle H M H D)\SelfTester\src\miranda\plugins\Db3x_mmaphdb3x_mmap.suppress

v Suppress Analyzer Messages

PWS-Studio analyzer messages can be hidden from analysis results without modifying the source code through the

special suppress files. Suppressing messages will allow you to concentrate on analyzer messages on newly written
code.

Active suppress files

Suppress files are generated besides the corresponding project files. Alternatively, you can add suppress files to

Di\SelfTester\src\miranda\src\miranda32\miranda32.suppress
DiA\SelfTester\src\miranda\src\mir_core\mir_core.suppress
Di\SelfTester\src\miranda\src\mir_app\mir_app.suppress
Di\SelfTester\src\miranda\libs\libjsonylibjson.suppress

Di\SelfTester\src\miranda\libs\zlib\zlib.suppress

Di\SelfTester\src\miranda\plugins\Advalmg\Advalmg_15.5uppress
Di\SelfTester\src\miranda\plugins\Scriver\scriver.suppress

M O)'K H O C pa 3y H a L‘I M H aTb pa 6OTaTb C Di\SelfTester\src\miranda\plugins\MadernOpt\modernopt.suppress

Di\SelfTester\src\miranda\plugins\TabSRMN\tabsrmm.suppress
Di\SelfTester\src\miranda\protocols\AimOscar\aim.suppress

H O B bl M M n p e,ﬂ,yn p e)'K.Dle H M ﬂ M M Di\SelfTester\src\miranda\protocols\Gadu-Gadu\Gadu-Gadu_13.suppress

Di\SelfTester\src\miranda\protocols\IRCG\IRC.suppress
Di\SelfTester\src\miranda\protocols\lcqOscarl\icqoscars.suppress

a H an M 3 aTO pa DA\SelfTester\src\miranda\protocolstJabberGyjabber.suppress

Di\SelfTester\src\miranda\protocols\MSN\msn.suppress
DA\SelfTester\src\miranda\plugins\Clist_nicer\clist_nicer.suppress

[1pun KenaHuun, Bcerga MOXXHO

Be p HyTbCﬂ K ped)a KTO p M H ry M You can suppress messages visible in PV5-Studio Output Window (Suppress Filtered) or all messages generated

PacnoAaBuTh CTapble ] [ sepe
npeaynpexaeHns

[] Display 23834 Suppressed Messages in PVS-Studio Qutput Window Un-suppress from Selected




Kak ero ncnonb3osaTtb?




UHTerpaunmn

AHaNn3aTOPbl UHTEFPUPYIOTCH
C pa3HbIMM CUCTEMAMU ANA
bonee ynobHoro
MCNONb30BAHMUA:

= |IDE
= ClI/CD
= Docker




Visual Studio

IDE
)
£ inteli iDen
=
a

)il Visual Studio Code

Qt Creator

= Edipse

Distributed build

7 Incredibuild

Game engines

NHuTerpaunm B PVS-Studio

Code quality

\‘\\\\ SonarQube
a DefectDojo

Build systems

N/ |SON Compilation Database

Embedded

[>Z| Keil pVision, DS-MDK

@ IAR Embedded Workbench
i:@:} Platform.io
asz QNX Momentics

*i’ TI ARM Code Generation

Virtualization

Cl

&3 tenkins

& Gitab
/s Azure DevOps
O GitHub Actions
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KoOHCTaHTUH BONnoxoBCKum
@kvolokhovskii




for (int i = 0; i < 20; i++)

{

e .NET Compiler
if (i %2 ==0) Platform (Roslyn)

{

threadl.Start();
thread2.Start();

¥

else

{
threadl.Start();

thread2.Start();




for (int i = ©0; i < 20; i++)

{

ce .NET Compiler
if (i %2 == 0) Platform (Roslyn)

{

threadl.Start();
thread2.Start();

¥

else

{
threadl.Start();

thread2.Start();
}

PVS-Studio: V3004 The 'then' statement is equivalent to the 'else’
} statement. GetSemanticlnfoTests.cs 2269 .




public List<Result> Query(Query query)

{
bool isGlobalQuery = string.IsNullOrEmpty(query.ActionKeyword);

if (query == null)
{

throw new ArgumentNullException(paramName: nameof(query));

Microsoft Power
Toys
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public List<Result> Query(Query query)

{
bool isGlobalQuery = string.IsNullOrEmpty(query.ActionKeyword);

if (query == null)
{

throw new ArgumentNullException(paramName: nameof(query));

Microsoft Power
Toys

PVS-Studio: V3095 The 'query' object was used before it was verified
against null. Check lines: 56, 60. Main.cs 56
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public void SetString(string key, string value)

{
if (m_syncDictionary.TryGetValue(key,

out string existingValue))

{
if (value != existingValue)
{
m_syncDictionary[key] = value;
} J SanAndreasUnity

m_syncDictionary[key] = value;
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public void SetString(string key, string value)

{
if (m_syncDictionary.TryGetValue(key,
out string existingValue))
{
if (value != existingValue)
{
m_syncDictionary[key] = value;
} J SanAndreasUnity
m_syncDictionary[key] = value;
}

V3008 The 'm_syncDictionary[key]' variable is assigned values twice
successively. Perhaps this is a mistake. Check lines: 112, 108. SyncedBag.cs

112 ;




public static bool IsTypeOf<T>(this TypeReference tr)
{

var type = typeof(T);

return tr.Name == type.Name

&& tr.Namespace == tr.Namespace;

.NET 8
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public static bool IsTypeOf<T>(this TypeReference tr)
{

var type = typeof(T);

return tr.Name == type.Name

&& tr.Namespace == tr.Namespace;

.NET 8

PVS-Studio: V3001 There are identical sub-expressions 'tr.Namespace' to
the left and to the right of the '==' operator. TypeReferenceExtensions.cs
365 .




public static int Compare(SourcelLocation left,
SourcelLocation right) {
if (left < right) return -1;
if (right > left) return 1;

return 0;

IronPython
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public static int Compare(SourcelLocation left,
SourcelLocation right) {
if (left < right) return -1;
if (right > left) return 1;

return 0;

IronPython

PVS-Studio: V3021 There are two 'if' statements with identical conditional expressions.
The first 'if' statement contains method return. This means that the second 'if'

statement is senseless. SourcelLocation.cs 156
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