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C# Developer

YyacTtByto B KOHpepeHUUsaX,
nULIY CTaTbU U

pa3pabaTbiBalo cTaTUUECKUMN

aHa/M3aTop.
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[Toyemy yaA3BMMOCTU OMacCHbI?
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CKO/IbKO CTOUT UCMPaBUTb YA3BUMOCTb?
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[MpoeKkTMpoBaHMe Pa3paboTka TectupoBaHue [MocT-penus

NctouHumK - NIST: National Institute of Standards and Technology


https://www.nist.gov/
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KaK UCKaTb YA3BUMOCTMN?

cGobjectInstance *CMapLoaderH3M: :readbwellingRandom (const int

{
auto *object = new CGDwelling();
CSpecobjInfo *spec = nullptr;

switch(objectTemplate->id)

case 0bj::RANDOM_DWELLING:
spec = new CCreGenLeveledCastleInfo();
break;

case 0bj::RANDOM _DWELLING_LVL:
spec = new CCreGenAsCastleInfo();
break;

case 0bj::RANDOM_DWELLING_FACTION:
spec = new CCreGenLeveledInfo();
break;

default:
throw std::runtime_error("Invalid random dwelling format”™);
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KaK UCKaTb YA3BUMOCTMN?

" YacTo yA3BMMOCTU == OWNOKMK

cGobjectInstance *CMapLoaderH3M: :readbwellingRandom (const int
{

auto *object = new CGDwelling();

CSpecobjInfo *spec = nullptr;

switch(objectTemplate->id)

{

case 0bj::RANDOM_DWELLING:
spec = new CCreGenLeveledCastleInfo();
break;

case 0bj::RANDOM _DWELLING_LVL:
spec = new CCreGenAsCastleInfo();
break;

case 0bj::RANDOM_DWELLING_FACTION:
spec = new CCreGenLeveledInfo();
break;

default:
throw std::runtime_error("Invalid random dwelling format”™);




KaK UCKaTb YA3BUMOCTMN?

" YacTo yA3BMMOCTU == OWNOKMK

cGobjectInstance *CMapLoaderH3M: :readbwellingRandom (const int

{
auto *object = new CGDwelling();
CSpecobjInfo *spec = nullptr;

switch(objectTemplate->id)

" [lomoryT HanTU TeCTbl N aHAIU3ATOpPbI T e Y

break;
case 0bj::RANDOM _DWELLING_LVL:
spec = new CCreGenAsCastleInfo();
break;
case 0bj::RANDOM_DWELLING_FACTION:
spec = new CCreGenLeveledInfo();
break;
default:
throw std::runtime_error("Invalid random dwelling forma




Yto Takoe SAST?
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Y7o TaKoe SAST?

" CTaTUYeCKUN aHaNn3, HO Npo
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Yto Takoe SAST?
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Yto Takoe SAST?
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Yto Takoe SAST?

CTaTu4yecKknun aHanus, HO nNpo
YA3BMMOCTHU

Hy»eH To/1IbKO KoA
[TonHOe NoKpbITUE

PaHHee obHapyKeHune ownboK u
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Yto Takoe SAST?

Xun3sHbo 63 SAST
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[pumep yazsmumocTtn SQL injection

using (SqlConnection connection = new SqlConnection(....))

{

String userName = Request.Form["userName'"];
using (var command = new SqglCommand () {
Connection = connection,
CommandText =
"SELECT * FROM Users WHERE UserName = '" 4+ userName + "’'",
CommandType = System.Data.CommandType.Text })




[pumep yazsmumocTtn SQL injection

using (SglConnection connection = new SqlConnection(....))

{

String userName = Request.Form["userName'"];
using (var command = new SqglCommand () {
Connection = connection,
CommandText =
"SELECT * FROM Users WHERE UserName = '" + userName + "'",
CommandType = System.Data.CommandType.Text })




[pumep yazsmumocTtn SQL injection

using (SglConnection connection = new SqlConnection(....))

{

String userName = Request.Form["userName'"];
using (var command = new SqglCommand () {
Connection = connection,
CommandText =
"SELECT * FROM Users WHERE UserName = '" 4+ userName + "'",
CommandType = System.Data.CommandType.Text })




[pumep yazsmumocTtn SQL injection

using (SglConnection connection = new SqlConnection(....))

{

SELECT * FROM Users WHERE UserName = 'lBaH'

CommandType = System.Data.CommandType.Text })




[pumep yazsmumocTtn SQL injection

using (SglConnection connection = new SqlConnection(....))

{

String userName = Request.Form["userName'"];
using (var command = new SqglCommand () {
Connection = connection,
CommandText =
"SELECT * FROM Users WHERE UserName = '" 4+ userName + "'",
CommandType = System.Data.CommandType.Text })




[pumep yazsmumocTtn SQL injection

using (SglConnection connection = new SqlConnection(....))

{

String userName = Request.Form|["userName'"];
using (var command = new SqglCommand () {
Connection = connection,
CommandText =
"SELECT * FROM Users WHERE UserName = '" 4+ userName + "'",
CommandType = System.Data.CommandType.Text })




[pumep yazsmumocTtn SQL injection

using (SglConnection connection = new SqlConnection(....))

{

String userName = Request.Form|["userName'"];
using (var command = new SqglCommand () {
Connection = connection,
CommandText =
"SELECT * FROM Users WHERE UserName = '" 4+ userName + "'",
CommandType = System.Data.CommandType.Text })




[pumep yazsmumocTtn SQL injection

using (SglConnection connection = new SqlConnection(....))

{

String userName = Requ lme"];
using (var command = n I/I Ba H
Connection = connecti
CommandText =

"SELECT * FROM Users WHERE UserName = ’'" + userName + "’'",
CommandType = System.Data.CommandType.Text })




[pumep yazsmumocTtn SQL injection

using (SglConnection connection = new SqlConnection(....))

{

String userName = . . : : :
using (var comman OR 1 — 1
Connection = con
CommandText =

"SELECT * FROM Users WHERE UserName = '" + userName + "'",
CommandType = System.Data.CommandType.Text })




[pumep yazsmumocTtn SQL injection

using (SglConnection connection = new SqlConnection(....))

{

SELECT * FROM Users WHERE UserName = 'lBaH'

CommandType = System.Data.CommandType.Text })




[pumep yazsmumocTtn SQL injection

using (SglConnection connection = new SqlConnection(....))

{

String userName = Request.Form["userName"];

SELECT * FROM Users WHERE UserName = """ OR "1'="1"

CommandType = System.Data.CommandType.Text })




[pumep yazsmumocTtn SQL injection

using (SglConnection connection = new SqlConnection(....))

{

String userName = Request.Form['"userName"];
using (var command = new SqglCommand () {

Connection = connection,
CommandText =
"SELECT * FROM Users WHERE UserName = '" + userName + "'",

CommandType = System.Data.CommandType.Text })

MNpepynpexpeHne PVS-Studio: V5608 Possible SQL injection. Potentially
tainted data in the 'userName' variable is used to create SQL command.




[Mpnumep CWE B npoekTte FastReport

ParagraphFormat paragraphFormat;

public ParagraphFormat ParagraphFormat

{

get { return paragraphFormat; }
set { ParagraphFormat = wvalue; }

ﬁ




[Mpnumep CWE B npoekTte FastReport

ParagraphFormat(paragraphFormat; [Tlone ﬁ




[Mpnumep CWE B npoekTte FastReport

ParagraphFormat(paragraphFormat; [Tlone ﬁ
public (ParagraphFormat )ParagraphFormat
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[Mpnumep CWE B npoekTte FastReport

paragraphFormat;
public (ParagraphFormat )ParagraphFormat

{

ParagraphFormat

get { return paragraphFormat; }

}

set { ParagraphFormat = wvalue;




[Mpnumep CWE B npoekTte FastReport

paragraphFormat;
public (ParagraphFormat )ParagraphFormat

{

ParagraphFormat

get { return paragraphFormat; }
set { ParagraphFormat = wvalue; }




[Mpnumep CWE B npoekTte FastReport

paragraphFormat;
public (ParagraphFormat )ParagraphFormat

{

ParagraphFormat

get { return paragraphFormat; }
set { ParagraphFormat = wvalue; }




[Mpnumep CWE B npoekTte FastReport

static void Main(string[] args) li!

{
TextObject textObj = new TextObject() ;

textObj.ParagraphFormat = null;

Console.WriteLine ("Ok") ;




[Tpumep CWE B npoekTe FastReport

BN CAWINDOWS\system32\cmd. exe — L]

rocess 1s terminated due to StackOvertlowE
r to continue .
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[Mpnumep CWE B npoekTte FastReport

paragraphFormat;
public (ParagraphFormat)ParagraphFormat

{

ParagraphFormat

get { return paragraphFormat; }
set { ParagraphFormat = value; }

MpeaynpexxaeHue PVS-Studio: V3010 [CWE-674]
Possible infinite recursion inside ' ParagraphFormat' property.
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OnacHOCTb NepPBOro pasa
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PVS-Studio

Fails: 0 ‘ A Y ‘ @EESt High: 18016 [} Medium: 11131 | Low: 22635




OnacHOCTb NepPBOro pasa

" MHoro cpabaTbiBaHUN == HOPMANbHO
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PVS-Studio

Fails: 0 ‘ A Y ‘ @EESt High: 18016 [} Medium: 11131 | Low: 22635
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OnacHOCTb NepPBOro pasa

PVS-Studio

Fails: 0 | A Y | @EESt High: 18016 [} Medium: 11131 | Low: 22635

" MHoro cpabaTbiBaHUN == HOPMANbHO

Un-suppress Trom selectes

* Ucnonb3yem maccosoe nogaBneHue

You can suppress messages visible in PYS-5tudio Cutput Window [Suppress Filtered) or all messages generated
during last analysis [Suppress All).

Suppress All Suppress Filtered Close




OnacHOCTb NepPBOro pasa

" MHoro cpabaTbiBaHUN == HOPMANbHO
* Ucnonb3yem maccoBoe nogasnieHune

“ nepMO,EI,I/I‘-IECKI/I BO3BpaWaeMCA U HNHUM
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PVS-Studio

Fails: 0 | A Y | @EESt High: 18016 [} Medium: 11131 | Low: 22635

Jn-suppress Trom selected

You can suppress messages visible in PYS-5tudio Cutput Window [Suppress Filtered) or all messages generated
during last analysis [Suppress All).

Close

Suppress All Suppress Filtered

PV5-Studio
— |Fail=0 | & ¥ @EESt High: 1 Medium: 0 I Low: O General | Optimi
Code Meszage
Congratulations! PW5-5tudio has not found any issues in your source code!




OnacHOCTb NepPBOro pasa

MHoro cpabatbiBaHMI == HOPMaA/IbHO

Ucnon b3yemMm maccoBoe noaasjieHune

nepI/lO,EI,I/I‘-IECKI/I BO3BpaWaeMCA U HNHUM

Ho ectb 1 apyrom cnocob...

48

PVS-Studio

Fails: 0 | A Y | @EESt High: 18016 [} Medium: 11131 | Low: 22635

Jn-suppress Trom selected

You can suppress messages visible in PYS-5tudio Cutput Window [Suppress Filtered) or all messages generated

during last analysis [Suppress All).

Suppress All Suppress Filtered Close

PVS-5Studio

General | Optimi

— |Failz0 || & ¥ @Eeﬂ High: 1 Medium: 0 IL-::uw:E

Code Meszage

Congratulations! PW5-5tudio has not found any issues in your source code!
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[MpnHUMN XpanoBKKa

" BbinonHaAem aHanms

= 3aHOCUM B CUCTEMY KOHTPOA Bepcui

U YCTaHaB/1BaeM NOPOr exoxKaeHuA




[MpnHUMN XpanoBKKa

" BbinonHaAem aHanms

= 3aHOCUM B CUCTEMY KOHTPOA Bepcui

U YCTaHaB/1BaeM NOPOr exoxKaeHuA

" Ncnpasnaem!




JloXHble cpabaTbiBaHMA
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JloXHble cpabaTbiBaHMA

* OcobeHHOCTb TeEXHOIOTUN
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JloXHble cpabaTbiBaHMA

Opticns

Search Options (Ctrl+E) Fe Filter Codes or Messages

= OCcobeHHOCTb TeXHO0rnm — Searc

Commeon Analyzer Settings
Detectable Errors (C#)

Detectable Errors (C, C++) 4 1. General Analysis
Don't Check Files

Keyword Message Filtering V3001 There are identical sub-expressions to the left and
. . to the night of the 'foo’ operator.

u HaCTpa M BaEM a Han M3aT0p noA n poe KT Registration V3002 The switch statement does not cover all values of

the enum.

| 0. Fails

Specific Analyzer Settings




JloXHble cpabaTbiBaHMA

Opticns

Search Options (Ctrl+E) Fe Filter Codes or Messages

* OcobeHHOCTb TEXHONOTUMU Sear
e | |1 o :
Detectable Errors (C, C++) 4 1. General Analysis

Don't Check Files

Keyword Message Filtering V3001 There are identical sub-expressions to the left and
S to the right of the foo’ tor.
= HactpanBaem aHanu3atop noa NPoeKT oo (3062 The sutch sstement dow no cover sl e of

Specific Analyzer Settings

the enum.

Mark selected messages as False Alarms

| I_I Oj'l H OCTb I.O VI 36a B MTbCH H e I—I Oﬂ yLI MTCH’ Remove False Alarm marks from selected messages

Add selected messages to suppression base

Hide all ¥3059 errors
Don't check files and hide all messages from...

HO MOXHO YMEHbLWNTb BEPOATHOCTb

Send this message to external tool (bugtracker client, editor, etc,)
Show Columns

Copy selected messages to clipboard

n O)'I'( H O ro C pa 6aTb| Ba H M ﬂ Remove Importance mark from selected messages

Add TODO comments for selected messages
Mavigate to ID...




lonro Bpemsa aHanAn3a
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lonro Bpemsa aHanAn3a

* bonblle NPoeKT == 60/ibLle Bpems
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lonro Bpemsa aHanAn3a

* bonblle NPoeKT == 60/ibLle Bpems

* MUHKpemeHTa/IbHbIA aHaNU3
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lonro Bpemsa aHanAn3a

* bonblle NPoeKT == 60/ibLle Bpems

* MUHKpemeHTa/IbHbIA aHaNU3

" [poBepsnTe TONIbKO USMEHEHHbDbIN Kopa,

0



«N36bITOYHbBIN» aHaNU3

Preparing projects...

1 of 122 projects processed

J

Files processed: 2411769
Time elapsed: Q00024
Estimated time remaining: 01:02:29

I:I Don't close this window after analysis

Pause Stop




«N36bITOYHbBIN» aHaNU3

Preparing projects...

* JlnwHue dannobl

1 of 122 projects processed

J

Files processed: 2411769
Time elapsed: Q00024
Estimated time remaining: 01:02:29

I:I Don't close this window after analysis

Pause Stop




«N36bITOYHbBIN» aHaNU3

Preparing projects...

* JlnwHue dannobl

1 of 122 projects processed

* BHewHMe BUBANOTEKN/3aBUCUMOCTH

Files processed: 2411769
Time elapsed: Q00024
Estimated time remaining: 01:02:29

I:I Don't close this window after analysis

Pause Stop




«N36bITOYHbBIN» aHaNU3

Preparing projects...

* JlnwHue dannobl

1 of 122 projects processed

* BHewHMe BUBANOTEKN/3aBUCUMOCTH

- BO3BpaLI.I,aEMCFI K HaCTPOﬁKE! Files processed: &4/11769

Time elapsed: Q00024
Estimated time remaining: 01:02:29

I:I Don't close this window after analysis

Pause Stop




He xBaTaeT ANArHOCTUK

= AHaﬂMBaTOpr He MOXET NOKPbITb BCe

CNy4aun U NaTTEePHbI OWNOOK

[MpUBET, CNUWL?)
MHe Hy#Ha OAWarHoCTWKa KOTopaa HaldeT BoT 3To:
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" Ho ecTb pa31nvyHble MeXaHU3Mbl

[MpUBET, CNUWL?)
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He xBaTaeT ANArHOCTUK

= AHaﬂMBaTOpr He MOXET NOKPbITb BCe

CNy4aun U NaTTEePHbI OWNOOK
" Ho ecTb pa3/InYHble MEXaHU3MbI

* BO3MOXHOCTb CO34aHUA CBOUX

NNArHocTuK, obpalleHms B NoaaepKKy

[MpUBET, CNUWL?)
MHe Hy#Ha OAWarHoCTWKa KOTopaa HaldeT BoT 3To:
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PVS-Studio

= CtaTnyecknum aHanms n SAST
= A3bIlkn C, C++, C#, Java

" [loppeprKKa CTaHAApPTOB
6e30nacHOCTU M 3aLLNLLLEHHOCTHU

" UHTerpupyeTtca B 60NbLLINHCTBO
nonynapHbix IDE n CI/CD

= B2B, 17 net Ha pblHKe







