mona 20 r.

\

- paMMHQFO obecnevyeHus,
fom..{£ MTaK Bpoge, BCE 3HAIOT

“npo

TpeboBaHus

, pPyKoBoauTesib HanpaBreHus ooyy

Mno,
npenopasatens HOY ANO «YLIB «MA(;Kong»;&‘. l“*
' ~ g




V( MABHKI:IM Jkcnept B obnactu UT, UB, npenogaBsartens

O 061WMin cTax paboTbl: Gonee 26 nerT.

Crax npenogaBaTtenbcKom pabotbi: 6onee 10 ner.

O6pa3soBaHue: Bbicllee, TaMOOBCKMIA BOEHHbIA aBUALMOHHBLIN WHXEHEPHbIN
MHCTMTYT MO CneuManbHOCTM «ABTOMAaTM3NPOBaHHbIE CUCTEMbI 06paboTkn nHgopmaumu
1 yrpaBneHns».

3acnyXeHHbIi AoueHT Poccuinckoro HOBOrO yHUBEpcWUTEeTa, npenoaaBaTenb
BbICLLEN LLKOSbI.

B 2017 rogy npowén npodeccnoHanbHyo nepenoarotosky B MITY um. H. 3.
BaymaHa no HanpaBnenuto noarotoBkn «NHdopmaLmoHHas 6e3onacHoOCTbY.

B 2019 rogy npowén npodeccmoHanbHyl0 NepenoarotoBKy Mo nporpaMmme
«[lMpoTnBoAencTBME MHOCTPAHHBIM TEXHUYECKUM pa3BedKkamy.

B 2020 rogy npowén npodpeccmoHanbHyl0 NepenoaroToBKy Mo nporpaMmme
«Meparormka npodeccuoHanbHOro oby4YeHus, NpodeccroHanbHOro obpasoBaHus W
OOMOSHUTENBHOO NpodeccnoHansHOro 06pa3oBaHNnsI». =

B 2021 rogy npowwén npodeccrmoHanbHy0 nepenoaroToBKy Mo LOMNONHUTENBHOW Cepruduxar xanauzara
npodeccuoHanbHom nporpamme « T3U». B CELMANNCTE

B 2022 romy npowén MpoheccuoHanbHYIo MEpenoaroToBKy No nporpamme  |° /Gepdesomackocns
«MpakTnyeckas NcMxonorns».

Microsoft Certifications Earned: MCT, MCPS, MCSA, MCTS. = e L e

ABTOp 60nee 30 Hay4HbIX NyOnMKauui.

lMOCTOAHHBLIA ~ y4YaCTHWK,  CMUKep, 3KCMepT Ha  MeponpuaTUaX Mo
MHdopMaLmoHHbIn 6e3onacHocTn: Positive Hack Days Fest 2, HaumoHanbHbIi chopym

n M KOB MHdopMaLmoHHo 6e3onacHocTu «MHdodopyM», MexayHapoaHbI BOEHHO-TEXHUYECKUN

- dopym «APMUA», MexayHapogHas BbicTaBka InfoSecurity Russia, MexayHapogHas

Butanuu HayyHas KoHdepeHUMs «LiMBunmM3aums 3HaHui: poccuiickue peanmun» (PocHOY) u
HEKOTOPbIX APYruX.

AHQKcaHAPOBMq Wwmeto Harpagpbl u 3BaHust MuHobopoHbl Poccun.

ABTOpU3OBaHHbIN nNpenopaBaTens Mo npoayktam «Mpynnbl AcTpa» ¢
npaBoM npoBeaeHus kypcoB no OC Astra Linux Special Edition 1.8

Mukos Butanuii

YuTalo Kypchl, NPOBOXY 3aHATUS B 06nacT MHGOPMAaLMOHHON Ge3onacHoCTy, 2
3aLUMTbI MHCOPMALM U MHAOPMALIMOHHBLIX TEXHOMOMMIA.



VW{MACKOM

TexHu4veckoe 3anaHuve, T3, TT3

B TACKE BCE HAMMUCAHO TRKOE HA3BAHHE

Kak papersec sngur PernameHTtbl B
pernameHTbl peasibHOM XXN3HU

Two Zero Two Four

2024 XX, 0044

0024  »<o 2044

TexHONOor 1 KOHCTPYKTOp
yutator T3 oT MeHepXepa.

Ho BbI Xxe yTBEepaunu
Doro B uBerte.

TexHu4yeckoe 3agaHue !

TexHuyeckoe 3agaHue ?
Mbi gymanu, T3 - 310
«To4yka 3peHnAa» 1y Hac
VX Y>KE HECKONBbKO

Kax oBaacuia KRenT

Kax noista xaneira BpexcTamt npockt
wero ol xoueT WATAAMIK [POEKTA

#oTe

MeHeaxepb! - 310 TaKUE NIH0AK, KOTOPble
[AyMAIOT, 4TO eCNM OAAHA XKEHLUMHA MOXET
BbIHOCHTb pe6EHKa 3a 9 MecsLeB, TO AEBATD

KEHLLUH CMOTYT BbIHOCHTb Pe6eHKa 3a
Mecsy.

,’ HPOCTO HOPMAJ'H:HOI‘O TB

PONEESD N - O

Kax Kaxue diran
3az0RyMERTHpODOAR VAAAOCH BHEAPITL
npoekT )

o Buso Hyxo
xasenty 3



V( YYEBHBWUEHTP
YAK 651.7/.78:002:006.354 Tpynna T55

FrOCYRAPCTBEHHBA CTAHAAPT COWN3A CCP

EAWHER CHCTEMS NPOrPEMMHON N0 KYMBHTaUMK rOCT

TEXHUYECKOE 3AAAHME.
TPEBOBAHUA K COAEPXAHMIO U OGPOPMNEHUID { 19 201 _78*
..

Unified system for program documentation.
Technical specification for development.
Requirements for contents and form of presentation

(CT C3B 1627-79)

[ e o CCCP no
1978 r. N° 3351 cpok asegeHun ycTanoaneH

or 18 pexabps

©01.01.80

Hacroamuii CTaHIapT yCTaHABIHBAET MOPANOK MOCTPOCHHA K O OpMICHHA
TEXHHYECKOr0 3a[AHMS Ha Pa3paGoTKy NPOrpaMmbl WM OPOrPAMMHOrO H3fe-
JIMA IS BBIYUCIIHTENIBHLIX MAIIMH, KOMIUIEKCOB M CHCTEM HE3IAaBHMCHMO OT HX
Ha: H 06nacTH mp

Cranpapr nonHoctsio cootBercteyer CT C3B 1627—-79.

1. OBWHE NONOXEHUA

1.1. Texnuueckoe 3ananne opopmaswT B cootsercTsun ¢ 'OCT 19.106~78
Ha suctax dpopmara 11 1 12 no FOCT 2.301-68, kaK npaBuno, 6e3 3aMoNHeHHA
noned sncra. Homepa nHeToB (CTpaHMl) NPOCTAaBNAIOT B BepXHeH 4acTH MHETA
HaJ TEKCTOM.

1.2, JIuct yTBEepHUEHUA M TUTYMBHBLH JIMCT 0hOPMIRIOT B COOTBETCTBHH €
FOCT 19.104-78.

UHPOPMAUMOHHYI0 YacTb (AHHOTALMI0 M CONEpXKaHMe), AHCT PeruCTpaluu
mm:uenuﬁ JOMyCKaeTCA B [IOKYMEHT He BKILKOUATb.

1.3. lins BHeCEHHs M3MEHEHHH WK JIOTIOJHEHHA B TEXHHYECKOR 3a/1aHHME Ha
nocnenywLMx CTAIHAX paspabOTKH NPOrpamMMbl WM NPOTPAMMHOIO H3NENMHA
BbIMYCKAaKT [ONOJIHEHHE K HEeMYy. CoriacoBaHue u YTBEPKIEHHE NOMONIHEHHA
K TEXHHYECKOMY 3a[aHHI0 NMPOBOAAT B TOM )K€ NOPAMKE, KOTOPbIA YCTaHOBIEH
IUIA TEXHUYECKOrO 3a/aHHA.

1.4. Texnuueckoe 3a7iaHKe JONKHO COAEPXKATD CENYIOIHE Pa3aAe/bL:

BBEOEHHE,

OCHOBAHHA V1R paspaboTicu;

HasHaueHne paspaboTku;

Tpe6OBaHMA K TPOrpaMMe HITH IiPOTPAMMHOMY HILLENHIO;

TpeGOBaHMA K HPOrpaMMHOi JOK yMeHTALHH;

TEXHHKO-2KOHOMHUYCCKHME NOKA3ATENH;

Wananue ouumancHoe
*

Mepeneuarxa socnpeuena

* [Tepeusomnue (HosOpy 1987 2.) ¢ Hamenenuem N° I,
yraepwdennsim & wione 1981 o (HYC 9-81)

Kak xxe MHOro npo 3aTo HanucawHo...

rocr 19.201—-78

MEKTOCYALAPCTBEHHBHA CTAHIAAPT

EJAHHAA CHCTEMA
MPOTPAMMHOWM TOKYMEHTAIIMH

TEXHUYECKOE 3AJIAHHE.

TPEBOBAHHUSA K COJEPXKAHHIO
H O®OPMIIEHHIO

Wtasme oo

TOCT 19.404—79

MEXKTOCYJLAPCTBEHHBMHA CTAHJIAPT

EJIMHASL CHCTEMA
MPOrPAMMHOM 1OKYMEHTALIMU

HOACHHUTEJIBHASA 3AIIMCKA

TPEBOBAHHUA K COJEPKAHHIO H O®OPMIEHHIO

Huame spmmanace

Mocwsa
Cranapmmdopu
£

MEXTOCYJAPCTBEHHbIA COBET MO CTAHAAPTU3ALWW, METPONOr WA N CEPTUOUKALINK
MIC)

INTERSTATE COUNCIL FOR STANDARDIZATION, METROLOGY AND CERTIFICATION
(1sC)

MEXTFOCYAAPCTBEHH bl rocr
E ynae HHBIR
CTAHAAPT 34.602—
2020

WudopmaunoHHblie TexHonornm

KOMNNEKC CTAHOAPTOB
HA ABTOMATU3WPOBAHHbIE CUCTEMbI

TexHuM4ecKoe 3aAaHne Ha cozgaHue
aBTOMaTU3MPOBAHHOW CUCTEMbI

Mapanue oduynansHoe

TexHun4yeckoe 3agaHue

3apaum:
— chopmupoBaHme TpeboBaHWi K CUCTEME;
— yTBEpaeHne TpeBGoBaHWiA K CUCTEME 3aKa34YMKOM.

Pe3ynbTar: JOKYMEHT «TexHu4eckoe 3agaHue»
no FOCT 34.602-89.



VW MACKOM

®EAEPANBHOE AFEHTCTBO
NO TEXHUYECKOMY PEFYNIMPOBAHUIO U METPONOrUu

Kak xxe MHOro npo 3To HanucaHo...

HAUMOHANBHBIN roCcT P
CTAHOAPT
POCCUNCKOM 59795—
®EQEPALMUMU 2021

MEXIOCYAAPGTBEHHLIA COBET MO CTAHAAPTU3ALIMMA, METPONOTUKA M GEPTU®UKALIMK

INTERSTATE COUNCIL FOR STANDARDIZATION, METROLOGY AND CERTIFICATION
©EQEPANBHOE ATEHTCTBO

NO TEXHUYECKOMY PEMYNIUPOBAHUIO U METPONOIMMMA

§ rocT
MEXFOCYRAPCTBEHHBIN

WUHopmaLMoHHbIe TeXHONornmn

KOMMJIEKC CTAHOAPTOB
HA ABTOMATU3NPOBAHHBIE CUCTEMbI

ABTOMaTM3UPOBaHHbIE CUCTEMbI.
Tpe6oBaHus K coaepXaHuU0 JOKYMEHTOB

W3nanue opuumnansHoe

Mocksa
POCCHACKMi MHCTUTYT CTAHAAPTHIALMM
2021

o Whnet o
2017 POCCUUCKON 53622—
GEAEPALUMM 2009

CucTema cTaHAapToB No uHGopmauum,
6UGNMOTEYHOMY U U3AaTeNnbCKOMY Aeny

OTYET _
O HAYYHO-UCCNEOOBATENBLCKOU PABOTE

CTpyKTYypa 1 npaBuna oopMIeHus

UHpopMaunOHHbIe TEXHONOruun.
WUHdopMaLmMOHHO-BbIYUCUTENbHbIE CUCTEMBI

CTAOUU U STANbI XKUSHEHHOI'O LIUKNA,
BuAbl U KOMMNEKTHOCTb JOKYMEHTOB

H3nanmne opuumanuHoe
Wapanue odmumansHoe

J.1£ TeXHMYeCcKHe cpecTBa: AnnapatHoie C‘SGAC‘IBH. Mucnonb3ayemsie ans coopa, OopavoTku, XpaHe-
HHAA, MAHUNYNALWK ¥ BLIAAYM DAHHBIX.

3.13 rexuunueckoe 3aganme: OPraHn3aUmnoONHO-PACNOPAAUTENLHLIA NOKYMENT, CONGPKALMA TeXHUYe-
ckue TpeboBanna K HHPOPMALMONHO-BLINHCITMTENLHON CHCTEME W NOPRAKY &€ CO3AaNNA.

3.14 uvdbpossie MHdOODPMAUNMOHHBIE DecyDCk: MNepesenennan 8 unbPOBOH KOa MHDOPMauWA B dop-

Mockea
CrannapTHHbopM Mocksa
w17 [€] cooupmoon

2019




VW MACKOM

MEKTOCYJIAPCTBEHHBMA CTAHIAAPT

WHO®OPMAIIMOHHAA TEXHOJIOTUA

KOM

EKC CTAHJAPTOB HA ABTOMATH3HMPOBAHHBIE
CHUCTEMBI

ABTOMATU3UPOBAHHBIE CUCTEMbI
CTAIUU CO3JAHUA

Haaamme odeussainmor

Craauu XU, atanbl co3aaHus...

VK 65.011.56.

2:006.354 Tpynua 1187

MEXKTIOCY LAPCTBEHMHE A CTAHILAPT

TOCT 34.601—90 C. 2

HHPOPMALIHOHHAA TEXHOJIOTHA
Kownaexe

ABTOMATH3HPOBAHHBIE CHCTEMBI CTA/IHH COZJIAHHS rocr
34.601—90

Information techaology
Set of standards for automated systems.
Automated systems. Stages of development

MKC 35,080
OKCTY 0034
ara wocacuns 01.01.92
cTaHIRpT TR Ha ARTOMATH cucTensi (AC), o 5
DASIHHHIX BAX JEATETHHOCTH (HCCIEAOBANKE, IDOEKTUPOBINME, YIDABIEHIE W T, 1L), BOTO%IS X
COUCTANIA, COMAACMEIC B OPTANNIAIDSX, Ha (naee —
& DT YCTAHARTHBAET CTATMI  STAIIM CORLAHIS AC.
B IpHIOKEHHH | IPHBEIEHO CONEPAIHHE PAGOT HA KAALOM ITAIiE.

1. OBIME NOJOKEHAA

1.1. Tpouece cosmmins AC PEICTARTAET COBOR COBOKYITHOCTE YIIOPAIOME HHIAX 10 BHEMENH, M-
MOCBHIMHHAIX, OBENHEHHAX B CTALUNI 1 3TAIlE PABOT, BLTIOAHCHHE KOTODHIX HEOBXOMITMO M JIOCTATO-
HO ZUTH COVIAHMA AC, COOTHETCTRYIOUIER FUIHNBIN TREGOB NI

1.2, Cramii »t o7anst cossais AC SHUICIIOTCH KaX SACTH [IPOLIECCE CONIANKA 110 COOOPAKEHHAM
PAULHOHATLHOTO pasor, SUAHHLM PESYALTATOM.

13, Paoria 1o P10 AC OCYLICCTIARIOT 16 CTATHA 1t STalIN, HPMMENSESMS T8 COAIR
AC.

1.4. Cocras # npamitia pato Ha yc DTOM CTAIX 1t
ITANAX ONPEILBHOT B COOTBETCTEYIONIEN TOKYMEHTALITH OPTAHMIALMH, YIACTBYIOUNX B COUAHMM KOHK-
perHbix Bita0n AC

TepeneHs OPrauiaLI, YIACTBYIOLIX B PAGOTAX 110 cosnamiio AC, NPHECICH B IPIIOKEHI 2.

2. CTAIAH M STAINBI CO3IAHHA AC

2.1, Cramex ¥ 9Tammst cozsanis AC B oBLIeM CIyIae IPHBEEHE! B TaBiLe.

Craa

B

. k| Lo counania AC
AC 1.2. Gopsmponanie TpeGosamiti nankonareas k AC

1.3, OrpopMIcHIe OT4ETa 0 BumoIENHO PaboT W EKIKI Ha PaspabOTRY
AC (TAKTHKO-TEXHIECKOTD TG

2.1, Mayuenine ofnekta

2. Paspabora kouttenm AC

22 MMposencxne pador

2.3 Paspaborica BaDIAHTON KON AC W RGOP KAPHANTA KON
AC. ¥

24, Odgopsnenie oTieTa o mamoARe N paGoTe

Cranus ‘Dran pabor
3. TeXHHUECKOE 3a1aHIHE 3.1. Paspaborka u y 3LaHUA Ha AC
4. DCKH3HBLI MPOEKT 4.1. Paspaborka TENLHBIX IIPOCKTHBIX 0 CHETeMe H ee
HacTAM

5. TexHirecKtil MpoeKT

6. Paboyas OKyMeHTaLIHs

7. Beon B AciicTBIE

8 Conpososiichite AC

4.2. Pazpaborka goKymeHTaLmn Ha AC U ee 9acTu

5.1. Pa3paboTka MPOEKTHBIX PelleHNil [0 CHETEME M e JacTsIM

5.2. Paspaborka JoKyMeHTALMH HA AC M ¢€ 9acTH

5.3. Paspaborka 1 ogoj JIOKT Ha wamennid Juis

AC u () X T ( WX 3ajia-

HMIT) HA UX paspaborky

5.4. PaspaGoTka 3a/aHMi{ HA MPOEKTHPOBAHHE B CMEKHBIX YACTAX MPOCKTA
©0BbeKTa aBTOMATH3AITHU
1. Paspaborka paBoucii JOKYMECHTAIMK HA CHCTEMY I ee 4acTH
. PaspaGoTka HIH aanTalis [mporpaMm
. MoaroToBka 00beKTa aBTOMaTH3aIkK K BBOAY AC B AeiicTBie

7.2. TIoAroTOBKA HEPCOHATA

7.3. Kommiexktamis AC (1pe H TeX-
HHICCKHMI CPEACTBAMM, IS wurdop-
MAITHOHHBIMH H31ETHAMH)

7.4. CIpPOHTCNBHO-MOHTAXKHBIC pabOTEL

7.5. TlyckoHananouHele paGoTs

7.6. TIpoBe/ieHiie MpeIBapHTENEHBIX HCIBITAHMIT

OMBITHOI FKCIL

Hpowane}{m: TIPHEMOYHBIX HCTIBITAH Ui

8.1. Bhno/HeHME paBoT B COOTBETCTHHM C FAPAHTIITHBIMIL OBA3ATEMBCTEA-
MH

8.2. MocnerapaHTiiHOC 06CTYXUBAHIE

~=

2.2. Crayu ¥ 3Tallbl, BEIOTHSIEMBIE OPraHH3aLMAMI — YMaCTHUKaMH paboT no cospanmo AC, yera-
HABJTMBAIOT B JOTOBOPAX M TEXHIYECKOM 3aJaHHI HA OCHOBE HACTOSIIETO CTAHAPTA.

JlornyekaeTest MCKTIOUAT CTAIMI0 «DCKI3HBL TIPOEKT» M OTIETBHLIC 9Talbl paGoT Ha BCeX CTaINsX,
0bbeHHATh cTamny « TexHIecKHi mpoekT» N «Pabovast jokymeHTaLmsi» B OHY cranuio « TexHopaboumit

mnpoekr». B TH OT CII¢

" biX AC M YC/IOBUIT MX CO3MAHMSA IOTYCKASTCA BBINOMHATE

OTIEeALHBIE ATallB! PAbOT 10 3aBEPLICHUS TPEXIIECTBYIONMX CTANE, TTAPALIENBLHOE BO BPEMEHH BBITIONHE-
HME 9TaloB PafoT, BITIOUEHNE HOBBIX 3TANOB pador.

Waiamse ourmarisoe Tlepenewarxa pocnpeumena
© Mamaremcmso crangapron, 1991
© CTAHIAPTHH®OPM, 2009




VL MACIKOM Ctaguu XL, atanbl cozaaHus. ..

@EAEPANLHOE ATEHTCTBO rocCT P 59793—2021
norT PEr L
3.3 PaGoTsi no paseutvio AC OCYWECTBNAKRT N0 CTaAMAM 1 aTanam, NPUMEeHABMBIM ANA cosaanms AC.
3.4 Cocras v npasuna pa6ot Ha CcTapwsx U aTa-
nax B ByIOWMX A, y B AC.
HAUWOHANBHBIA roctp MepetieHb opraHK3aLmi, y4acTayiowWx B paboTax no AC, B 3 v(
CTANAAPT 59793 3. TexHu4eckoe 3afaHue Ha cuctemy 3U
POCCUHCKOW 2021 4 CocTas 1 conepxaHue MACIKOM
SEAEFALUMN 4.1 Cranmt w sTans! cosnanmn AG B oBiem cryuae npyBeSeHs! B Tabraue 1 gl
Tabnuua 1 — Gragw narans coansemn A I'OCT 34.602-2020 Undopmannonnas texnonorus. Texnudeckoe 3ajanue
Cram nan pacor HA CO3IAHHE ABTOMATH3HPOBAHHOI CHCTEMBI.
Tpe- 11 0 obvextan conamms AC

GoBaHMI K AC

12 KAC

I'OCT 19.201-78 ECIL/L. Texunueckoe 3aaanne. TpeGoBanus K
COEPKAHNIO H 0POPMICHHIO.

WHdopmaunonHbie TexHonorum 1.3 Ohopunenie oTueTa o BnoNHeHHai patore

2 Paspabotka koWuen- 2.1 Mayuerme obbexta -
KOMNNEKC CTAHOAPTOB wn AG von ] B
HA ABTOMATU3UPOBAHHbLIE CUCTEMbI ’ pacer &=
2.3 Pa3paboTa BapHaHTOR KOHUENUMN AC 1 BIGOR BAPUAHTA KOHLLENLMA AC, Y0BNET- T'OCT P 2.105-2019 ECK /1. O6mue TpeGopanns K I
A BOPAIOWLETO TPEBOBaHHAM NONbIOBATENR =
BTOMAaTU3MPOBAHHLIE CMCTEMbI. TEKCTOBLIM IOKYMEHTAM. -
CTaguK co3RaHUA 2.4 OueHKka PHCKOB NPoeKTa [
2.5 Odiopunerite oTueTa o BEINONHEHHOI! paBote - o 5 1
3 saparve | 3.1 Pasp: ny sagatwa va coananne AC : e
Moganne obwimansnoe 4 BokM3HBIA APOEKT 4.1 Pa3paboTka NPEABAPUTENbHYX NPOEKTHLIX PEWEHHA N0 AC W e HacTAM r
4.2 Paspaborka nocymemTauam Ha AC 1 ee uacTH TpebGoBannsi HOPMATHBHO-NPABOBLIX *®
5 i npoexT 5.1 Pap: peweni no AC U ee Yacram akros no 31 1= Texuuueckoe
5.2 PaspabaTka AOKyMeHTaLMU Ha AC 1 e YacTi - T

5.3 Pasp: Ha NOCTaBKy M3NEMWA ANR KOMANEK- JaaHHe

Tousan AG # (e} ; il i i @
cgann AC v (nr] ( sagonn) a Kareropun OH, kaace AC, I S |_> Ha CHCTEMY 3alliHThI

5.4 Pa3paboTka 3anakHit Ha NPOEKTUPOBAHHE B CMEWHIX YACTAX NPOSKTA OBHEKTA aB-

TOMaTMaauMM o
HH(popMalHH
6 Pabouan 6.1 Pa3p: pabosei Ha AC v ee vacTu la)
uma 6.2 i “nu BUA0B AC
Orpacaessie TpedoBaHus 1 © |:>
7 Baog & geicave 7.1 MoproToska obwexTa asTomamaaumu k seody AC B geicTaue )
7.2 Menrotoska nepconana o

Mocena
PoccaRcani MHETTYT EFaHRMPTWIM I
021 73 AC u

Hu# Baagensua OH

7.4 CTpoMTENEHO-MOHTKHEI@ PaGOTE!

7.5 MyckoHananouHble paBoTe!
76N

7.7 Mposenenie oNkITHON akennyaTaLAm
7.8 TMpOBENEHHE NPUEMOHHEIX UCTLITHII

8 G AC 818 pabot & ¢

8.2 MocnerapanTuiinoe ofcnyxusanme




VWECMACKOM  [loCOuKW, AOCOMKM...MEN U TPANOYKHK)




V( Hj&uﬁuﬁaM TpeGoBaHuaA K TpeboBaHUAM.

Kopekc kavectBa TpebosaHuun (1/11)
1. ATomapHoOCTb (HeA4enMMocCTb):

TpeboBaHue: Kaxxaoe TpeboBaHme AOMKHO ONUChIBaTb OAHY U TONbKO OAHY OYHKLNIO,
0COBEHHOCTb UMW OrpaHNYeHme.

[Toyemy: YnpollaeT NnoHMMaHue, peanusauuto, TeCTMpoBaHMe 1 TpaccupoBky. 3beraet
3anyTaHHbIX "MOHOMUTHLIX" TpeboBaHUN.

MNnoxoun npumep: "Cnctema gomkHa No3BoNATb NONb30BaTENSAM PErMCTPUPOBATLCS,
BXOAUTb W YNpaBnsiTb CBOUM Npodunem. «

XopoLwunn npumep:

TpeboBaHue 1: "Cucrema gormkHa no3BonsTe HOBOMY MOMNb30BaTENO
3aperucTpupoBartbcd, ykasas email, naposib u nmsa."

TpebosaHue 2: "Cncrema gormkHa NO3BONATb 3apeErMcTpupoBaHHOMY MoOfb30BaTESo
BOWTWN, ncnosnb3ysa email u naponb." TpeboaHue 3: "Cucrtema gosmkHa no3BosisiTh
BOLLeLLEMY MOSIb30BaTES0 NM3MEHATL CBOM Naporib B HACTpomKax npodung.”




V( ﬁj&uﬁuﬁaM TpeGoBaHuA K TpeboBaHUAM.

Kopekc kauecTBa TpebosaHum (2/11)
2. OgHO3Ha4YHOCTb (HENPOTUBOPEUYUBOCTD):

TpeboBaHune: PopmynmnpoBka TpeboBaHUS A0MKHA AONYyCKaTb TOMNbKO OAHY
NHTepnpeTaunto. TepmMmHonorus OormkHa ObiTb CTPOro onpegerneHa B
rmoccapumn. TpeboBaHUsA He AOMKHbI MPOTUBOPEYNTL APYr OPYTY.

[MToyemy: cknioyaeT pa3HOUTEHNSA MEXAY 3aKa3uMKOM, aHaNUTUKOM,
pa3pabdboTYNKOM N TECTUPOBLLIMKOM.

Nnoxoun npumep: "HTepdenc gomkeH ObiTb YyAOOHbIM N ObICTPLIM. «

Xopowuu npumep: "lNMonb3oBartens AOMKEH UMETb BO3MOXHOCTb HAUTK TOBap
B KaTanore, BBe4s ero HaseaHue B CTPOKY NOMCKa U HaXkaB KHOMKY 'Hantu', 3a
BpeMsi He bornee 2 cekyHa Nocre HaxaTusi KHONKK (Npu ycnoBuu ctaHg4apTHOW
ckopocTu cetun)." + [moccapun: "YOoobHeIn MHTEpPdENC: MHTEP(ENC,
cooTtBeTtcTByownn Pykosoactey no ctunto UX v2.1."
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V( ﬁj&uﬁuﬁaM TpeGoBaHuA K TpeboBaHUAM.

Kopekc kayectBa TpebosaHum (3/11)
3. NMpoBepsieMoCTb (TECTUPYEMOCTD):

TpeboBaHue: [lormkHa cylecTBoBaTb OObEKTUBHAS 1 SKOHOMUNYECKN
adhheKkTMBHAsSA BO3MOXHOCTb MPOBEPUTL (MPOTECTUPOBATL), peann3oBaHo Nn
TpeboBaHue. TpeboBaHMe OOMKHO BKIIHOYATb YETKME KPUTEPUU NPUEMKM.

[Moyemy: Ecnu TpeboBaHne Hernb3si NPOBEpPUTb, HENb3s AoKa3aTb, YTO OHO
peanu3oBaHO. 3TO OCHOBA AN CO34aHUs TECT-KENCOB.

NMnoxoun npumep: "Cncrema AormkHa ObiTb HAOEXKHOW. «

Xopowunn npumep: "Cucrtema gormkHa obecnevmBaTb AOCTYNHOCTb CEpBUCA
(uptime) He meHee 99.9% B TeyeHue KaneHgapHoro mecsua." unm "lNpun BBOAE
HeBepHoOro doopmata email B none perncrtpaumm cuctema OosmkHa HeMeasIeHHO
oTobpaxaTb coobLieHne 06 owndke 'BBeanTte KoppekTHbIn email agpec'.”
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V( ﬁj&uﬁuﬁaM TpeGoBaHuA K TpeboBaHUAM.

Kopekc kauectBa TpeboBaHumn (4/11)
4. PeannayemMmocTb (AOCTUXUMOCTb):

TpeboBaHue: TpeboBaHne OOMKHO ObITb TEXHUYECKN OCYLLECTBMMO B paMKax
3aJaHHbIX OorpaHnyYeHnn (BIoKET, CPOKU, TEXHOSTOMMN, PECYPCHI).

[Moyemy: MNpenoTBpallaeT NosBIEHNE HEPEANUCTUYHBIX OXXUOAHUN U
HarnpacHyo TpaTy pecypcoB. TpebyeT oueHKn paspaboTymkaMmn Ha paHHEM
aTane.

NMnoxoun npumep: "Cncrema gormkHa npeackasbiBaTb TOYHbIE KOTUPOBKU akuum
Ha cneaywoLwyo Hegento ¢ BepoaTHocTeio 100%." (HepeanuctunyHo)

Xopowuu npumep: "Cncrema gosrmkHa MHTerpmpoBatbca ¢ BHelwHUM AP
BupxeBbIX AaHHbIX [HasBaHue API] ansa otobpaxeHnsa TEKYLLNX KOTUPOBOK
akuun." (Peanunsyemo, ecnu APl goctyneH n cootBetcTByeT T3)

12



V( Hj&uﬁuﬁaM TpeGoBaHuA K TpeboBaHUAM.

Kopekc kauectBa TpebosaHum (5/11)
5. HeobxoanmocTb (060CHOBaAHHOCTDL):

TpeboBaHue: Kaxgoe TpeboBaHne OOMKHO MMETb YETKO COPMYNUPOBAHHYIO
NPUYMHY OS5 CyllecTBOBaHUSA (b1U3Hec-NoTpebHOCTb, Nosib30BaTeNbCcKad
NoTPebHOCTb, TEXHMYECKAa HEOOXOANMOCTL) U BbITb MPOCIIEXMNBAEMBIM K
CBOEMY UCTOYHUKY.

[MToyemy: UckntovaeT "xotenkun" 6e3 uenu. Nomoraet pacctaBnsaTb NPUOPUTETDI U
NPUHUMATb PEeLEHUs Npu N3MeHeEHUSX.

Kak: [lobaBnatb atpubyT ctouHuk' (Hanpumep, "lNonb3oBatenbckas NCTopus
US-123", "busHec-npasuno BR-45", "TexHn4deckoe orpaHnyeHne INFRA-7") u

"Uenb/O6ocHoBaHue ("Ons ymeHblUeHUS BpeMeHU 0bpaboTku 3akasa Ha 30%").
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V( ﬁj&uﬁuﬁaM TpeGoBaHuA K TpeboBaHUAM.

Kopekc kauecTBa TpebosaHum (6/11)
6. NMonHoTa N HEM30bITOYHOCTD:

TpeboBaHue: TpeboBaHNA OOMMKHbBI NOMHOCTLIO ONUCbIBaTb HEODXOANMYIO
doYHKUMOHANBbHOCTb U orpaHnyeHust 6e3 npobernos. [1pn aToM MHGOpMaUns He
OormkHa aybnupoBaTbCs B pa3HbiX TpeboBaHusx (ecnun aybnmposaHue
HeobxoanMo Ans TPacCUPOBKNU, OHO AOIMKHO ObITb SIBHbIM U yNpaBnsieMbIM).

[Moyemy: NMpobenbl BeayT K HEOXXNOAHHOMY NOBEAEHUIO CUCTEMBI.
[dybnunpoBaHue BeOeT K NyTaHULIE U PUCKY NPOTUBOPEYMIA NP UBMEHEHUSX.

[noxon npumep: He onnucaHo, YTo NPONCXOANT, ECNN NONb30BaTENb BBOAUT
HEeBEPHLIN Naposib Npu Bxoae (npobden).

Nnun: OrpaHnyeHne Ha gnuHy napons onncaHo u B TpeboBaHUSX K peructpaunu,
N B TpeDOBaHMAX K CMEHE Naporisi, HO C pa3HbIMK 3Ha4YeHaAMK (aybnupoBaHmne ¢
PUCKOM NMPOTUBOPEYMNS).

14



YYEBHB M UEHTP TpeboBaHuA Kk TpeboBaHUAM.
V( MACKOM Kopekc kayectBa TpebosaHum (7/11)

7. CornacoBaHHOCTb (HENPOTUBOPEUYUBOCTL):

TpeboBaHue: TpeboBaHNSA He OOMKHbI JTOTMYECKN KOHMMKTOBATL APYr C
OpYyrom.

[Moyemy: MNpoTuBoOpeUna genarTt peannsaumo HEBO3MOXHOW NN NPUBOAAT K
nedekram.

Mnoxon npumep:

TpeboBaHme A: "Bce oTyeTbl 4OMKHbLI hopmupoBaTbes B popmarte PDF."

TpeboBaHue b: "OT1yeT 'CTatucTnka B peanbHOM BpeMeHWU' JOormKeH
0BHOBNATLCA Ha aKpaHe Kaxable 5 cekyHA." (PDF He nogaoepxuBaet
AnHamMmuyeckoe obHOBNEHNE)
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V( Hj&uﬁuﬁaM TpeGoBaHuA K TpeboBaHUAM.

Kopekc kayecTBa TpebosaHumn (8/11)
8. TpaccupyemMocCTb:

TpeboBaHue: Kaxgoe TpeboBaHne OOMKHO UMETb YHUKanNbHbIN CTabUbHbLIN
naoeHtTudpukatop. domkHa 6biTb BO3MOXXHOCTb NPOCNeAuTb CBA3b TpeboBaHUSA C
€ero NCTOYHUKOM (BbM3HeC-LEenNb, Nonb3oBaTenbcKasi NCTOPUSA), a TakKe C
aneMeHTaMun An3anHa, Koga u TecT-Kkemcamu,

[MToyemy: No3BonsieT aHanM3nMpoBaTb BAUSHUE N3MEHEHUIN, 0becnevnBaTb
NOKPbITUE TECTaMMN, AOKa3blBaTb COOTBETCTBUE LIENAM.

Kak: icnonb3oBaTb yHUKanbHble ID (REQ-001, FTR-005), MHCTPYMEHTLI
ynpasneHunsa tTpedbosaHnamu (Jira, Doors, Polarion), MmaTtpuubl TpacCUpoBKN.
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V( ﬁj&uﬁuﬁaM TpeGoBaHuA K TpeboBaHUAM.

Kopekc kauecTBa TpedosaHum (9/11)
9. dopmanusauna n ctaHgaptT GopMynnNpPOBKMU:

TpeboBaHue: crnonb3oBaTb eAnHbIN WabNoH U CTUIb U3MOXEHUS (Hanpumep:
"Cuctema gomxHa [gencrteue] [obbekT] [ycnosusa/orpaHndenmal”).

N3beratb pacnnbiB4atbix crioB ("yaoOHbIn", "ObICTpbInN”, "HageXHbIN" 0e3
KONIMYeCTBEHHbIX Mep), cocnaratenbHOoro HakrnoHeHust ("mor obl", "gormkeH 6bl"),
NaccmMBHOro 3arnora.

Noyemy: MNoBbIWAET ACHOCTb U eaMHooGpasune, ynpoLLaeT YTeHe U aHanus.

MNnoxomn npumep: «XKenarenbHo, 4TOObLI NONb30BaTENb MOI JIEFKO HANUTU
HY>XHbIN TOBap».

Xopowwunn npumep: «Monb3oBaTtenb JOMKEH MMETb BO3MOXXHOCTb HaTW ToBap
B KaTanore, UCNomnb3ys CTPOKY Noucka no Ha3BaHWIo, ONMMCAHUIO UMW apTUKYy».

17



V( Hj&uﬁuﬁaM TpeGoBaHuA K TpeboBaHUAM.

Kopekc kavectBa TpedosanHuu (10/11)
10. MpuopuTteszauums:

TpeboBaHue: Kaxgoe TpeboBaHue OOMKHO UMETb ABHO YKa3aHHbIN

ypoBeHb rnpuoputeta (Hanpumep: Must have / Should have / Could have
/ Won't have (MoSCoW); nnu Critical / High / Medium / Low).

[Toyemy: No3BonsaeT komaHae PoKycmMpoBaTbCA HAa CaMOM BaXXHOM,
NPUHMMAaTb PeLLleHns Npu HEXBATKE PECYpPCOB NN M3MEHEHUN CPOKOB.

Kak: OnpenenaTtb NPMOPUTET COBMECTHO C 3aKa3vynKoM/cTenkxongepamm
Ha OCHOBE LIEHHOCTU, PUCKOB, 3aBUCUMOCTEMN.

18



WL MACIKOM Kopekc kauecTBa Tpe6GoBaHMiA
KnioyeBoe coobLlieHue, nocrnaHume
pa3paboTumkKkam nporpaMmmMHOro obecne4yeHus:

«KayecTBeHHbIe TpebOBaHUA — 3TO He DIOpoKpaTUA, a Ball «LWMUT
N KOMNac».

OHM 3awuaroT OoT BECKOHEYHbIX nepeneriok, HeaornoHMMaHusi C
3aKa34MKOM U TECTUPOBLLNKAMM.

OHM YETKO YKa3bIBaOT, «4TO» HYXXHO NMOCTPOUTb.

HBecTpya Bpemsa B aHanus, YTOYHeHWe U dJoopmManusauuto
TpeboBaHun (MnNn Tpebyss 3TOro OT aHanuTUKoB/3aKas4yunka), Bbl
«CYLLLIECTBEHHO 3KOHOMMUTE BpPEMSA M HepBbl Ha 3Tanax paspaboTky,
TECTUPOBAHUSA N BHEOPEHUAY.

Xopouiee TpeboBaHne — 3TO TpeboBaHME, KOTOPOE MOXHO B3ATb U
«OHO3HA4YHO» peann3oBaTby.
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VW MACKOM

CNACUBO BOIJIbLLOE 3A BHUMAHUE!
NMPUXOOUTE K HAM YYUTBCHA!

VW MACKOM
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YYEBHBWLEHTP

MACKOM

Heporapok AHTOH AnekcaHapoBuY

O6Lyunii cTax paboTbi:

Crax npenogasare/sibCkoi paborsi: 6onee
11 ner

O6pazosarme: Boicwee, MITY um. H.3.
BaymaHa, cneynansHoCTb - uHxeHep. B
2021r 1 2022 r npoLuen nosbilLeHue
kBanugukaymm 8 AHO ArNO
"KoprioparnsHblii yHnsepcuret
C6ep6aHka" no nporpamme "JleTHas
yugpposas wkona. Tpek
"Knbep6e3onacHocTb'".

Yuraet kypco! no "AHanu3y n pesepc-
MHXWUHUPWHIY MPOrpamMMHOro
o6ecrnieyenus”, "Mertogbl n cpeacTea
KPUMTOrpaghu4ecKoi 3aLuntsl
unHpopmayun" n "Paspaborka n
3KCYaTaUMs 3aLULYEHHBIX
QaBTOMATM3MPOBAHHBIX cucTeM” B
Mockosckom lNonurexHn4eckom
yHusepcutete c 2016 r.

BysiHoB Cepreit BacunbeBuy

O6wunii ctax paborsi: 6onee 35 ner

Crax npernogaBare/sibckoii paborkl: 6o/iee
25 ner

O6pazoBaHue: Bbicliee, KAHAMAAT
TeXHUYECKMX Hayk, MockoBcKuii
QBUALUOHHBIA MHCTUTYT 110
CrneynanbHoOCTH «BblunucinTeIbHbie
MALLUMHBI, CUCTEMBI, KOMI/IEKCbI U CeTu». B
2021-24 rogax npoLuén
NpoGheCccUOHA/IbHYIO NePenoaroToBKy B
Hosocun6upckom, Tomckom, OprioBCKOM
yHuBepcurerax, 8 MITY um. H. 3.
Bbaymana.

lMpenogaer u y4acTeyeT B Kypcax:
Bepughukayms u Banmgaymsi
BbIYUCIUTE/IbHBIX cucTeM, KoMnbloTepHas
anre6pa, KopnoparusHsie
MHOPMALYMOHHbIE cucTembl, CucTeMb!
MUCKYCCTBEHHOI O UHTE/INIEKTA,
[MpoEeKTUPOBAHUE U APXUTEKTYPA
BbIYUCAIUTE IbHBIX cucTeM, Hay4yHo-
MUCCne[oBaTebCKas AeATE/IbHOCTb.

Kro nayuut? - YL MACKOM !
3apeuncreoBaHo 6onee 10 nyywux npenogaBarenen

BonblyHos Banepuin Bnagummuposuy

O6wunii ctax pa6orsel: 6onee 22 net

Crax npenogasarenibCKoi paGoTsl: CTAX
HACTABHUYECTBA/KOHCYNIbTALMIT/O6Yy4eHNUs
konner - 6onee 15 ner

O6pazosaHye: BoICLIE., C OTINYMEM
Tam60BCKuit BOEHHbIN ABUALNOHHbIA
MHXEHEPHBIA MHCTUTYT MO CeyManbHOCTH
«ABTOMATU3MPOBAHHbIE CUCTEMbI OGPAGOTKM
uHhopmaymum n ynpasnexus». B 2017 rogy
npowén noseiwerHune keanugpukaymm 8 ArNO
«YU LIB/>» no HanpasneHuio nogroToBKu:
«TexHn4ecKas 3aWmnTa KOHHUAEHYNATLHOM
unHpopmaymumn, MHGopmMaymoHHas
6Gez30nacHoCTb», «OpraHmsayms u nposegexHne
pa6or no oyeHke (MOATBEPXAEHMIO)
coorsercreus, MHhopmaymorHHas
6€30MacHOCTL», <ATTeCcTaynsi 06 bEKTOB
MHEhopMaTM3aymum no TpeGoBaHNAM
6e30nacHoOCTH MHGhopmaymum. 3ayura ot
HECAHKLMOHMPOBAHHOIO AOCTYNd,
UHpopmaymoHHas 6e30MaCHOCTb».

Bepger 2aHsITUS HO y4eGHBIX KYPCax 1o
HAnpas/eHnio paspaboTku 6e30MnacHoOro
MPOrpaMMHOro 06ecrneqeHus.

MukoB Butanui AnekcaHgpoBu4

O6wunii ctax paborel: 6onee 26 ner

Crax npenogaBare/ibCKoi paborTel: 6osiee
10 ner

YUEBHbIW LLEHTP
BE30MACHOCTA UHOOPMALLN

Ton ocHoeanus: 1998
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KTro HayuuTt? - Jluaepbl pbiHKa!

Zlipl PAH
=3 SWeAoH

KoMnJieKkcHasa besonacHoCTb

PVS-Studio

/\ APPSEC.SOLUTIONS

MpoayKTOBLIN NOPTPENnb peLueHnn

SOLAR APPSCREENER AppSec Solutions

KomnnekcHoe pelueHne ansa koHTponsa 6e3onacHocTtu MO
(SAST, DAST, OSA)



VW{ MACKOM

MCI

void foof
int Jbar{SIZE};
., Ayad_to_bar(bar, SIZE);
TE4¥std:cout << bar << std::endl;
free(bar);

/AK-BC 3

aHanu3aTop NporpaMMHOro Koga

Yemy Hayuum? UHCTPYMEHTLI U cpeAacTBa

PAH

Ckanep-BC

AHANMKM3 3AWLMLLEHHOCTH

SOLAR APPSCREENER

KomnnekcHoe peweHue ansa koHTponsa 6esonacHocTtu MO
(SAST, DAST, OSA)

/\ APPSEC.SOLUTIONS

MNpoaykTOBbIA NOpTdEens peweHuii
AppSec Solutions

) APPSEC.HUB M crnreen 8 APPSEC.TRACK

as Mnatd 0 Cepsav

PVS-Studio
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v( VYEBHB M LEHTP HoBana cepuna y4eOHbIX KypcoB
MALCIKOM «Besonachan pa3paborka nporpamMHOro obecne4veHusa»

- Ona pykoBoauTenenm W OTBETCTBEHHbIX 3a oOpraHuM3auumio paspabotkm 6HesonacHoro
NporpaMMHOro obecneyeHunsi B opraHm3aunm;

- NS cneynanuctoB No nHopmMauoHHOW 6e30MacHOCTY;
- AN apXUTEKTOPOB, pa3paboTymMKOB NPOrpaMMHOro obecnevyeHmns u NporpaMMmCTOB;

- ANA 3KCNEepTOB OpraHoB Mo ceptudumkauum (McnbiTaTenbHbiX rnabopatopui) pasnnyHbIX
cucTemM ceptudmrkaumm cpeacts 3awmnTbl tHGopmaumm (PCTIK Poccumn, MuHobopoHbl Poccun);

- anga opraHudauun, nuueHsnatoB PCTIK Poccum n MuHobopoHbl Poccun, cospatoimne
cpeacTBa 3awWmTbl MHopMauun.

28



V( YYEBHB AW LULEHTP
MACKQOM
Mporpammel KypcoB HanpaeneHsbl Ha NoArOoTOBKY
NMONTHOLIEHHOrO crneuuanucTa, obnagaroLwero BCeEMU HeobxoaMmmMbIMum
KOMMeTeHUnsaMN Ona BeaeHuUst NpodecCuoHarnbHON OeATenbHOCTU
N MMewwero rnybokme TEOPETUYECKME 3HaHUS U NpakTU4eckue
HaBblkM MO HanpaereHuto pa3paboTkm ©6e3onacHoOro nporpamMmmMHOro

obecneyeHns C y4€TOM akTyarlbHOW HOpMaTMBHOW MpaBoBOW 0Ga3sbl
(FTOCT P 56939-2024/2016, meTtoponorni SSDLC n DevSecOps).

YcnewHo npolwegwme o6yyeHne CMOryT CaMOCTOATENbHO
paspaboTaTb ANA CBOel opraHM3aumu:

v OOPOXHYH KapTy (anroputMm) MOLrOTOBKM NpeanpusTus
K cepTudmkaumm npoueccoB 6esonacHon paspaboTkm NporpaMmMHOro
obecneveHna cpeactB  3awWMTbl  UMHGOpMaLMM B COOTBETCTBUM
¢ TpeboBaHuamn ®CTOK Poccuu;

v OOPOXHYIO BPIMO

Ha nNpeanpuaTUK;

Kapty (anroputm) BHedpeHus

v npoekT PykoBoactea BPINO npeanpuaTtus;

v NpoeKTbl [OKYMEHTOB MpeanpusaATMs B COOTBETCTBUU
c OCT P 56939-2024/2016.

HoBan cepus yueGHbIX KypcoB

«Be3onacHana pa3paboTka nporpamMHOro o6ecneveHus»

% MACKOM X

YYHEBEHBHAUEHTP
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