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AHOpeu Kapnos

CBDO (ompeKkTop no pa3smTuio bmusHeca)

= OnnH n3 ocHoBaTtenen PVS-Studio

= 17 neT B cpepe KayecTBa 1 aHann3a Koaa
= Xabp: @Andrey2008

[lonroe Bpema asnanca CTO KoMnaHun 1 3aHMMarncs
pa3paboTkon C++ gapa aHanmsatopa. OCHoBHasA
0eAaTenbHOCTb Ha AaHHbI MOMEHT — YrNpaBneHne
KOMaHOgaMu, oby4yeHne CoTpyaHMKOB M NPOABMXEHME
METOO0N0rnM CTaTUYeCcKoro aHanms3a koaa.
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https://habr.com/ru/users/Andrey2008/publications/articles/

PVS-Studio




CtaTtuuyeckum aHanusaTtop koga PVS-Studio

* [loncka oWnbOoK M NOTEHUMaNbHbIX YA3BMMOCTEWN B KO e
nporpamm Ha a3bikax : C, C++, C#, Java

* KpaTkoe 3HaKOMCTBO:

Kak paboTaTb ¢ PVS-Studio

B Visual Studio

https://vkvideo.ru/video-11805870 456239344



https://vkvideo.ru/video-11805870_456239344
https://vkvideo.ru/video-11805870_456239344

[IpOBepKa OTKPbITbIX MPOEKTOB

= [1ng nonynapm3aumm MeToaonormm Ctatuyeckoro aHanmsa Kkoga
KoMaHpga PVS-Studio peryndapHo nybnmkyem ctaTbh O NpoBepKe
OTKPbITbIX MPOEKTOB

= Hawnum n coobwmnm npo 16 000+ 6aros B OTKPbLITbIX MPOEeKTax
" HeyaOMBUTENbHO, UTO 4 HACMOTPENCA...
= Nttps://pvs-studio.ru/ru/blog/inspections/



https://pvs-studio.ru/ru/blog/inspections/

OTO aKTyasibHO ONbITHbIM
nporpaMMmcTam?




[la

= 3abnyXaeHure nNpo oneyaTku:
X OOMYCKAT TONbKO CTYAEHTbI, HEOMbITHbLIE NPOrPaMMUCTbI U
T.N.

= [OYHO MOr'y CKasaTb, MX A0oNnyCKakoT BCE!

= [laxe pa3paboTunkm BolIBEPEHHbIX MPOEKTOB, TakMX Kak
ONEPAaLMOHHbIE CUCTEMbI Y KOMMUAATOPDI




LLVM. He TaM nocTaBneHa 3akpbiBaroLlaf

CKOOKaAa

bool isStoreUsed(const FrameIndexEntry &StoreFIE,
ExprIterator Candidates,
bool IncludelLocalAccesses = true) const;

if (SRU.isStoreUsed(*FIE,
Prev ? SRU.expr begin(*Prev)
SRU.expr_begin(BB)),
/*IncludelLocalAccesses=*/false) {

PVS-Studio: V521 Such expressions using the ', ' operator are dangerous.
Make sure the expression 1s correct. ShrinkWrappling.cpp 890



OneyaTtku: oTcyTcTBme throw




HeT throw (Elasticsearch, Java)

@Override
public void
setAutoCommit(boolean autoCommit) throws SQLException {
checkOpen();
if (autoCommit == false) {
new SQLFeatureNotSupportedException(
"Non auto-commit is not supported");

}
h

PVS-Studio: V6006 The object was created but it 1s not being used.
The "throw' keyword could be missing. JdbcConnection.java 93



HeT throw (ROOT, C++)

template <typename Value t, typename Container t>
inline RTensor<Value t, Container t> RTensor<Value t, Container t>::Transpose()

{
if (fLayout == MemorylLayout::RowMajor) {
fLayout = MemorylLayout::ColumnMajor;
} else if (fLayout == MemorylLayout::ColumnMajor) {
fLayout = MemoryLayout::RowMajor;
} else {
std: :runtime_error("Memory layout is not known.");

PVS-Studio: V596 The object was created but it is not being used. The
"throw' keyword could be missing: throw runtime error(F00); RTensor.hxx 363



HeT throw (Azure PowerShell, C#)

private void StartRPITestFailover()

{
else
{
new ArgumentException(
Resources
.UnsupportedDirectionForTFO); // Throw Unsupported Direction
// Exception
¥

PVS-Studio: V3006 The object was created but it 1s not being used. The
'throw' keyword could be missing: throw new ArgumentException(FO00).
StartAzureRmRecoveryServicesAsrTestFailoverJob.cs 259



[IpodpunnakTuka

=gntt-Fe€Tbt— Ccnabbl COBET C TOUKM 3pEHNA NPaKTUKN. CNOXHO
M ManonpoayKTUBHO NOKPbLITbL BCE NYTU 06paboTKM OLLMOOK

= CTaTndeCckmnm aHanm3a Kkona

= Tenepb 3HaeTe Npo Takon aHTUNaTTEPH U byaeTe akkypaTHee
npwv 0630pe Koaa



OneyaTtkKu: uncna




Jl'ogu nyTaloT KOHCTaHTHI

m HarlpMMep, I/ICI_IO]'Ib3YI'OT BOCbMepM\—IHble UNCT1Aa.
BCun(C++:
721

0721 — BOCbMeEpPUYHOE 3Ha4YeHe, paBHOE 4065

= Pefkoe, HO cryJyaeTco ﬁ




Owmnbo4yHasi KoHcTaHTa (Chromium, C++)

// Coefficients used to convert from RGB to monochrome.
const uint32 kRedCoefficient = 2125;

const uint32 kGreenCoefficient = 7154;

const uint32 kBlueCoefficient = 0721;

const uint32 kColorCoefficientDenominator = 10000;

PVS-Studio: V536 Be advised that the utilized constant value is
represented by an octal form. Oct: 0721, Dec: 465. pwg encoder.cc 24



A BOT Yero nemMcTtesutTenibHO MHOro — 3To

oneyaTtok, cBA3aHHbIXCc 0, 1un 2

= Honb, 0auH, ABa, ®penan 3abepeT T1eb4
https://pvs-studio.ru/ru/blog/posts/cpp/0/713/

) ONE, TWO, FREDDY'S COMING FOR YOU E +CIF E
H I N

AE)” S\ THREE, FOUR, BETTER LOCK YOUR DOOR _".l.l- L
&) ﬁ & FIVE, STX, CRA YOUR CRUCTFTX H:IL!;E" Hzi.!'.h

DY Stvew, EICHT CONNA STAY UpJATE ST
- NINE, TEN, NEVER SLEp/Ag E ot F :



https://pvs-studio.ru/ru/blog/posts/cpp/0713/

[IpoekT XNU kernel, a3bIk C

uint32_t gss_krb5_3des_unwrap_mbuf(....) 1

for (cflag = 1; cflag >= 0; cflag—) {
*minor = gss_krb5_3des_token_get(....);

if (*minor == 0)

break;
wrap.Seal_Alg[0] = Oxff;
wrap.Seal_Alg[0] = Oxff;

3
PVS-Studio: V519 The 'wrap.Seal Alg[0]' variable is assighed values twice

successively. Perhaps this is a mistake. Check lines: 2070, 2071.
gss krb5 mech.c 2071



[1IpoekT LibreOffice, A3bIK C++

Sequence< 0OUString > FirebirdDriver::
getSupportedServiceNames_Static() throw

(RuntimeException)
{
Sequence< 0OUString > aSNS(2);
aSNS[0] = "com.sun.star.sdbc.Driver";
aSNS[0] = "com.sun.star.sdbcx.Driver":
return aSNS;
h

PVS-Studio: V519 The 'aSNS|0]' variable is assigned values twice successively.
Perhaps this is a mistake. Check lines: 137, 138. driver.cxx 138



[IpoeKkT Blender, a3bIk C

static void initSnapSpatial(TransInfo* t,
float r_snapl3], float* r_snap_precision)

r_snap[0] = r_snap[1] = 1.0F;
r_snapll] = 0.0f;
*r_snap_precision = 0.1f;

PVS-Studio: V519. The 'r snap|1] variable is assigned values twice successively.
Perhaps this is a mistake. transform.c. Check lines: 1727, 1728.



[IpoekT OpenCOLLADA, a3bik C++

struct short?2
d
short values[2];
short2(short s1, short s2)
d
values[0]
values|[2]

b

sl;
S2:

PVS-Studio: V557 Array overrun is possible. The '2' index is pointing
beyond array bound. mayadmtypes.h 48



[IpodunakTuka: MHMUManmn3auuma 6e3

NMCnosib3oBaHmMe NMHOEeKCOB

* MeHblle KOOa — MEHbLLE CMOCOO0B OLLMNOUTLCH

struct short2
{

short values|2];
short2(short sl1, short s2) : values { s1, s2 }

1}
};....



icnonb3oBaTb aHanmM3aTopbl KOAa

= OTOT COBET elle He pa3 byaeT 3By4daTb
* Yl[HOroa paxke HeABHO

* BeOb BCe paccMaTpmMBaeMble 30eCb OLLMOKM HanaeHbI C
NMOMOLLIO CTaTUYECKOro aHanm3aTtopa koga PVS-Studio




Pa3HOBMOHOCTb: OLLMOKUN B UMEHAaX,
copepxawmx 0, 1mn 2




[lpoeKkT Hive, A3biKk Java

@Override
public List<ServicelInstance> getAllInstancesOrdered() 1
List<ServiceInstance> list = new LinkedList<>();
list.addAll(instances.values());
Collections.sort(list, new Comparator<ServicelInstance>() 1
@Override
public int compare(ServiceInstance ol, Servicelnstance o02) {
return o2.getWorkerIdentity().compareTo(o2.getWorkerIdentity());

5
5D PVS-Studio: V6009 Function 'compareTo' receives an odd

return list; . | . .
! argument. An object 'o02.getWorkerldentity()' is used as
an argument to its own method.

LlapFixedRegistrylmpl.java(244)



[IpoekT LLVM, a3bik C++

Instruction *InstCombiner: :visitXor(BinaryOperator &I) {

if (OpOI && OplI && OpOI->isShift() &&
Op0I->getOpcode() == OplI->getOpcode() &&
Op0I->getOperand(l) == OplI->getOperand(l) &&
(OplI->hasOneUse() || OplI->hasOneUse())) {

PVS-Studio: V501 There are identical sub-expressions to the left and to the
right of the '| |' operator: Op1l->hasOneUse () | | Opll->hasOneUse ()
LLVMInstCombine instcombineandorxor.cpp 2246



Kak 6opoTbcA?

= IHOrAa MOXET NOMOYb Bonee akkypaTHOE OPOPMIIEHNE KOO

public static bool Equals(ref UInt256 a, ref UInt256 b)

{
return a.s® == b.sO && a.sl == b.sl1l && a.s2 == b.s2 && a.s2 == b.s2;

}

* I TYT Mbl NOOXOOMM K TEME Konbachl ©




OneyaTtku: Konbaca




Nethermind, a3biIK C#

public static bool Equals(ref UInt256 a, ref UInt256 b)

{
return a.s® == b.sO && a.sl == b.sl1l && a.s2 == b.s2 && a.s2 == b.s2;

PVS-Studio: V3001 There are identical sub-expressions 'a.s2 == b.s2' to the
left and to the right of the '&&' operator. Nethermind.Dirichlet.Numerics

Ulnt256.cs 1154



TDengine, A3bIk C

static bool rpcNoDelayMsg(tmsg_t msgType) {
if (msgType == TDMT_VND_FETCH_TTL_EXPIRED_TBS || msgType == TDMT_VND_S3MIGRATE || msgType == TDMT_VND_S3MIGRATE ||
msgType == TDMT_VND_QUERY_COMPACT_PROGRESS || msgType == TDMT_VND_DROP_TTL_TABLE) {
return true;

3

return false;

}

BcmaTpuBaTbca He xoveTca? [1a?




TDengine, A3bIk C

ocNoDelayMsg(tmsg_t msgType) {
== TDMT_VND_FETCH_TTL_EXPIRED_TBS || msgType == TDMT_VND_S3MIGRATE || msgType == TDMT_VND_S3MIGRATE ||

== TDMT_VND_QUERY_COMPACT_PROGRESS || msgType == TDMT_VND_DROP_TTL_TABLE) f{
e

~N °
=

PVS-Studio: V501 There are identical sub-expressions 'msgType ==
TDMT VND S3MIGRATE' to the left and to the right of the '| |' operator.
dmTransport.c 398



Kak 6opoTtbca?

= CTaTnyecknm aHanms
" He NMMcaTb OTMHHbIE CTPOKM
= KpacmBo 0QpOpMNIATb KOO

= PopMaTMpoBaHMe Koga Tabnuuen




PopMaTMpoBaHUE Koa Tabnuueu

public static bool Equals(ref UInt256 a, ref UInt256 b)
{
return a.s@ == b.sO &&
a.Ss1l == b.sl &&
a.S2 == b.s2 &&
a.S2 == b.s2;
}

OwmnbKa nyywe 3ameTHa



Ewe nyJywe: normyeckme onepaTtopbl cresa

public static bool Equals(ref UInt256 a, ref UInt256 b)

{
return a.S0 == b.so
&& a.sl == b.sl
&& a.s2 == b.s2
&& a.s2 == b.s2;
}

[loyemy ny4yuwle, CTaHeT NOHATHO
M3 cneayrowero npunmepa



Ownbka 3aMeTHee, HO MHOIro nNpo6enos

static bool rpcNoDelayMsg(tmsg_t msgType) {

if (msgType
msglype
msglype

msglype
msglype

return true;

L

return false;

5

TDMT_VND_FETCH_TTL_EXPIRED_TBS
TDMT_VND_S3MIGRATE
TDMT_VND_S3MIGRATE
TDMT_VND_QUERY_COMPACT_PROGRESS
TDMT_VND_DROP_TTL_TABLE) 1



Bcé nepedopmMaTtupoBaTb? ;(

static bool rpcNoDelayMsg(tmsg_t msgType) {

if (msgType ==
msglype ==
msglype ==
msglype ==
msglype ==
return true;

L

return false;

5

TDMT_VND_FETCH_TTL_EXPIRED_TBS ||
TDMT_VND_S3MIGRATE | |
FIX_FIX_F0000000000000000000000000 | |
TDMT_VND_QUERY_COMPACT_PROGRESS | |
TDMT_VND_DROP_TTL_TABLE) 1



Tak nyyuwe

static bool rpcNoDelayMsg(tmsg_t msgType) {

if ( msglype == TDMT_VND_FETCH_TTL_EXPIRED_TBS
msglype == TDMT_VND_S3MIGRATE
msgType == TDMT_VND_S3MIGRATE
msglype == TDMT_VND_QUERY_COMPACT_PROGRESS
msgType == TDMT_VND_DROP_TTL_TABLE) {
return true;

L

return false;

5



Koa MOXHO caenaThb elle usslHee n kopoye

static bool rpcNoDelayMsg(tmsg_t msgType) 1
return msglype == TDMT_VND_FETCH_TTL_EXPIRED_TBS
|| msgType == TDMT_VND_S3MIGRATE
|| msgType == TDMT_VND_QUERY_COMPACT_PROGRESS
|| msgType == TDMT_VND_DROP_TTL_TABLE);



OaHaXxabl HaM B noaaepXXKy npucnanm

«JI0O)XKHOe cpabaTbiBaHMe»

WOR[) =W}

523 = if (ch >= OxOFF@R) R T R

524 {

525 = Af (!((ch >= ox0FF10) 88 (ch <= @x0FF19)) || ((ch >= @x0FF21) 8& (ch <= @x@FF3A)) [| ((ch >= Ox@FF41) 88 (ch <= OxOFFSA)))
526 {

527 if (§ == @)

528 continue;

529 ch = chx;

53¢ | }

531 | }

A part of conditional expression is always false: (ch >= Ox0FF21).

7 V56 A part of conditional expression is always true: (ch <= 0x0FF3A), decodew.cpp 525
' \Vo60 A part of conditional expression is always false: (ch >= Ox0FF41). decodew.cpp 525
V60 A part of conditional expression is always true: (ch <= OxOFF3A). decodew.cpp 525




[aBanTe npoBeneM pedakTOPUHr Koaa

if (!((ch >= 0xOFF10) && (ch <= 0xOFF19)) ||
((ch >= Ox0FF21) && (ch <= OxOFF3A)) ||
((ch >= OxOFF41) && (ch <= OxOFF5A)))

Jlornyeckumn onepatop HE (!) npumeHAaeTca TONbKO K nepBomy
NOABbIPAXKEHUIO.

He xBaTaeT eweé oaHUX CKoboueK :-/



Ewe 6onblie CKO60K — 3TO NyTb HE TyAa.

Jlyduwe TaK:

const bool isLetterOrDigit = (ch >= OxOFF10 && ch <= OxOFF19) // 0..9
|| (ch >= OxOFF21 && ch <= OxOFF3A) // A..Z

|| Cch >= OxOFFUl && ch <= OxOFF5A): // a..z
if (!isLetterOrDigit)

Ob6paTtuTe BHUMaHMeE, YTO A Ybpan 4yacTb CKOHBOK. KaK Mbl TONbKO YTO

BUAenun, bonblloe KoIMYecTso CKOOOK BOBCE HEe NOMOrno nsbexKatb
OWNOKMN.



PopMaTMpoBaHUE Koa Tabnuueu

* [logpobHee Npo 3Ty TEMY
https://pvs-studio.ru/ru/bloa/terms//003/

EI_;q 0
#:;.

E_ H



https://pvs-studio.ru/ru/blog/terms/7003/

IpdeKT nocnegHen CTPOKMU




Onucan atoT adpdeKkT ewe B 2014 roay

= OTCbINIKa K anbNMUHUCTam

* J[Ttoam Yalle BCero gonyckarT OWmMbKy B MocnegHen CTpokKe
OOHOTMNHOro Koda — nyobrmkaLmns



https://pvs-studio.ru/ru/blog/posts/cpp/0260/

[lpoeKT Godot Engine, A3bIK C++

String SoftBody: :get_configuration_warning() const 1{

Transform t = get_transform();
if (CABS(t.basis.get_axis(0).length() - 1.0) > 0.05 ||
ABS(t.basis.get_axis(1).length() - 1.0) > 0.05 |]
ABS(t.basis.get_axis(0).length() - 1.0) > 0.05)) {
if (!'warning.empty())

PVS-Studio: V501 CWE-570 There are identical sub-expressions to the left
and to the right of the '| |' operator. soft body.cpp 399



[IpoeKT Elasticsearch, a3bik Java

for (int 1 = 0;

if
if
if
if
if
if
if
if
if
if
if

(values[i]
(values[il
(values[il
(values[il
(values[il
(values[il
(values[il
(values[il
(values[il
(values[il
(values[il

1 < values.

length; i++) {

== null) continue;

instanceof
instanceof
instanceof
instanceof
instanceof
instanceof
instanceof
instanceof
instanceof
instanceof

String) continue;
Text) continue;
Long) continue;

Integer) continue;

Short) continue;
Byte) continue;
Double) continue;
Float) continue;

Boolean) continue;
Boolean) continue;

throw new IllegalArgumentException(....);

PVS-Studio: V6039 There are
two 'if' statements with
identical conditional
expressions. The first 'if’
statement contains method
return. This means that the
second 'if' statement is
senseless.
SearchAfterBuilder.java(94),
SearchAfterBuilder.java(93)



Kak 6opoTtbca? o

= 3HaTb MNPO 3TOT AaHTUMATTEPH U BHUMATENbHEE MPOBEPATL
nocrnenHue CTpokun BO BpeMsa 0630p0B Koaa

* [10 BOBMOXHOCTM NpeBpallaTb OgHOPOAHbIE BTOKM KO4a B
Bbl30OBbl QYHKLNM

* /iIcnonb3oBaTb PVS-Studio, KOTOPbIM XOPOLLO BbIABNAET
oneYyaTky pa3HoobpasHenLLnX BUOOB



OneyaTKku B PyHKLUAX CPaBHEHUS




310 XUBET B PYHKUUAX cpaBHeHus (2017)

= OYHKLMN CPABHEHMA NPOCTbI M KAXETCS, UTO HET CMbICa UX
BHUMATENbHO NPOBEPATH

" OQYHKLMM CPpaBHEHUA CKYYHO MPOBEPATL

https://pvs-studio.ru/ru/blog/posts/cpp/0509/



https://pvs-studio.ru/ru/blog/posts/cpp/0509/

[IpoeKT IronPython, a3bik C#

public static int Compare(SourcelLocation left,
SourcelLocation right) {

if (left < right) return -1;
if (right > left) return 1;

return 0;

5

PVS-Studio: V3021 There are two 'if' statements with identical conditional
expressions. The first 'if statement contains method return. This means
that the second 'if' statement is senseless. SourcelLocation.cs 156




[IpoeKT Serious Engine, A3bIK C++

inline BOOL IsEqual(CTexParams tp) 1%

return tp_iFilter == tp.tp_iFilter &&
tp_i1Anisotropy == tp_iAnisotropy &&
tp_elrapU == tp.tp_elrapl &&
tp_elWrapV == tp.tp_eWrapV;

5

PVS-Studio: V501 There are identical sub-expressions to the left and to the

right of the '==" operator: tp iAnisotropy == tp iAnisotropy gfx wrapper.h
180



[IpoeKkT CryEngine, a3biKk C++

bool
operator==(const SComputePipelineStateDescription& other) const

i
return 0 == memcmp(this, &other, sizeof(this));

PVS-Studio: V579 The memcmp function receives the pointer and its size
as arguments. It is possibly a mistake. Inspect the third argument.

graphicspipelinestateset.h 58



Kak 6opoTbcA?

= 3HaTb NPO 3TOT aHTUNATTEPH U HE NEHUTbCA Ha 0630pax koaa
NnpoBepPATb QYHKLMM CPaBHEHNA

= CTaTndeCckmnm aHanm3a Kkona

= A TOUHO NN HY>XXEH onepaTop CcpaBHEHWA? bbiIBaeT, UTO MHOrga OH
HaMNMcaH 3P4, Tak Kak ero MOXeT CreHepmrpoBaTb KOMMUAATOP



HenpaBunbHoOe Ucnosnb3oBaHue unique_ptr s

std: :unique_ptr<OptionDefinition> m_options_definition_up;

Status SetOptionsFromArray(StructuredData::Dictionary& options) 1{
Status error;

m_num_options = options.GetSize();
m_options_definition_up.reset(new OptionDefinition[m_num_options]);

L

PVS-Studio: V554 Incorrect use of unique ptr. The memory allocated with

'new []' will be cleaned using 'delete’. CommandObjectCommands.cpp
1384



OneuvaTtka: nponycTunu ||

// TpaBUNbHO:
std: :unique_ptr<OptionDefinition []> m_options_definition_up;

3TO MMEHHO ONneYyaTKa, a He oWKnbKa No He3HaHuto. [lymato,
aBToOpbl NpoeKTa LLVM 3HaloT, Kak npaBuabHO NCNO/1b30BaTb
unique ptr.

OAHAKO 1 OHU He 3alWuLLEeHbl OT ONeYaTokK, TaK Kak bar HanaeH
Hamu B LLVM 19.



OneyaTKu B OHUT-TecTax




OnvH npumMmep (XMage, Java)

@Test
public void test Simple LongGame() {

addCard(Zone.LIBRARY, playerA, "Mountain", 10);
addCard(Zone.LIBRARY, playerA, "Forest", 10);
addCard(Zone.LIBRARY, playerA, "Lightning Bolt", 20);
addCard(Zone.LIBRARY, playerA, "Balduvian Bears", 10);
//

addCard(Zone.LIBRARY, playerB, "Mountain", 10);
addCard(Zone.LIBRARY, playerA, "Forest", 10);
addCard(Zone.LIBRARY, playerB, "Lightning Bolt", 20);
addCard(Zone.LIBRARY, playerB, "Balduvian Bears", 10);

PVS-Studio: V6072 Two similar code fragments were found. Perhaps, this is a typo
and 'playerB’' variable should be used instead of 'playerA'.
SubTypeChangingEffectsTest.java(162),



[IpodmnakTuKa oneyaTok B OHUT-TECTax

= OneyaTKku B OHUT-TeCTax Takme Xe, Kak 1 B ApYyrmx Mectax

* [l03TOMY 1 peKkOMeHOaLMM TakmMe Xe, Kak Mbl yXKe pacCMOTPENN
= [lo4yeMy OHM BblAENEHbI B OTAEMbHbIV Cny4dan?

* [10TOMY YTO OWMBOK B TECTAX MHOIO!

* TeCTbl HE TECTUPYIOT ©

* TeCTbl MEHEE BHMMATENBbHO CMOTPAT Ha 0630pax kKoaa



OneyaTKu B OHUT-TecTax

* [1DO OLLIMOKM B FOHUT-TECTAaX:
https://pvs-studio.ru/ru/blog/posts/cpp/1179/

* bONbLWMHCTBO CBOONTCA K orneyaTtkam

IOHUT-TECTbI, Bbl AOM:KHbI 6bINU GopoThea ¢ Garamm,

d HG NOIPA3HYTh B HUX



https://pvs-studio.ru/ru/blog/posts/cpp/1179/

[IpodmnaKkTuKa onevyaTok B OHUT-TECTaxX

* [lpepynpexaeH — 3Ha4ynT BOOPYXEH

* [lpoynTanTe NpUBeAEHHYIO paHee
CTaTblO

* [locMOTpPUTE aoknag «Kak ctaTnyeckmnm

aHann3 gononHaeT 1DD»
https://pvs-studio.ru/ru/blog/video/10963/

= CTaHeTe BHUMaTENIbHee OTHOCUTbCA K I, i t i

. ‘!":

Koay B Tectax. Profit! ~ % -
_ KAYECTBEHHbIN KOLL

Bugeo o) emmmm =) ¢ 7



https://pvs-studio.ru/ru/blog/video/10963/
https://pvs-studio.ru/ru/blog/video/10963/
https://pvs-studio.ru/ru/blog/video/10963/

XeMUyXXrHa B KONneKuum

Ve
!!!!!




CaMad KpacuBas owmnbka 2024 roga

(npoekT DPDK)

= [ybnunkauma: nttps://pvs-studio.ru/ru/blog/posts/cpp/11/6/

= ECTb MeTOM, KOTOPLIV NpeBpaLlaeT
MMEHOBAaHHbIE KOHCTaHTbl U3 enum dbg status
B CTPOKU

" B3rngHeM cHadasma Ha enum 1 MaCCuB CTPOK


https://pvs-studio.ru/ru/blog/posts/cpp/1176/

enum dbg_status {
DBG_STATUS_OK,
DBG_STATUS_APP_VERSION_NOT_SET,
DBG_STATUS_UNSUPPORTED_APP_VERSION,
DBG_STATUS_DBG_BLOCK_NOT_RESET,

DBG_STATUS_BLOCK_IN_RESET, ES[}
DBG_STATUS_INVALID_TRACE_SIGNATURE,
DBG_STATUS_INVALID_NVRAM_BUNDLE,

DBG_STATUS_NVRAM_GET_IMAGE_FAILED,
DBG_STATUS_NON_ALIGNED_NVRAM_IMAGE,

DBG_STATUS_INVALID_ARGS,
DBG_STATUS_OUTPUT_ALREADY_SET,
DBG_STATUS_INVALID_PCI_BUF_SIZE,
DBG_STATUS_PCI_BUF_ALLOC_FAILED,
DBG_STATUS_PCI_BUF_NOT_ALLOCATED,

DBG_STATUS_INVALID_FILTER_TRIGGER_DWORDS,
DBG_STATUS_NO_MATCHING_FRAMING_MODE,

DBG_STATUS_VFC_READ_ERROR,
DBG_STATUS_STORM_ALREADY_ENABLED,

DBG_STATUS_NVRAM_READ_FAILED,
DBG_STATUS_IDLE_CHK_PARSE_FAILED,
DBG_STATUS_MCP_TRACE_BAD_DATA,
DBG_STATUS_MCP_TRACE_NO_META,
DBG_STATUS_MCP_COULD_NOT_HALT,
DBG_STATUS_MCP_COULD_NOT_RESUME,
DBG_STATUS_RESERVEDO,
DBG_STATUS_SEMI_FIFO_NOT_EMPTY,
DBG_STATUS_IGU_FIFO_BAD_DATA,

DBG_STATUS_STORM_NOT_ENABLED,
DBG_STATUS_BLOCK_ALREADY _ENABLED,
DBG_STATUS_BLOCK_NOT_ENABLED,
DBG_STATUS_NO_INPUT_ENABLED,
DBG_STATUS_NO_FILTER_TRIGGER_256B,
DBG_STATUS_FILTER_ALREADY_ENABLED,
DBG_STATUS_TRIGGER_ALREADY_ENABLED,
DBG_STATUS_TRIGGER_NOT_ENABLED,
DBG_STATUS_CANT_ADD_CONSTRAINT,
DBG_STATUS_TOO_MANY_TRIGGER_STATES,
DBG_STATUS_TOO_MANY_CONSTRAINTS,
DBG_STATUS_RECORDING_NOT_STARTED,
DBG_STATUS_DATA_DIDNT_TRIGGER,
DBG_STATUS_NO_DATA_RECORDED,
DBG_STATUS_DUMP_BUF_TOO_SMALL,
DBG_STATUS_DUMP_NOT_CHUNK_ALIGNED, };
DBG_STATUS_UNKNOWN_CHIP,
DBG_STATUS_VIRT_MEM_ALLOC_FAILED,

DBG_STATUS_MCP_COULD_NOT_MASK_PRTY,
DBG_STATUS_FW_ASSERTS_PARSE_FAILED,
DBG_STATUS_REG_FIFO_BAD_DATA,
DBG_STATUS_PROTECTION_OVERRIDE_BAD_DATA,
DBG_STATUS_DBG_ARRAY_NOT_SET,
DBG_STATUS_RESERVED1,
DBG_STATUS_NON_MATCHING_LINES,
DBG_STATUS_INSUFFICIENT_HW_IDS,
DBG_STATUS_DBG_BUS_IN_USE,
DBG_STATUS_INVALID_STORM_DBG_MODE,
DBG_STATUS_OTHER_ENGINE_BB_ONLY,
DBG_STATUS_FILTER_SINGLE_HW_ID,
DBG_STATUS_TRIGGER_SINGLE_HW_ID,
DBG_STATUS_MISSING_TRIGGER_STATE_STORM,
MAX_DBG_STATUS

INMHHOEe nepevyncneHue
MMEHOBAHHbIX KOHCTAHT. [laxke
BCMATpuBaTbCcA Npu ob3ope
KoAa He Xo4eTcA.



static const char* const s_status_str[] = {

/* DBG_STATUS_OK */
"Operation completed successfully",

/* DBG_STATUS_APP_VERSION_NOT_SET =*/
"Debug application version wasn't set",

/* DBG_STATUS_UNSUPPORTED_APP_VERSION */
"Unsupported debug application version",

/* DBG_STATUS_DBG_BLOCK_NOT_RESET =*/
"The debug block wasn't reset since the last recording",

/* DBG_STATUS_INVALID_ARGS =/
"Invalid arguments",

/* DBG_STATUS_OUTPUT_ALREADY_SET =*/
"The debug output was already set",

/* DBG_STATUS_INVALID_PCI_BUF_SIZE */
"Invalid PCI buffer size",

/* DBG_STATUS_PCI_BUF_ALLOC_FAILED */
"PCI buffer allocation failed",

/* DBG_STATUS_PCI_BUF_NOT_ALLOCATED =*/
"A PCI buffer wasn't allocated",

/* DBG_STATUS_INVALID_FILTER_TRIGGER_DWORDS */
"The filter/trigger constraint dword offsets are not "
"enabled for recording",

/* DBG_STATUS_VFC_READ_ERROR */
"Error reading from VFC",

/* DBG_STATUS_STORM_ALREADY_ENABLED */
"The Storm was already enabled",

/* DBG_STATUS_STORM_NOT_ENABLED */
"The specified Storm wasn't enabled",

/* DBG_STATUS_BLOCK_ALREADY_ENABLED */
"The block was already enabled",

/* DBG_STATUS_BLOCK_NOT_ENABLED */
"The specified block wasn't enabled",

/* DBG_STATUS_NO_INPUT_ENABLED */
"No input was enabled for recording",

/* DBG_STATUS_NO_FILTER_TRIGGER_256B */
"Filters and triggers are not allowed in E4 256-bit

mode",

/* DBG_STATUS_FILTER_ALREADY_ENABLED */
"The filter was already enabled",

/* DBG_STATUS_TRIGGER_ALREADY_ENABLED */
"The trigger was already enabled",

/* DBG_STATUS_TRIGGER_NOT_ENABLED */
"The trigger wasn't enabled",

/* DBG_STATUS_CANT_ADD_CONSTRAINT =*/
"A constraint can be added only after a filter was "
"enabled or a trigger state was added",

/* DBG_STATUS_TOO_MANY_TRIGGER_STATES =*/
"Cannot add more than 3 trigger states",

/* DBG_STATUS_TOO_MANY_CONSTRAINTS =*/

"Cannot add more than 4 constraints per filter or trigger

state",

/* DBG_STATUS_RECORDING_NOT_STARTED */
"The recording wasn't started",

/* DBG_STATUS_DATA_DID_NOT_TRIGGER */
"A trigger was configured, but it didn't trigger",

/* DBG_STATUS_NO_DATA_RECORDED =*/
"No data was recorded",

/* DBG_STATUS_DUMP_BUF_TOO_SMALL =/
"Dump buffer is too small",

/* DBG_STATUS_DUMP_NOT_CHUNK_ALIGNED */
"Dumped data is not aligned to chunks",

/* DBG_STATUS_UNKNOWN_CHIP */
"Unknown chip",

/* DBG_STATUS_VIRT_MEM_ALLOC_FAILED */
"Failed allocating virtual memory",

/* DBG_STATUS_BLOCK_IN_RESET */
"The input block is in reset",

/* DBG_STATUS_INVALID_TRACE_SIGNATURE */
"Invalid MCP trace signature found in NVRAM",

/* DBG_STATUS_INVALID_NVRAM_BUNDLE =/
"Invalid bundle ID found in NVRAM",

/* DBG_STATUS_NVRAM_GET_IMAGE_FAILED */
"Failed getting NVRAM image",

/* DBG_STATUS_NON_ALIGNED_NVRAM_IMAGE */
"NVRAM image is not dword-aligned",

/* DBG_STATUS_NVRAM_READ_FAILED */
"Failed reading from NVRAM",

/* DBG_STATUS_IDLE_CHK_PARSE_FAILED */
"Idle check parsing failed",

/* DBG_STATUS_MCP_TRACE_BAD_DATA */
"MCP Trace data is corrupt",

/* DBG_STATUS_MCP_TRACE_NO_META */

"Dump doesn't contain meta data - it must be provided in

image file",

/* DBG_STATUS_MCP_COULD_NOT_HALT */
"Failed to halt MCP",

/* DBG_STATUS_MCP_COULD_NOT_RESUME =*/

"Failed to resume MCP after halt",

65

/* DBG_STATUS_RESERVEDO =*/

mnn
1

/* DBG_STATUS_SEMI_FIFO_NOT_EMPTY =*/
"Failed to empty SEMI sync FIFO",

/* DBG_STATUS_IGU_FIFO_BAD_DATA */
"IGU FIFO data is corrupt",

/* DBG_STATUS_MCP_COULD_NOT_MASK_PRTY =*/
"MCP failed to mask parities",

/* DBG_STATUS_FW_ASSERTS_PARSE_FAILED */
"FW Asserts parsing failed",

/* DBG_STATUS_REG_FIFO_BAD_DATA =/
"GRC FIFO data is corrupt",

/* DBG_STATUS_PROTECTION_OVERRIDE_BAD_DATA =*/
"Protection Override data is corrupt",

/* DBG_STATUS_DBG_ARRAY_NOT_SET */
"Debug arrays were not set "

"(when using binary files, dbg_set_bin_ptr must be
called)",

/* DBG_STATUS_RESERVED1 */

nn
1

GCRVYHO......

/* DBG_STATUS_NON_MATCHING_LINES =*/
"Non-matching debug lines - in E4, all lines must be of "
"the same type (either 128b or 256b)",

/* DBG_STATUS_INSUFFICIENT_HW_IDS =*/
"Insufficient HW IDs. Try to record less Storms/blocks",

accuB CTPOK. CKY4YHO?

OT MMEHHO NO3TOMY,
CKopee BCero, U cylecTByeT
oneyaTKa.

/* DBG_STATUS_DBG_BUS_IN_USE =*/
"The debug bus is in use",

/* DBG_STATUS_INVALID_STORM_DBG_MODE */

"The storm debug mode is not supported in the current
chip",

/* DBG_STATUS_OTHER_ENGINE_BB_ONLY */
"Other engine is supported only in BB",

/* DBG_STATUS_FILTER_SINGLE_HW_ID */

"The configured filter mode requires a single Storm/block
input",

/* DBG_STATUS_TRIGGER_SINGLE_HW_ID =*/

"The configured filter mode requires that all the
constraints of a "

"single trigger state will be defined on a single
Storm/block input",

/* DBG_STATUS_MISSING_TRIGGER_STATE_STORM */

"When triggering on Storm data, the Storm to trigger on
must be specified"

H



[[ne owmnbka?

const charx*
qged_dbg_get_status_str(enum dbg_status status)

1
return (status < MAX_DBG_STATUS) ?

s_status_str[status] : "Invalid debug status";

PVS-Studio: V557 Array overrun is possible. The value of 'status’ index
could reach 58. gede debug.c 7149



BHauane 4 nogymMarn, UYto 3To Apyrou

KflaCcCUYeCKUM NaTTepH OLMNOKMU

enum Efoo {

A, B, C, COUNT
5
char Cfool[] = { 'A', 'B', 'C' };
char Convert(unsigned id)

{
return (id > COUNT) ? O : Cfoolid];

5

[locnegHUU SNeMeHT nepevYucneHuAa UCMNOoNb3yeTCH
KaK KOJIN4eCTBO 3J/1eMeHTOB B HEM.



HO HeT, 9TO He Hall cny4vyau

const charx*
qged_dbg_get_status_str(enum dbg_status status)

1
return (status < MAX_DBG_STATUS) ?

s_status_str[status] : "Invalid debug status";

5

MAX DBG STATUS — 3TO AeUCTBUTENbHO KOJNYeCTBO
3/1IEMEeHTOB B NepeyuncsieHnn, HO nNpoBepka NpaBU/IbHaA.



DBG_STATUS_PCI_BUF_NOT_ALLOCATED, o3
DBG_STATUS_INVALID_FILTER_TRIGGER_DWORDS,
DBG_STATUS_NO_MATCHING_FRAMING_MODE,
DBG_STATUS_VFC_READ_ERROR,

/* DBG_STATUS INVALID FILTER_TRIGGER_DWORDS */
"The filter/trigger constraint dword offfsets are not "

"enabled for recording",
Kctatn, uHTepeceH pakKr

HaAn4YmnAa ABYX NYCTbIX
CTPOK. 9TO ABHO CBA3aHO

/* DBG_STATUS_VFC_READ_ERROR =*/ C OneyaTKou.
"Error reading from VFC",

[iponyuweHa cTpoka anAa KOoHCTaHTbl DBG STATUS NO MATCHING FRAMING MODE



Ocob6eHHOCTU OLLNOKH

" BO3MOXEH BbIX0[ 3a rpaHuLy MaccuBa

= OYyHKUMSA BO3BPALLAET HENPaBUIbHbIE CTPOKM OS5 BCEX
KOHCTaHT, HauMHas C

DBG_STATUS_NO_MATCHING_FRAMING_MODE.

= HeCOOTBETCTBME CMOXHO 3aMETUTb Ha 0630pe KO3



[IpodpunnakTuka

= |lcnonb3oBaTb PVS-Studio
* /Ilcnonb3oBaTb static assert

= ECTb elle Takon noaxond, HO OH He nyJlle, Tak Kak He
rapaHTUPYET, YTO ANd BCEX MHOEKCOB byayT NpornMcaHbl CTPOKMW:

static const char* const s_status_str[] = {
[DBG_STATUS_OK]
[DBG_STATUS_APP_VERSION_NOT_SET]
[DBG_STATUS_UNSUPPORTED_APP_VERSION]

"Operation completed successfully",
"Debug application version wasn't set",
"Unsupported debug application version",

i



Ncnonb3yute _Static_assert B C

ftdefine countof(array) ( sizeof(array) / sizeof((array)[0]) )

_Static_assert(countof(s_status_str) == MAX_DBG_STATUS,
"The number of enumerators and string literals are not equal.");

Takon countof — nnoxaa npakTuka, HO B C KpacuBee He
nosy4dyaeTcs.



Ncnonb3yuTte static_assert B C++

template <typename T, size_t N>
constexpr size_t countof(T(&)[N])
{

return N;

L

static_assert(countof(s_status_str) == dbg_status::MAX_DBG_STATUS,
"The number of enumerators and string literals are not equal.");

3awuueHHbin countof. lMoapobHOCTUM B CcTaTbe:
https://pvs-studio.ru/ru/blog/posts/cpp/1112/



https://pvs-studio.ru/ru/blog/posts/cpp/1112/
https://pvs-studio.ru/ru/blog/posts/cpp/1112/

O6Lada pekoMeHaauUumA




[IMlLMTEe NPOCTOM U KpaCUBbIN KOL4:
ero éygeT nerye noHAThb, a
OLIMOKKN B HEM BYyQYT 3aMeTHee




IHTepecHoe OoNnd YyTeHusd




MOHYMeHTanbHaa kHura: CopeplleHHbIU Ko 7

= MakkoHHenn C. CoBepLlUeHHbIN KOA. T
MacTep-knacc / ['lep. caHrn. - M. :
30aTenbCKO-TOProBbiv AOM "PyCcKas
penakuma”; Cré.: Nutep, 2005. - 896 CTp.:
I

COBEPLLUEHHbIN KOf

MPAKTUHECKOE PYKOBOACTBO M0 PASPABOTKE
MPOrPAMMHOI0 OBECNEYEHWS




BpeaHble coBeTbl aong C++ nporpaMMnUCTOB

= ONEeKTPOHHbIV BApPUaHT:
https://pvs-studio.ru/ru/book-giveaway/



https://pvs-studio.ru/ru/book-giveaway/

[lyTeBoguTenb C++ nporpaMMmucTa no

HeonpeaeneHHOMy NnoBeaeHuro

= Nttps://pvs-studio.ru/ru/blog/posts/cpp/1211/



https://pvs-studio.ru/ru/blog/posts/cpp/1211/

OcTanucb
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