AHapen Kapnos

HeonpeneneHHoe noBeaeHUe, UM KaK
BbICTpenuTb cebe B HOT'y
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| [Joknaayuk

KapnoB
AHapeu Hukonaesuu

CoocHoBaTenb koMmrnaHumm PVS-Studio,
TEXHUUYECKUN ONPEKTOP

Pa3paboTan nepsBblie peannusauunv a4
aHannsaTopa

ABTOp CTaTen 0 KauecTBe KOOg
aHanmae



| 3aueM 3TO HY)XKHO

C++ KOMMMNATOPBLI CO3AaloT BCE 6oee apPpeKTMBHbBIN KOA
[MnaTa 3a 3TO: MNOXOM KOA BCE Yalle NpMBOAUT K HeonpeaeneHHoOMy NnoBeaeHuio

Y3HaeM nobosnble npo HeonpeaeneHHoe noseaeHune

N noueMy Ba)KHO NMUCaTb KaUueCTBEHHbIN KOA, HE 3aK/faabiBasaAChb Ha
“YX A TO 3Halo, UTo genaio”



| HeyTouHeHHOe noBeaeHUe

HeyTouHéHHOe noBeaeHue (unspecified behavior) unu noseaeHue, onpeaensemoe
peanusaumen — nosegeHne KOMMboTEPHOM NPOrpaMMbl, KOTOPOE MOXET
pa3nMuyaTbCA Ha pa3HbiX NnaTPopMax N KOMMNUNATOPAX MOCKObKY cneunpukauma
A3blKa NPOrpaMMMpPOBaHNA NpeasnaraeT HECKO/IbKO AO0MYCTUMbIX BapUaHTOB
peanusaunm HeKOU A3bIKOBOU KOHCTPYKLUW,

B oTnnumne oT HeonpeaeneHHoro noseaeHus, NporpamMma Cc HeyTOUHAEMbIM
noBeAeHUEM C TOUKU 3peHUA COOTBETCTBUA cneunduKaumm a3blka He CUMTaeTCA
OWMBOUHON.

OOHaKo, HeNb34 NUcaTb Koa B KOTOPOM eCTb HGYTOLIHéHHOe rnopeaeHue.



HeyTouHEeHHOe NoBeaeHue

int A
Foo(A
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HeyTouHEeHHOe NoBeaeHue

The value of E1 > > E2 is E1 right-shifted E2 bit positions. If E1 has an unsigned type
or if E1 has a signed type and a non-negative value, the value of the result is the

integral part of the quotient of E1/27E2. If E1 has a signed type and a negative
value, the resulting value is implementation-defined.

int B = (-1) >> 5;



| HeonpeneneHHoe noBeaeHue

HeonpeneneHHoe noseaeHue (undefined behaviour) — CBOMCTBO HEKOTOPbIX
A3bIKOB MPOrpaMMMUpPOBaHMA B ornpeaeneéHHbIX MaprmHaibHbIX CUTyaumMax BblaaBaTb
pe3ynbTaT, 3aBUCALWNN OT peannsaumm KOMNUIATOpa U CnyyanHbiX GaKToOpoB
Hanoaobue CoCToAHUA NaMATU UK cpaboTaBLIEero NpepbIBaHUA.

3auemM?

« YcKopsfeTcea paboTa nporpamMM (Tak Kak He HY)KHO MPOBEepPATb BCEBO3MOXXHbIE
«MapruHanbHbie» cnyJau)



| [MpuMep: BbiXxOoA 3a rpaHULLYy MaccuBa

void foo()
{

int A[10];

A[22] = 10;



[MpuMep: HEeT BUPTYa/lbHOIro AeCTpPYyKTopa

struct Base {
virtual ~Base() = default;
virtual void f();

s
struct Derived : Base {};

void f() {
Base *b = new Derived();

/] ...
delete b;

¥



| new|[] / delete

newl] -> delete
new -> delete []
newl] -> free

new -> free



| new|[] / delete




| new|[] / delete

Mi




| Ecnun 6b1 BCe TaK 66110 NPOCTO...

- OcHOBHYIO 6eay NpeacTaBnAT HE NpeablayLne oueBnaHbIE CyJYamn

. npOFpaMMMCTbI cornawarTcd, UToO NUCaTb 3a rpaHULLY MaCCuBa - 3TO N/10XaAd naed

- [lpobnemMa B TOM, UTO MHOrAa OHU AYyMalOT, UTO 3HAIOT, KaK U UTO byaeT
NpoucxoauTb Npu HapyweHun npasun A3bika C n C++



| HyneBble yka3aTtenu

static int podhd try init(struct usb interface *interface,
struct usb _line6 podhd *podhd)
{
int err;
struct usb line6 *1line6 = &podhd->line6;

if ((interface == NULL) || (podhd == NULL))
return -ENODEV;



| HyneBble yka3aTtenu

#tdefine offsetof(st, m) ((size t)(&((st *)0)->m))




| HyneBble yka3aTtenu

static int podhd try init(struct usb interface *interface,
struct usb _line6 podhd *podhd)
{
int err;
struct usb line6 *1ine6 = &podhd->1line6;

if ((interface == NULL) || (podhd == NULL))
return -ENODEV;




| HyneBble yka3aTtenu

Pa3biIMeHOBbIBAHUE HY1€BOIr0 yKa3aTesns
npuMBOAUT K HeonpeaesneéHHOMY NoBeaeHMIO
https://www.vivab4.com/ru/b/0306/



https://www.viva64.com/ru/b/0306/

| HyneBble yka3saTenu (malloc)

static void
st collections group parts part description filter data(void)

{

filter->data _count++;

array = realloc(filter->data,
sizeof(Edje_Part Description Spec Filter Data) *
filter->data _count);

array[filter->data count - 1].name = name;

array[filter->data count - 1].value = value;

filter->data = array;



[omm

- bubnunorteka JPEG

* Hy>XHbl 3HaueHus:
e 11...11111111111101b
e 11...11111111111001b
e 11...11111111110001b
e 11...11111111100001b



[omm

/* entry n is (-1 << n) + 1 */

static const int extend offset[1l6] = { 0,
((-1)<<1) + 1, ((-1)<<2) + 1, ((-1)<<3) + 1,
((-1)<<4) + 1, ((-1)<<5) + 1, ((-1)<<6) + 1,
((-1)<<7) + 1, ((-1)<<8) + 1, ((-1)<<9) + 1,
((-1)<<10) + 1, ((-1)<<11) + 1, ((-1)<<12) + 1,
((-1)<<13) + 1, ((-1)<<14) + 1, ((-1)<<15) + 1
}s



[omm

The value of E1 < < E2 is E1 left-shifted E2 bit positions; vacated bits are zero-filled.
If E1 has an unsigned type, the value of the result is E1* 27 E2, reduced modulo one
more than the maximum value representable in the result type. Otherwise, if E1

has a sighed type and non-negative value, and E1*2"E2 is representable in the

result type, then that is the resulting value; otherwise, the behavior is
undefined.



| crourn

static const unsigned extend_offset[16] =
{9,

((~0u)<<1) [ 1, ((~0u)<<2) | 1, ((~0u)<<3) | 1,
((~0u)<<4) 1, ((~@u)<<5) | 1, ((~Bu)<<6) 1,
1 1, (
|
|

((~0u)<<7) , ((~Bu)<<8) (~0u)<<9) 1,

((~0u)<<10) | 1, ((~0u)<<11l) | 1, ((~Bu)<<12) | 1,
((~0u)<<13) | 1, ((~0u)<<14) | 1, ((~Bu)<<15) | 1
}s

J



LilenouncneHHoe nepenonHeHue (64-bit bug)

size t Count = (size t)(5) * 1024 * 1024 * 1024; // 5 Gb

char *array = (char *)malloc(Count);
memset(array, 0, Count);

int index = ©;
for (size t 1 = 0; i != Count; i++)
array[index++] = (char)(i) | 1;

if (array[Count - 1] == 9)
printf("The last array element contains 0.\n");



LilenouncneHHoe nepenonHeHue (64-bit bug)

V575 [CWE-628] The potential null pointer is passed into ‘'memset’ function.
Inspect the first argument. Check lines: 30, 29. c_file.c 30

- V127 An overflow of the 32-bit ‘index’ variable is possible inside a long cycle which
utilizes a memsize-type loop counter. c_file.c 34

- V108 Incorrect index type: array[not a memsize-type]. Use memsize type instead.

c_file.c 34
[=] od [m]
-

- Undefined behavior 6nnxe, ueM Bbl AyMaeTe
https://www.vivab4.com/ru/b/0374/



https://www.viva64.com/ru/b/0374/

LilenouncneHHoe nepenonHeHue (64-bit bug)

int index = 0;
for (size_t i =
©00RR13F6D102D
00000V 13F6D102F
array[index++]
000 13F6D1030
00000RO13F6D1033
000V 13F6D1036
000RRO13F6D1639
00000R013F6D103C
©0000RO13F6D103F

9; 1 != Count; i++)
xor ecx,ecx
nop
= char(i) | 1;
movzx edx,cl
or dl,1
mov byte ptr [rcx+rbx],dl
inc rcx
cmp rcx, rdi
jne main+306h (©13F6D1036h)



| LilenouncneHHoe nepenonHeHue (64-bit bug)

unsigned index = 0;

©00LO13FO/7102D xor rad, rod
for (size_t i = ©0; i != Count; i++)
000BLVO13FO/1030 mov ecx,rod

000PRRO13FO7/1033 nop
00PRO13FO/1037 nop

dword ptr [rax]

word ptr [rax+rax]

array[index++] = char(i) | 1;

0000VLO13F071040 movzx
0000LO13F071044 mov
000PLO13F0/104/ or
000000013FO7104B 1inc
000PRPO13FO7104E 1inc
00000PB13FO71051 mov
0000PO13FO/1055 cmp
0000RPO13FO71058 jne

r8d,cl

edx, rod

r8b,1

rad

rcx

byte ptr [rdx+rbx],r8b
rcx,rdi

main+40h (©13F071040h)

unsignhed



LlenouncneHHoe nepenonHeHue (CRC)

int foo(const unsigned char *s)
{
int r = 0;
while(*s) {
r += ((r * 20891 + *s *200) | *s ~ 4 | *s ~ 3) ~ (r >> 1);
S++;

}
return r & Ox7fffffff;



o
Ll N UXO RG. RU HoBoctu [anepea ®opym Tpekep [louck Peructpauus - Bxon

® QOopym — Development

gCC-8 coBCeM NOJIOMAHHbIN

# gcc

1 Tak NnoHMMato B NOCNeaHnX BEPCUSX gCC XUMNCTeEPbI BoobOLLE BCE CULLKY peLlumnnuy cnomaTtb. XOTa NULyT *
ctatenku Yto C Hukoraa He Obin noptabensHbIM accemMbnepom, HO BeAb UCNONb3oBanu ero Tak U Ky4a koga
Hakonunacb. Tenepb 3TOT BeCb Koz criomaH. Hanpumep cbpoc 3Haka no (a & Ox7fffffff) He paboTaeT n MHoro ©
BCEro BooOLe Tenepb He paboTaeT 1 nucaTb Tenepb HaZo Kak Ha nnwcax. U ctpawHo boatecsa nobdoro UB
TaK Kak OHo byaeT cTpallHO nagaTb Ha poBHOM MecTe U 2+2 byaeT 5. OcobeHHo aTo onacHo, ecnu net 30
yCTOSABLUMECSH METOAbl ANA peleHnsa 3agay obinu, u a3ty vyBblpnbl ¢ UB ronoBHoro Mosra ato BC€ pagocTHO
nomatot. H Tak NoOHUMato 3TO JernaeTcsa cneynanbHo, YTOObl KOMY-TO He ObINo CKY4YHO Ha paboTe, a
peanbHoro Tonky 0. Kakoun ceinyac bonee-meHee agekBaTHbIN gcc, 9.4? LLnaHr He npeanaraTb, OH HUKOraa
He OblN KOMNUNATOPOM, BOoOLLE. 3TO OHM BECH ChIp-00p 1 Ha4Yanu. A Tak NoHMMaro pearibHO TaM Nosfie3Hoe
ceivac Toneko B C++ genatot, B C TONbKO NOMatoT.

https://www.linux.org.ru/forum/development/14422428



https://www.linux.org.ru/forum/development/14422428

LlenouncneHHoe nepenonHeHue (CRC)

int foo(const unsigned char *s)
{
int r = 0;
while(*s) {
r += ((r * 20891 + *s *200) | *s ~ 4 | *s ~ 3) ~ (r >> 1);
S++;

}
return r & Ox7fffffff;

¥

PVS-Studio: V1026. The variable is incremented in the loop.
Undefined behavior will occur in case of signed integer overflow.



| Kak nucaTtb Haae)XHbin Koa?

« Xopollee TeopeTUUecKkoe 3HaHune A3blka C++

« MaKcnManbHO NPOCTbIE U MOHATHbIE KOHCTPYKUUK (MPUBET A3biKy Ada)
« O630pbl KOO

- [llpnaoepxmBaTbCH CTaHAapPTa KOAUPOBaHMUA

- CTaTtuueckun aHanm3 koga

 [1MHaMMuecKkum aHanns koga

« P.S.OHUT TecTbl U pyuyHOe TecTnpoBaHue ana 6opbbbl ¢ UB noaxoaaTt nnoxo



BbiBOAbI

« HuKTO He 3HaeT, Kak paboTaeT Koa, coaepKalun HeonpeaeneéHHoe noeseaeHme
« [NnwunTe NpocToUn NOHATHLIX KOA

« [lpodeccnoHanmsm He B TOM, UTOObI XOAUTb MO N1Ie€3BUI0 OPUTBLI, @ UTOObI HanNnUcaTb
6e30onacHbIN KOO, KOTOPbIX NErko UntaTb M NOAAEPXKMBATb



| [JononHuTtTe nbHbIe CChINTKU

1. He 3Hada 6poaa, He ne3b B BOAY. YaCcTb TpeTbA
https://www.vivab4.com/ru/b/0142/

2. Pa3biIMeHOBbIBaHWE HYNeBOro yKa3aTesqa NpuBoaAMuT K
HeonpeaeneHHoOMy noBeaeHuIo
https://www.vivab4.com/ru/b/0306/

3. Undefined behavior 6nunxe, ueM Bbl AyMaeTe
https://www.vivab4.com/ru/b/0374/

4. A Guide to Undefined Behavior in C and C++
https://blog.regehr.org/archives/213
https://blog.regehr.org/archives/226
https://blog.regehr.org/archives/232



https://www.viva64.com/ru/b/0142/
https://www.viva64.com/ru/b/0306/
https://www.viva64.com/ru/b/0374/
https://blog.regehr.org/archives/213
https://blog.regehr.org/archives/226
https://blog.regehr.org/archives/232

| [JononHuTtTe nbHbIe CChINTKU

Ckonb3kue
mecra C++ E

5. Ckonb3kue Mecta C++

6. Funwith NULL pointers
https://Iwn.net/Articles/342330/
https://Iwn.net/Articles/342420/

/. What Every C Programmer Should Know About Undefined Behavior
http://blog.llvm.org/2011/05/what-every-c-programmer-should-know.html
http://blog.llvm.org/2011/05/what-every-c-programmer-should-know_14.htmi
http://blog.llvm.org/2011/05/what-every-c-programmer-should-know_ 21.htmi



https://lwn.net/Articles/342330/
https://lwn.net/Articles/342420/
http://blog.llvm.org/2011/05/what-every-c-programmer-should-know.html
http://blog.llvm.org/2011/05/what-every-c-programmer-should-know_14.html
http://blog.llvm.org/2011/05/what-every-c-programmer-should-know_21.html




