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SAST



SAST (static application security testing)

• Анализ исходников на дефекты безопасности
• Shift-left
• Ищет:

• SQL injection
• Path traversal
• XSS
• ...



Стоимость исправления уязвимости



Количество уязвимостей



SASTSources
Report
(issues)
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Syntax



Syntax: A = A
if (A == A)
{ }

if (A == (A))
{ }

if (this.A == this.A)
{ }

if (A == this.A)
{ }

if (this.A == base.A)
{ }

if (this.A == (base.A))
{ }

if (((this.A)) == (base.A))
{ }

if (((this.A)) != (base.A))
{ }



Syntax: A = A

if (a == (a))
{ }



Syntax: A = A

if (a == (a))
{ }



Syntax: A = A

if (a == (a))
{ }



Syntax: A = A

if (a == (a))
{ }



Syntax: A = A

if (a == (a))
{ }



Basis

Syntax Semantic info Annotations



Semantic info



Semantic info

if (lhsVar == rhsVar)
{ 
  // True
}

lhsVar: 0.5
rhsVar: 0.5



Semantic info

if (lhsVar == rhsVar)
{ 
  // False
}

lhsVar: 0.4999999999999999
rhsVar: 0.5



Semantic info

if (lhsVar == rhsVar)
{ 
 // False
}

lhsVar: 62
rhsVar: 42



Semantic info

if (lhsVar == rhsVar)
{ 
 
}



Semantic info

if (lhsVar == rhsVar)
{ 
 
}

?



Semantic info

if (lhsVar == rhsVar)
{ 
 
}

Semantic model

double double



Semantic info

if (lhsVar == rhsVar)
{ 
 
}

Общая информация:
• сущность
• статический?
• абстрактный?
• виртуальный?
• ...
Тип:
• интерфейсы
• сборка
• значимый / ссылочный
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Annotations

var seq = null;

var list = Enumerable.ToList(seq);

if (list == null)

  ....



Annotations

var seq = null;

var list = Enumerable.ToList(seq);

if (list == null)

  ....



Annotations

var seq = null;

var list = Enumerable.ToList(seq);

if (list == null)

  ....



Annotations

var seq = null;

var list = Enumerable.ToList(seq);

if (list == null)

  ....



Annotations

List<TSource> Enumerable.ToList(arg)



Annotations

List<TSource> Enumerable.ToList(arg)

not null

Should not be null



Annotations

var seq = null;

var list = Enumerable.ToList(seq);

if (list == null)

  ....



Annotations

var seq = null;

var list = Enumerable.ToList(seq);

if (list == null)

  ....

Null reference exception



Annotations

var seq = null;

var list = Enumerable.ToList(seq);

if (list == null)

  ....
Expression is 
always false
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Pattern-based analysis

if (lhsVar == rhsVar)
{ 
  // False
}

lhsVar: 0.4999999999999999
rhsVar: 0.5



iOS: CVE-2014-1266

if ((err = SSLHashSHA1.update(
             &hashCtx, &signedParams)) != 0)

  goto fail;

  goto fail;

....



iOS: CVE-2014-1266

if ((err = SSLHashSHA1.update(
             &hashCtx, &signedParams)) != 0)

  goto fail;

  goto fail;

....



iOS: CVE-2014-1266

if ((err = SSLHashSHA1.update(
             &hashCtx, &signedParams)) != 0)

  goto fail;

goto fail;

....



iOS: CVE-2014-1266

if ((err = SSLHashSHA1.update(
             &hashCtx, &signedParams)) != 0)

  goto fail;

  goto fail;

....

Способ #1

Безусловный goto

Способ #2

Форматирование vs 
логика исполнения



iOS: CVE-2014-1266

if ((err = SSLHashSHA1.update(
             &hashCtx, &signedParams)) != 0)

  goto fail;

  goto fail;

....



if (condition)

  goto fail;

  goto fail;

....



if (condition)

  goto fail;

  goto fail;

....



if (condition)

  goto fail;

  goto fail;

....



if (condition)

  goto fail;

  goto fail;

....



if (condition)

  goto fail;

  goto fail;

....



if (condition)

  goto fail;

  goto fail;

....



Форматирование vs логика исполнения

if ((err = SSLHashSHA1.update(
             &hashCtx, &signedParams)) != 0)

  goto fail;

  goto fail;

....



MySQL: CVE-2012-2122
typedef char my_bool;
my_bool 
check_scramble(const char  *scramble_arg, 
               const char  *message, 
               const uint8 *hash_stage2) { 
  .... 
  return memcmp(hash_stage2, 
                hash_stage2_reassured,
                SHA1_HASH_SIZE); 
}
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MySQL: CVE-2012-2122
typedef char my_bool;
my_bool 
check_scramble(const char  *scramble_arg, 
               const char  *message, 
               const uint8 *hash_stage2) { 
  .... 
  return memcmp(hash_stage2, 
                hash_stage2_reassured,
                SHA1_HASH_SIZE); 
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MySQL: CVE-2012-2122
typedef char my_bool;
my_bool 
check_scramble(const char  *scramble_arg, 
               const char  *message, 
               const uint8 *hash_stage2) { 
  .... 
  return memcmp(hash_stage2, 
                hash_stage2_reassured,
                SHA1_HASH_SIZE); 
}

int -> char



MySQL: CVE-2012-2122
typedef char my_bool;
my_bool 
check_scramble(const char  *scramble_arg, 
               const char  *message, 
               const uint8 *hash_stage2) { 
  .... 
  return memcmp(hash_stage2, 
                hash_stage2_reassured,
                SHA1_HASH_SIZE); 
}



Как ловить?

resType variable = memcmp(....);

resType foo()

{

  return memcmp(....);

}

1. Находим вызов 
memcmp

2. Проверяем, что 
sizeof(resType) < 
sizeof(int)
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Data-flow analysis



if (ptr || ptr->foo())

{

  // Do something
}



if (ptr || ptr->foo())

{

  // Do something
}



if (ptr || ptr->foo())

{

  // Do something
}



if (ptr)

{ .... }

auto test = ptr->foo();



if (ptr)

{ .... }

auto test = ptr->foo();



if (flag)

{ 

  ptr = nullptr;

}

auto test = ptr->foo();



if (flag)

{ 

  ptr = nullptr;

}

if (ptr) {

  auto test = ptr->foo();

}



Data-flow analysis

Вычисление значений выражений
• booleans: true / false
• integers: ranges
• pointers: null-state analysis 



void DataFlowTest(short x) {

  if (x > int.MaxValue)

    ....

}



CWE-570: Expression is Always False

void DataFlowTest(short x) {

  if (x > int.MaxValue) // always false

    ....

}
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CWE-570: Expression is Always False

void DataFlowTest(short x) {

  if (x > int.MaxValue) // always false

    ....

}
x (short):    [-32768; 32767]
int.MaxValue: [  2147483647 ]



CWE-570: Expression is Always False

void DataFlowTest(short x) {

  if (x > int.MaxValue) // always false

    ....

}
x (short):    [-32768; 32767]
int.MaxValue: [  2147483647 ]



CWE-570: Expression is Always False
void DataFlowTest(int x) { 

  if (x > 10) {

    var y = x - 10;

    if (y < 0)

      ....

    if (y <= 1)

      ....

  }

}



CWE-570: Expression is Always False
void DataFlowTest(int x) { 

  if (x > 10) {

    var y = x - 10;

    if (y < 0)

      ....

    if (y <= 1)

      ....

  }

}



CWE-570: Expression is Always False
void DataFlowTest(int x) { x: [-2147483648; 2147483647] 

  if (x > 10) {

    var y = x - 10;

    if (y < 0)

      ....

    if (y <= 1)

      ....

  }

}



CWE-570: Expression is Always False
void DataFlowTest(int x) { x: [-2147483648; 2147483647] 

  if (x > 10) {            x: [ 11; 2147483647]

    var y = x - 10;

    if (y < 0)

      ....

    if (y <= 1)

      ....

  }

}



CWE-570: Expression is Always False
void DataFlowTest(int x) { x: [-2147483648; 2147483647] 

  if (x > 10) {            x: [ 11; 2147483647]

    var y = x - 10;        y: [ 1; 2147483637]  

    if (y < 0)

      ....

    if (y <= 1)

      ....

  }

}



CWE-570: Expression is Always False
void DataFlowTest(int x) { x: [-2147483648; 2147483647] 

  if (x > 10) {            x: [ 11; 2147483647]

    var y = x - 10;        y: [ 1; 2147483637]  

    if (y < 0)

      ....

    if (y <= 1)

      ....

  }

}



CWE-570: Expression is Always False
void DataFlowTest(int x) { x: [-2147483648; 2147483647] 

  if (x > 10) {            x: [ 11; 2147483647]

    var y = x - 10;        y: [ 1; 2147483637]  

    if (y < 0)

      ....

    if (y <= 1)

      ....

  }

}



CWE-570: Expression is Always False
void DataFlowTest(int x) { x: [-2147483648; 2147483647] 

  if (x > 10) {            x: [ 11; 2147483647]

    var y = x - 10;        y: [ 1; 2147483637]  

    if (y < 0) // expression is always false

      ....

    if (y <= 1)

      ....

  }

}



CWE-570: Expression is Always False
void DataFlowTest(int x) { x: [-2147483648; 2147483647] 

  if (x > 10) {            x: [ 11; 2147483647]

    var y = x - 10;        y: [ 1; 2147483637]  

    if (y < 0) // expression is always false

      ....

    if (y <= 1)

      ....

  }

}



CWE-570: Expression is Always False
void DataFlowTest(int x) { x: [-2147483648; 2147483647] 

  if (x > 10) {            x: [ 11; 2147483647]

    var y = x - 10;        y: [ 1; 2147483637]  

    if (y < 0) // expression is always false

      ....

    if (y <= 1) // ok

      ....

  }

}



CWE-476: NULL Pointer Dereference
void PtrDeref(....) {

  const Wrapper* ptr = flag ? &wrapper : nullptr;

  // ....

  if (anotherFlag) {

    ptr->foo();      

  }

}



CWE-476: NULL Pointer Dereference
void PtrDeref(....) {

  const Wrapper* ptr = flag ? &wrapper : nullptr;

  // ....

  if (anotherFlag) {

    ptr->foo();      ptr: [potential null]

  }

}



ytnef: CVE-2017-6298

....

TNEF->subject.data = calloc(size, sizeof(BYTE));          

TNEF->subject.size = vl->size; 

memcpy(TNEF->subject.data, vl->data, vl->size);

....



ytnef: CVE-2017-6298

....

TNEF->subject.data = calloc(size, sizeof(BYTE));          

TNEF->subject.size = vl->size; 

memcpy(TNEF->subject.data, vl->data, vl->size);

....







ytnef: CVE-2017-6298

....

TNEF->subject.data = calloc(size, sizeof(BYTE));          

TNEF->subject.size = vl->size; 

memcpy(TNEF->subject.data, vl->data, vl->size);

....

Should not be NULL



ytnef: CVE-2017-6298

....

TNEF->subject.data = calloc(size, sizeof(BYTE));          

TNEF->subject.size = vl->size; 

memcpy(TNEF->subject.data, vl->data, vl->size);

....

Should not be NULL







ytnef: CVE-2017-6298

....

TNEF->subject.data = calloc(size, sizeof(BYTE));          

TNEF->subject.size = vl->size; 

memcpy(TNEF->subject.data, vl->data, vl->size);

....
Should not be NULL

Potential NULL
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Taint analysis





X777AM 62

X777AM 62
QUERY



SQL injection
SELECT * FROM Cars WHERE PlateNumber = ' + PlateNumber + '



SQL injection
SELECT * FROM Cars WHERE PlateNumber = ' + PlateNumber + '

// x777am62

SELECT * FROM Cars WHERE PlateNumber = 'x777am62'



QUERY

1';DROP TABLE Cars;--

1';DROP TABLE Cars;--

1';DROP TABLE Cars;--
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SQL injection
SELECT * FROM Cars WHERE PlateNumber = ' + PlateNumber + '

// x777am62

SELECT * FROM Cars WHERE PlateNumber = 'x777am62'



SQL injection
SELECT * FROM Cars WHERE PlateNumber = ' + PlateNumber + '

// x777am62

SELECT * FROM Cars WHERE PlateNumber = 'x777am62'

// 1';DROP TABLE Cars;--

SELECT * FROM Cars WHERE PlateNumber = '1';DROP TABLE Cars;--



SQL injection
SELECT * FROM Cars WHERE PlateNumber = ' + PlateNumber + '

// x777am62

SELECT * FROM Cars WHERE PlateNumber = 'x777am62'

// 1';DROP TABLE Cars;--

SELECT * FROM Cars WHERE PlateNumber = '1';DROP TABLE Cars;--



QUERY

1';DROP TABLE Cars;--

1';DROP TABLE Cars;--

1';DROP TABLE Cars;--



QUERY

1';DROP TABLE Cars;--

1';DROP TABLE Cars;--

1';DROP TABLE Cars;--



Хакер, когда кто-то проектирует по 
оптимистичному сценарию



SQL injection
using (SqlConnection connection = new SqlConnection(_connectionString)) {

  String userName = Request.Form["userName"];

  using (var command = new SqlCommand() {

    Connection = connection,

    CommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + "'",

    CommandType = System.Data.CommandType.Text

  }) {

    using (var reader = command.ExecuteReader())

      // Data processing

  }

}



SQL injection
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  String userName = Request.Form["userName"];
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    Connection = connection,
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      // Data processing

  }

}



SQL injection
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      // Data processing

  }

}
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  using (var command = new SqlCommand() {

    Connection = connection,
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SQL injection
using (SqlConnection connection = new SqlConnection(_connectionString)) {

  String userName = Request.Form["userName"];

  using (var command = new SqlCommand() {

    Connection = connection,

    CommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + "'",

    CommandType = System.Data.CommandType.Text
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SQL injection
using (SqlConnection connection = new SqlConnection(_connectionString)) {

  String userName = Request.Form["userName"];

  using (var command = new SqlCommand() {

    Connection = connection,

    CommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + "'",

    CommandType = System.Data.CommandType.Text

  }) {

    using (var reader = command.ExecuteReader())
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SQL injection
using (SqlConnection connection = new SqlConnection(_connectionString)) {

  String userName = Request.Form["userName"];

  using (var command = new SqlCommand() {

    Connection = connection,

    CommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + "'",

    CommandType = System.Data.CommandType.Text

  }) {

    using (var reader = command.ExecuteReader())

      // Data processing
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}



SQL injection
using (SqlConnection connection = new SqlConnection(_connectionString)) {

  String userName = Request.Form["userName"];

  using (var command = new SqlCommand() {

    Connection = connection,

    CommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + "'",

    CommandType = System.Data.CommandType.Text

  }) {

    using (var reader = command.ExecuteReader())

      // Data processing

  }

}



SQL injection
using (SqlConnection connection = new SqlConnection(_connectionString)) {

  String userName = Request.Form["userName"];

  using (var command = new SqlCommand() {

    Connection = connection,

    CommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + "'",

    CommandType = System.Data.CommandType.Text

  }) {

    using (var reader = command.ExecuteReader())

      // Data processing

  }

}



• Не требует точных значений
• Ищет трассы “заражённых” данных
• Хорош для поиска инъекций

Taint analysis



Taint analysis

Источники
Откуда 

приходят?

Передатчики
Как 

передаются?

Валидаторы
Как 

проверяются
?

Приёмники
Куда не 
должны 

попасть?



libidn: CVE-2015-8948

else if (fgets (readbuf, BUFSIZ, stdin) == NULL) {

  ....

}

if (readbuf[strlen (readbuf) - 1] == '\n')

  readbuf[strlen (readbuf) - 1] = '\0';



libidn: CVE-2015-8948

else if (fgets (readbuf, BUFSIZ, stdin) == NULL) {

  ....

}

if (readbuf[strlen (readbuf) - 1] == '\n')

  readbuf[strlen (readbuf) - 1] = '\0';



libidn: CVE-2015-8948

else if (fgets (readbuf, BUFSIZ, stdin) == NULL) {

  ....

}

if (readbuf[strlen (readbuf) - 1] == '\n')

  readbuf[strlen (readbuf) - 1] = '\0';

\0 lol



libidn: CVE-2015-8948

else if (fgets (readbuf, BUFSIZ, stdin) == NULL) {

  ....

}

if (readbuf[strlen (readbuf) - 1] == '\n')

  readbuf[strlen (readbuf) - 1] = '\0';

\0 lol

-1



XXE (XML eXternal Entities)

Result





XXE (XML eXternal Entities)

XML parser

Result Result



XXE (XML eXternal Entities)

XML parser

Result Result



XXE

XXE

Weakly configured 
XML parser

Tainted data

Способ #1
Ищем только опасный 
парсер

Способ #2
Ищем опасный парсер и 
данные от пользователя



private static string 
ParseRequest(HttpContext context)
{
  var buffer = new byte[context.Request
                               .InputStream
                               .Length];

  context.Request.InputStream.Position = 0;
  context.Request.InputStream.Read(
    buffer, 0, buffer.Length);

  return Encoding.UTF8.GetString(buffer);
}

public XMLRPCRequest(HttpContext input)
{
    var inputXml = ParseRequest(input);

    // LogMetaWeblogCall(inputXml);
    this.LoadXmlRequest(inputXml); 
}

private void LoadXmlRequest(string xml) 
{
  var request = new XmlDocument();
  try 
  {
    if ( !(xml.StartsWith("<?xml") 
        || xml.StartsWith("<method"))) 
    {
      xml = xml.Substring(xml.IndexOf("<?xml"));
    }
    request.LoadXml(xml);
  }
  ....
}



private static string 
ParseRequest(HttpContext context)
{
  var buffer = new byte[context.Request
                               .InputStream
                               .Length];

  context.Request.InputStream.Position = 0;
  context.Request.InputStream.Read(
    buffer, 0, buffer.Length);

  return Encoding.UTF8.GetString(buffer);
}

public XMLRPCRequest(HttpContext input)
{
    var inputXml = ParseRequest(input);

    // LogMetaWeblogCall(inputXml);
    this.LoadXmlRequest(inputXml); 
}

private void LoadXmlRequest(string xml) 
{
  var request = new XmlDocument();
  try 
  {
    if ( !(xml.StartsWith("<?xml") 
        || xml.StartsWith("<method"))) 
    {
      xml = xml.Substring(xml.IndexOf("<?xml"));
    }
    request.LoadXml(xml);
  }
  ....
}



BlogEngine.NET: CVE-2018-14485
private static string ParseRequest(HttpContext context)

{

  var buffer = new byte[context.Request.InputStream.Length];

  context.Request.InputStream.Position = 0;

  context.Request.InputStream.Read(buffer, 0, buffer.Length);

  return Encoding.UTF8.GetString(buffer);

}



private static string 
ParseRequest(HttpContext context)
{
  var buffer = new byte[context.Request
                               .InputStream
                               .Length];

  context.Request.InputStream.Position = 0;
  context.Request.InputStream.Read(
    buffer, 0, buffer.Length);

  return Encoding.UTF8.GetString(buffer);
}

public XMLRPCRequest(HttpContext input)
{
    var inputXml = ParseRequest(input);

    // LogMetaWeblogCall(inputXml);
    this.LoadXmlRequest(inputXml); 
}

private void LoadXmlRequest(string xml) 
{
  var request = new XmlDocument();
  try 
  {
    if ( !(xml.StartsWith("<?xml") 
        || xml.StartsWith("<method"))) 
    {
      xml = xml.Substring(xml.IndexOf("<?xml"));
    }
    request.LoadXml(xml);
  }
  ....
}



BlogEngine.NET: CVE-2018-14485
public XMLRPCRequest(HttpContext input)

{

    var inputXml = ParseRequest(input);

    // LogMetaWeblogCall(inputXml);

    this.LoadXmlRequest(inputXml); // Loads Method Call 

                                   // and Associated Variables

}



private static string 
ParseRequest(HttpContext context)
{
  var buffer = new byte[context.Request
                               .InputStream
                               .Length];

  context.Request.InputStream.Position = 0;
  context.Request.InputStream.Read(
    buffer, 0, buffer.Length);
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Знак, что пора внедрять SAST 
:)
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