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1m} [3 Name of the blog | Welcometo - X |

é

C

Not secure | vasiliev-pc:8081/post/welco

Welcome to BlogEngine.NET

B C:\Windows\System32\cmd.exe m] X

E:\XXE>curl -d "@xxe.xml" -X POST http://vasiliev-pc:8081/metaweblog.axd
<?xml version="1.0" encoding="utf-8"?>
<methodResponse>
<fault>
<value>
<struct>
<member>
<name>faultCode</name>
<value>@2</value>
</member>
<member>
<name>faultString</name>
<value>Unknown Method. (# Copyright (c) 1993-2009 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual

If you see this post it means that BlogEngine.NET is running and the hard part of creating your own

blog is done. There is only a few things left to do.
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SAST (static application security testing)

* AHaNn3 NcxogHMKOB Ha aedekTbl 6€30nacHOCTU
 Shift-left
* Nwer:

* SQL injection

» Path traversal

« XSS
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CTOMMOCTb NCripaBJii€HNA yA3BNMOCTI
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Syntax: A=A

if (A == A)

{ }

if (A == (A))

{ }

if (this.A == this.A)
{ }

if (A == this.A)

{
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Syntax: A=A

if (a == (a))
t}
o

“1> TechLead
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Syntax: A=A

if (@ == (a))
t}
o

“1> TechLead
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EqualsExpression Node

IdentifierName Node

ParenthesizedExpression Node
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EqualsExpression Node

IdentifierName Node
ParenthesizedExpression Node
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EqualsExpression Node

IdentifierName Node

‘a' Token

ParenthesizedExpression Node

)' Token

IdentifierName Node

‘(" Token
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Semantic info

if (lhsVar == rhsVar) lhsvar: 0.5

{ rhsvVar: 0.5
// True

}
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Semantic info

if (lhsVar == rhsVar) lhsVar: 0.4999999999999999
{ rhsvVar: 0.5

// False
}

“ TechLead
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Semantic info

if (lhsVar == rhsVar) lhsvar: 62
{ rhsVar: 42
// False

}
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Semantic info

if (lhsVar == rhsVar)
{
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Semantic info

if (lhsVvar

rhsVar))
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Semantic info

o — N\

if (lhsVar| == |rhsVar)) [ Semantic model ]
¢ 1 I
double double

P i
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Semantic info
Obwass nHopmaums :

* CYLIHOCTb

* CTaTU4eCcKun?

{ e abCTpaKTHbIN?

) * BUpPTYyanbHbLIN?

Tun:

* VHTEepgEencH

« cbopka

* 3HA4YMMbIN / CCbINOYHbIN

if (lhsVar == rhsVar)
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Annotations

var seq = null;
var list = Enumerable.TolList(seq);
if (list == null)
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Annotations

var seq = null;

var list = Enumerable.TolList(seq);
if (list == null)
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Annotations

var seq = null;
var list = Enumerable.TolList(seq);
if (list == null)
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Annotations

Enumerable.ToList( );
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Annotations

List<TSource> Enumerable.ToList(arg)
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Annotations

List<TSource> Enumerable.ToList(arg)

0t nu1g be nyj;
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Annotations

var seq = null;
var list = Enumerable.TolList(seq);
if (list == null)
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Annotations

Null reference exception

var seq = null,;
var list = Enumerable.TolList(seq);
if (list == null)
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Annotations

var seq = null;
var list = Enumerable.TolList(seq);
if (list == null)

always false
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Pattern-based analysis

if (lhsVar == rhsVar) lhsVar: 0.4999999999999999
{ rhsVar: 0.5

// False
}
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1I0S: CVE-2014-1266

if ((err = SSLHashSHA1l.update(
&hashCtx, &signedParams)) != 0)

goto fail;

goto fail;
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1I0S: CVE-2014-1266

goto fail;

if ((err = SSLHashSHA1l.update(

&hashCtx, &signedParams))

1= 0)

goto fail;

1 TechLead
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1I0S: CVE-2014-1266

if ((err = SSLHashSHA1l.update(
&hashCtx, &signedParams)) != 0)

goto fail;
goto fail;
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1I0S: CVE-2014-1266

if ((err = SSLHashSHA1l.update(
&hashCtx, &signedParams)) != 0)

goto fail;
goto fail; Cnoco0b #1 Cnocob #2
be3ycnoBHLIN goto dopmaTtupoBaHue vs
florvka UcrnonHeHus
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1I0S: CVE-2014-1266

if (|(err = SSLHashSHA1l.update(
&hashCtx, &signedParams)) != 0|

goto fail;
goto fail;
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IdentifierName Node

if (condition)

gOt O -Fa 1 l ; GotoStatement Node
goto fail;
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IdentifierName Node

if (condition)
goto fail; _

goto fail;
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IdentifierName Node

if (condition)
goto fail; _

goto fail;
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IdentifierName Node

if (condition)
goto fail; _

goto fail;
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IdentifierName Node

if (condition)
goto fail; _

goto fail;
ExpressionStatement Node

ExpressionStatement Node

LabeledStatement Node ExpressionStatement Node
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IdentifierName Node

if (condition)
goto fail; _

goto fail;
ExpressionStatement Node

ExpressionStatement Node

LabeledStatement Node ExpressionStatement Node
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dopmaTmnpoBaHme vs Normka UCrnonHeHns

if ((err = SSLHashSHA1l.update(
&hashCtx, &signedParams)) != 0)

[
[
[
:»goto fail;
:»goto fail;
[
| °
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MySQL: CVE-2012-2122

typedef char my bool;
my bool

check scramble(const char *scramble_arg,
const char *message,
const uint8 *hash stage2) {

return memcmp(hash stage2,
hash stage2 reassured,
SHA1 HASH SIZE);
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MySQL: CVE-2012-2122

return memcmp(
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memcmp <cstring>

int memcmp ( const void * ptrl, const void * ptr2, size_t num );

Compare two blocks of memory

Compares the first num bytes of the block of memory pointed by ptri to the first num bytes pointed by ptr2, returning
zero if they all match or a value different from zero representing which is greater if they do not.

Notice that, unlike strcmp, the function does not stop comparing after finding a null character.

.. Parameters

ptrl

Pointer to block of memory.
ptr2

Pointer to block of memory.
num

Number of bytes to compare.

¢ Return Value

(Returns an integral value indicating the relationship between the content of the memory blocks:

':;qur: indicates
- the first byte that. does not match in both memory blocks has a lower value in ptrl than in ptr2 (if
< evaluated as unsigned char values)
) the contents of both memory blocks are equal
- the first byte tha; does not match in both memory blocks has a greater value in ptrl than in ptr2 (if
\_ evaluated as unsigned char values)

® TechlLead

VATl Conf2o22




MySQL: CVE-2012-2122

return memcmp(
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MySQL: CVE-2012-2122

my bool

return memcmp(
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MySQL: CVE-2012-2122

int -2 char

typedef char my bool;
my bool

return memcmp(
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MySQL: CVE-2012-2122

typedef char my bool;
my bool

check scramble(const char *scramble_arg,
const char *message,
const uint8 *hash stage2) {

return memcmp(hash stage2,
hash stage2 reassured,
SHA1 HASH SIZE);
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Kak nNoBUTbL?

resType variable = memcmp(....);

resType foo() 1. Haxogum BbI30B
{ memcmp
return memcmp(....); 2. MposepsieM, 4To
sizeof(resType) <
} sizeof(int)

“1 TechLead

%5/ Conf 2022



Basis

Pattern-based
analysis

/™ TechLead

z’ V/
\A I Conf 2022

Data-flow analysis

Taint checking




Basis

Pattern-based
analysis

/™ TechLead

z’ V/
\A I Conf 2022

Data-flow analysis

Taint checking




AN

TechlLead
Conf 2022

NP

NG,
% |
2l

oW o i

N DS, |

RN

a'_%\:ff :
&

Y

3

WAL
7 ' 74
‘KN VY7
L:.S'n-vr.)v.
“a

[



if (ptr || ptr->foo())

{
// Do something
}
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if (ptr[:j ptr->foo())
{

// Do something
}
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if (ptr || ptr->foo())
{

// Do something
}

“m, TechLead
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if (ptr)
{ .... }

auto test = ptr->foo();
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if (ptr)
...}

auto test = ptr->foo();
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if (flag)

{
ptr = nullptr;

auto test = ptr->foo();

“ TechLead
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if (flag)

{
ptr = nullptr;
}
if (ptr) {
auto test = ptr->foo();
}
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Data-flow analysis

BbluncneHne sHa4eHnn BblipaKeHNU
* booleans: true / false
* Integers: ranges
* pointers: null-state analysis

“1™ TechlLead

%5/ Conf 2022



void DataFlowTest(short x) {
if (x > int.MaxValue)
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CWE-570: Expression is Always False

void DataFlowTest(short x) {
if (x > int.MaxValue) // always false

“ TechLead
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CWE-570: Expression is Always False

void DataFlowTest(short x) {
if (x]> int.Maxvalue) // always false

“ TechLead
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CWE-570: Expression is Always False

void DataFlowTest(short| x) {
if (x]> int.Maxvalue) // always false

X (short): [-32768; 32767]
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CWE-570: Expression is Always False

void DataFlowTest(short| x) {
if (x]> int.Maxvalue) // always false

X (short): [-32768; 32767]
int.MaxValue: [ 2147483647 ]
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CWE-570: Expression is Always False

void DataFlowTest(short| x) {
if (x]> int.Maxvalue) // always false

X (short): [-32768; 32767]
int.MaxValue: [ 2147483647 ]
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CWE-570: Expression is Always False

void DataFlowTest(int x) {
if (x > 10) {
var y = x - 10;
if (y < 9)

if (y <= 1)

¥
}
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CWE-570: Expression is Always False

(int x)
if (x > 10) {
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CWE-570: Expression is Always False

(int x) | x: [-2147483648; 2147483647]
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CWE-570: Expression is Always False

(int x) | x: [-2147483648; 2147483647]
if (x > 10) { x: [ 11; 2147483647]

“1™ TechlLead

%5/ Conf 2022



CWE-570: Expression is Always False

(int x) | x: [-2147483648; 2147483647]
if (x > 10) { x: [ 11; 2147483647]
var y = x - 10; y: [ 1; 2147483637]
}

“1™ TechlLead
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CWE-570: Expression is Always False

(int x) | x: [-2147483648; 2147483647]
if (x > 10) { x: [ 11; 2147483647]
var y = x - 10; y: [ 1; 2147483637]
if (y < 9)
}

“1™ TechlLead
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CWE-570: Expression is Always False

(int x) | x: [-2147483648; 2147483647]
if (x > 10) { x: [ 11; 2147483647]
var y = x - 10; y: [ 1; 2147483637]
if (y < 9)
}

“1™ TechlLead
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CWE-570: Expression is Always False

(int x) | x: [-2147483648; 2147483647]
if (x > 10) { x: [ 11; 2147483647]
var y = x - 10; y: [ 1; 2147483637]

if (y < @) // expression is always false

“1™ TechlLead
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CWE-570: Expression is Always False

(int x) | x: [-2147483648; 2147483647]
if (x > 10) { x: [ 11; 2147483647]
var y = x - 10; y: [ 1; 2147483637]

if (y < @) // expression is always false

if (y <= 1)

“1™ TechlLead
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CWE-570: Expression is Always False

(int x) | x: [-2147483648; 2147483647]
if (x > 10) { x: [ 11; 2147483647]
var y = x - 10; y: [ 1; 2147483637]

if (y < @) // expression is always false

if (y <= 1) // ok

“1™ TechlLead
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CWE-476: NULL Pointer Dereference

oid PtrDeref(....
voi ( )’iz,’,,, _

const Wrapper* ptr = flag ? &wrapper : nullptrt

/] ...
if (anotherFlag) {

ptr->foo();

¥
}
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CWE-476: NULL Pointer Dereference

void PtrDeref(....) {

— —
const Wrapper* ptr = flag ? &wrapper : nullptrt
/] ...
if (anotherFlag) {

ptr->foo(); ptr: [potential null]
}

¥

“ TechLead
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vtnef: CVE-2017-6298

TNEF->subject.data =
TNEF->subject.size =
memcpy (TNEF->subject

/1™ TechLead

( Conf 2022

calloc(size, sizeof(BYTE));
vl->size;

.data, vl->data, vl-»>size);




ytnef: CVE-2017-6298

memcpy ( );
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std::MEMCPY

Defined in header <cstring>
void* memcpy( void* dest, const void* src, std::size t count );

Copies count bytes from the object pointed to by src to the object pointed to by dest. Both objects are reinterpreted as
arrays of unsigned char .

If the objects overlap, the behavior is undefined.
If either dest or src is an invalid or null pointer, the behavior is undefined, even if count is zero.

If the objects are potentially-overlapping or not TriviallyCopyable, the behavior of memcpy is not specified and may be
undefined &'.

Parameters

dest - pointer to the memory location to copy to
src - pointer to the memory location to copy from

count - number of bytes to copy

™ TechLead
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std::MeMmaCcpy

Defined in header <cstring>

void* memcpy( void* dest, const void* src, std::size t count );

Copies count bytes from the object pointed to by src to the object pointed to by dest. Both objects are reinterpreted as
arrays of unsigned char .

If the objects overlap, the behavior is undefined.

If either dest or src is an invalid or null pointer, the behavior is undefined, even if count is zero.

If the objects are potentially-overlapping or not TriviallyCopyable, the behavior of memcpy is not specified and may be

undefined #.

Parameters
dest - pointer to the memory location to copy to
src - pointer to the memory location to copy from
count - number of bytes to copy

“1 TechLead
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ytnef: CVE-2017-6298

TNEF->subject.data = calloc(size, sizeof(BYTE));

memcpy (TNEF->subject.data, )

Should not be Ny
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ytnef: CVE-2017-6298

calloc( );

Should not be NULL
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Defined in header <stdlib.h>
void* calloc( size_t num, size t size );

Allocates memory for an array of num objects of size and initializes all bytes in the allocated storage to zero.

If allocation succeeds, returns a pointer to the lowest (first) byte in the allocated memory block that is suitably aligned
for any object type.

If size is zero, the behavior is implementation defined (null pointer may be returned, or some non-null pointer may be
returned that may not be used to access storage)

calloc is thread-safe: it behaves as though only accessing the memory locations visible through its
argument, and not any static storage.

A previous call to free or realloc that deallocates a region of memory synchronizes-with a call to calloc (since C11)
that allocates the same or a part of the same region of memory. This synchronization occurs after any access

to the memory by the deallocating function and before any access to the memory by calloc. Thereis a

single total order of all allocation and deallocation functions operating on each particular region of memory.

Parameters
num - number of objects
size - size of each object

Return value

On success, returns the pointer to the beginning of newly allocated memory. To avoid a memory leak, the returned
pointer must be deallocated with free() or realloc().

On failure, returns a null pointer.
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Defined in header <stdlib.h>
void* calloc( size_t num, size t size );

Allocates memory for an array of num objects of size and initializes all bytes in the allocated storage to zero.

If allocation succeeds, returns a pointer to the lowest (first) byte in the allocated memory block that is suitably aligned
for any object type.

If size is zero, the behavior is implementation defined (null pointer may be returned, or some non-null pointer may be
returned that may not be used to access storage)

calloc is thread-safe: it behaves as though only accessing the memory locations visible through its
argument, and not any static storage.

A previous call to free or realloc that deallocates a region of memory synchronizes-with a call to calloc (since C11)
that allocates the same or a part of the same region of memory. This synchronization occurs after any access

to the memory by the deallocating function and before any access to the memory by calloc. Thereis a

single total order of all allocation and deallocation functions operating on each particular region of memory.

Parameters
num - number of objects
size - size of each object

Return value

On success, returns the pointer to the beginning of newly allocated memory. To avoid a memory leak, the returned
pointer must be deallocated with free() or realloc().

On failure, returns a null pointer.
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ytnef: CVE-2017-6298
"”’,,———"“~\\\ ’///”’,,—————— Potential NULL

TNEF->subject.data|= calloc(size, sizeof(BYTE));
TNEF->subject.size = vl->size;

memcpy(TNEF—>subject.datd, vl->data, vl->size);

hould not be NUL|
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SQL injection

SELECT * FROM Cars WHERE PlateNumber = ' + PlateNumber +
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SQL injection

SELECT * FROM Cars WHERE PlateNumber " + PlateNumber + '

// X777am62

SELECT * FROM Cars WHERE PlateNumber 'X777am62’
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1";DROP TABLE Cars;--

";DROP TABLE Cars;-;
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1";DROP TABLE Cars;--

";DROP TABLE Cars;-;
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1";DROP TABLE Cars;--

";DROP TABLE Cars;-;
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1";DROP TABLE Cars;--

";DROP TABLE Cars;-;
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SQL injection

SELECT * FROM Cars WHERE PlateNumber " + PlateNumber + '

// X777am62

SELECT * FROM Cars WHERE PlateNumber 'X777am62’

“ TechLead

\ fi\/ Conf 2022



SQL injection

SELECT * FROM Cars WHERE PlateNumber " + PlateNumber + '

// X777am62
SELECT * FROM Cars WHERE PlateNumber

'X777am62’

// 1';DROP TABLE Cars;--
SELECT * FROM Cars WHERE PlateNumber

"1';DROP TABLE Cars;--

“1> TechLead
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SQL injection

// 1';DROP TABLE Cars;--

\SELECT * FROM Cars WHERE PlateNumber = '1'@ROP TABLE Car‘sj;——
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1";DROP TABLE Cars;--

";DROP TABLE Cars;-;
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1";DROP TABLE Cars;--

";DROP TABLE Cars;-;
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SQL injection

using (SglConnection connection = new SqglConnection(_connectionString)) {
String userName = Request.Form["userName"];
using (var command = new SglCommand() {

Connection = connection,

CommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + "'",
CommandType = System.Data.CommandType.Text
B A

using (var reader = command.ExecuteReader())

// Data processing

}
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SQL injection

Request.Form["userName" ]

® TechlLead

VATl Conf2o22



SQL injection

new SqlCommand() {

CommandText =
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SQL injection

var command = new SqlCommand()

using (var reader = command.ExecuteReader())
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SQL injection

using (SglConnection connection = new SqglConnection(_connectionString)) {

. —_ = n n
String userName = Request.Form["userName"];
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CommandType = System.Data.CommandType.Text
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SQL injection

using (SglConnection connection = new SqglConnection(_connectionString)) {
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String userName = Request.Form["userName"];
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SQL injection
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SQL injection

using (SglConnection connection = new SqglConnection(_connectionString)) {
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SQL injection

using (SglConnection connection = new SqglConnection(_connectionString)) {

. —_ = n n
String userName = Request.Form["userName"];
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using (var command = new SgqlCommand() {

Connection = connection,
(::::FommandText $"SELECT * FROM Users WHERE UserName = '" + userName + "'",
CommandType = System.Data.CommandType.Text
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SQL injection

using (SglConnection connection = new SqglConnection(_connectionString)) {
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SQL injection

using (SglConnection connection = new SqglConnection(_connectionString)) {

. —_ = n n
String userName = Request.Form["userName"];

_—

using (var command = new SqlCommand() {
Connection = connection,
(::::FommandText $"SELECT * FROM Users WHERE UserName = '" + userName + "'",
CommandType = System.Data.CommandType.Text
A
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Taint analysis

* He TpebyeT TOYHbIX 3Ha4YEHUN
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Taint analysis
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libidn: CVE-2015-8948

—
else if (fgets (readbuf, BUFSIZ, stdin) == NULL) {

if (readbuf[strlen (readbuf) - 1] == '\n')
readbuf[strlen (readbuf) - 1] = '"\@';
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libidn: CVE-2015-8948

—
else if (fgets (readbuf, BUFSIZ, stdin) == NULL) {

if (readbuf[strlen (readbuf) - 1] == '\n')
readbuf[strlen (readbuf) - 1] = '"\@';
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libidn: CVE-2015-8948 \@ lol
—

else if (fgets (readbuf, BUFSIZ, stdin) == NULL) {

if (readbuf[strlen (readbuf) - 1] == '\n')
readbuf[strlen (readbuf) - 1] = '"\@';
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libidn: CVE-2015-8948 \@ lol
—

else if (fgets (readbuf, BUFSIZ, stdin) == NULL) {

} -1

if (readbuf[|strlen (readbuf) - 1] == '\n')
readbuf[strlen (readbuf) - 1] =
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XXE (XML eXternal Entities)

_B un;
XML ;luu= -
Result
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M [ Newtab ol -

< > ¢ |Q

] = @

For quick access, place your favorites here on the favorites bar. Manage favorites now

he:

R .
InPrivate browsing

InPrivate search with Microsoft Bing

+" What InPrivate browsing does
Deletes your browsing info when you close all InPrivate windows
Saves collections, favorites, and downloads (but not download history)

Prevents Microsoft Bing searches from being associated with you

Always use “Strict” tracking prevention when browsing InPrivate

If this is off, we'll use the same tracking prevention setting as a normal browsing window

¢ What InPrivate browsing doesn't do
Hide your browsing from your school, employer, or intemet service provider
Give you additional protection from tracking by default

Add additional protection to what's available in normal browsing

J More details
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XXE

CTIOCOo0 #1
Niem TonbKo onacHbIN

lnapcep

-
Weakly configured
XML parser

Cnocob #2
_ uwem onacHbIn napcep n
Tainted data [aHHble OT Nonb3oBaTens
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private static string
ParseRequest (HttpContext context)
{
var buffer = new byte[context.Request
. InputStream
.Length];

context.Request.InputStream.Position = 0;
context.Request.InputStream.Read(

buffer, 0, buffer.Length);

return Encoding.UTF8.GetString(buffer);
}
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private static string
ParseRequest (HttpContext context)
{
var buffer = new byte[context.Request
. InputStream
.Length];

context.Request.InputStream.Position = 0;
context.Request.InputStream.Read(

buffer, 0, buffer.Length);

return Encoding.UTF8.GetString(buffer);
}
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BlogEngine.NET: CVE-2018-14485

private static string ParseRequest(HttpContext context)

{
var buffer = new byte[context.Request.InputStream.Length];

context.Request.InputStream.Position = 0;

context.Request.InputStream.Read(buffer, 0, buffer.Length);
\/

return Encoding.UTF8.GetString(buffer);
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BlogEngine.NET: CVE-2018-14485

public XMLRPCRequest(HttpContext input)

{ /\

var inputXml = ParseRequest(input);
_/
// LogMetaWeblogCall(inputXml);

this.LoadXmlRequest(inputXml); // Loads Method Call
4‘/> // and Associated Variables
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BlogEngine.NET: CVE-2018-14485

private void LoadXmlRequest(string xml) {
var request = new XmlDocument();
try {
if (!(xml.StartsWith("<?xml") || xml.StartsWith("<method"))) {
xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);

¥
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BlogEngine.NET: CVE-2018-14485

private void LoadXmlRequest(string xml) { [inputXml -> xml]

var request = new XmlDocument(); k\\‘

try {
if (!(xml.StartsWith("<?xml") || xml.StartsWith("<method"))) {

xml = xml.Substring(xml.IndexOf("<?xml"));

} (—
request.LoadXml(xml);
}
¥
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BlogEngine.NET: CVE-2018-14485

var request = new XmlDocument();

request] LoadXml(xml);
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private static string
ParseRequest (HttpContext context)
{
var buffer = new byte[context.Request
. InputStream
.Length];

context.Request.InputStream.Position = 0;
context.Request.InputStream.Read(

buffer, 0, buffer.Length);

return Encoding.UTF8.GetString(buffer);
}
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private static string
ParseRequest (HttpContext context)
{

var buffer = new byte[context.Request
.InputStream

.Length];

context.Request.InputStream.Position =
context.RequestLInputStream.Read(

: :
bu{f;;, @, buffer Leﬁé%ﬁzz::)

return Encoding.UTF8.GetString(buffer);
paliail- L
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itoxt  Request. InputStreas. Length);

context Request.InputStreas Position = @;
Kontext ‘(equest} InputStream. Read(buffer, 0, buffer.Length);
— —— A

N
\

e \
UTF8.GetString(buffer); |
-

Blogengine.NET B

otUrl = AbsoluteWebRoot . ToSt

text. Neqgue t 1 tri ] ostri '3
var input = new XMLRPCRequest(context);
var output = new (input . NethodNane)

#CSharp #Knowledge #Security

Y43BMMOCTU 13-3a 06paboTkn XML-
danno.: XXE B C# NpunoxeHnsx B
TEOPUN 1 Ha NpaKTUKe

SCAN ME

Kak npoctaa obpaboTtka XML-painnos MOXeT cTaTb gedpekToM
6e3sonacHocTU? Kakmnm obpasom 610r, pa3sBépHyTbi Ha BaLlei
MalLMHe, MOXeT CTaTb MPUYNHON yTeukun AaHHbIX? CeroAHs Mbl
OTBETUM Ha 3TU BOMPOCkI 1 pa3bepém, 4Tto Takoe XXE 1 Kak 3Ta
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Data-flow analysis

Taint checking
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Taint checking
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