YYEBHBWWUEHTP
W MACKOM
PVS-Studio
OUCKNEUMEP / DISKLAIMER

[laHHOEe BbLICTYNMEHNE CoAepPXUT Matepuarnbl, KOTOpble MOryT ObiTb Hernpuemsrembl, HEYMECTHbl UMM OCKOPOUTENbHbI ANS HEeKOTOPbIX
3putenen. NpocmMoTp AaHHOIO BbICTYNSIEHNA PEKOMEHOYETCA TONbKO NMuam ctapwe 18 neT B COOTBETCTBUM C 3aKOHOA4ATENbLCTBOM. BbiCcTynneHune
npegHasHa4vyeHO UCKMYUTENBHO A9 IOMOPUCTUYECKUX Lerien N He HeceT B cebe HamepeHnsa ocKopbuTb Unn yHU3uTb Koro-nmbo. Bce cueHapun,
NEPCOHaXN N CUTYaLUN SBASKOTCA BbIMbILUIIEHHBIMU U HE MMEKT OTHOLLUEHUSA K pearibHbiM COObITUAM UNKN ANYHOCTSAM. KOMOPUCTUYECKUIA KOHTEHT
AAHHOrO BbICTYMNIEHNA MOXET COAepXaTb HEHOPMATMBHYIO JIEKCUKY, CEKCyaribHble CLIEHbI, HACUNne, KPOBb, Pe3KMe U/ rpOMKMUE 3BYKWU, a TakxKe
CBETOBbIE BCIMbIWKNA UNIN Opyrne dneMeHTbl, KOTopble MOryT Bbi3BaTb AUCKOMMOPT WKW HENnpusidaHb npu npocmoTtpe. [1pocMoTp BbICTYNNIEHUS
npoucxognT Ha cOBCTBEHHOE YCMOTPEHME U PUCKM 3pUTENS, KOTOpbIn GepeT Ha cebsi OTBETCTBEHHOCTb 3a CBOW Bblbop. Bce penctemst Gbinmn
BbIMNOMHEHbI NPOdEeCCMOHaNbHLIMU akTepaMn 1 UCMOSTHUTENAMU C UCMONb3oBaHNeM cneudddekToB n 6esonacHoro obopynoBaHus. He nbitantecb
NOBTOPUTbL WM BOCCO34aTb KakMe-nnmbo CueHbl M3 BbICTYNNEeHUsi. ABTOpP He HECET OTBETCTBEHHOCTU 3a nobble BO3MOXHbIE HeraTUBHbIE
nocneacTBus, Bbl3BaHHbIE MPOCMOTPOM LAHHOMO BbICTYMNSIEHNA, U PEKOMEHOYET 00PaTUTLCA 3@ NMOMOLLBIO K KBannguuMpoBaHHbIM crneumanmctam B
cnyyae BO3HMKHOBEHMUS NMCUXONOMMYECKMX U AMOLIMOHaNbHbIX Npobrem B pesynsrate NpocMoTpa.

[laHHO€e BbICTYNNEeHMe He pPEeKOMEeHAYEeTCs K MPOCMOTpy nuuam mnagwe 18 net, HOCUT UCKIYUTENBHO HOMOPUCTUYECKUIA XapakKTep U He
ncnonb3yeTcs Ana pacnpocTpaHeHust MHopMauum ¢ Lenbo ONopoYvnMTb foger no npu3Hakam norna, Bo3pacTta, pacoBOW UM HaLMOHAaNbHOWM
NPUHAANEXHOCTN, A3blka, OTHOLWIEHUS K penurmm, npodeccun, mecTta XuTenbctBa U paboTbl, HE COOEPXKUT MNPU3BbIBOB K OCYLLECTBIIEHNIO
TEPPOPUCTUYECKON N SKCTPEMUCTCKON AEATENBHOCTN, Y4aCTUIO B MACCOBbLIX MEPONPUATUAX, NPOBOAUMbIX C HAPYLLUEHNEM YCTAHOBNEHHOIO NOpsiaka,
He OEMOHCTPUPYET HeyBaXeHue K oOLLecTBY, rocygapcTtBy, ouumanbHbIM rocygapcTBEHHbIM cumBoriam Poccuiickon ®egepauumn, KOHCTUTYLUN
Poccuickon ®egepaunm nnm opraHam, oCyLLECTBIISAOLWMM rocyaapCTBEHHYI0 BnacTb B Poccuinckon depepaumn.

MHeHUs, 03BYYEHHbIE B OAHHOM BbICTYNNEHUU, SABNSAKTCSA OLEHOYHbIMU CYXOEHUAMM U B COOTBETCTBMM C NpuHUMnamm ceBobobl CroBsa,
Bblpa)keHHbIMUK B CT. 10 eBpONENCcKON KOHBEHLMM MO NpaBam YenoBeka, cBOOOAHbLI K pacnpOCTPaHEHUIO U HE ABNSKOTCS MPU3bIBOM K COBEPLLEHNIO
NPOTMBOMNpPaBHbIX OeNCTBUA. BbICTynneHne MOXeT cofep)xatb MH(OpMauuio, MPOCMOTP KOTOPOM B COOTBETCTBMU C (hedeparnbHbIM 3aKOHOM
Poccuinckon ®epepaumm ot 29 aekabps 2010 r. Ne 436-03 «O 3awuTte geten ot MHopMauumn, NPUUNHAIOLWEN Bped UX 340POBbLI0 U PasBUTUIOY,
AOCTYMNEH TONbKO Ans nuu ctapwe 18 net.




Kak yuntb PBI1O/BPI1O?

Kak mbl cozpgaBanu nydwue Kypchil
no 6esonacHou paspabotke B YL1 MACKOM

OnbIT NpuBnNeYeHus nNapTHepoB
(Ha npumepe PVS-Studio)

Butanuu lNukos
pyKkoBOAUTENb HanpaBneHus obyvyeHns

no PBIMNO/BPIO, npenogaBaTtesnb
HOY AMNo «YUBN « MACKOM»




Butanuu lNukos

Oo6wunn ctax paboTbl: bonee 26 nerT.

Ctax npenopaBaTtefibCKOU paboThbl:
bonee 10 ner.

Microsoft Certifications Earned:
MCT, MCPS, MCSA, MCTS.

ABTop 6ornee 30 Hay4HbIX
nyonukaumn.

UnTalo KypcChbl, MPOBOXY 3aHATUSA B
obnacTtn nHpopmayMoHHON
6e3onacHOCTHN, 3aLlmTbl MHdOpMaLNK
N NHPOPMALMOHHbIX TEXHOOIMNN.




Hekommepueckoe obpa3oBaTenibHoOe y4pexaeHue
AOMNOSIHUTeNIbHOro npodgeccMoHanbLHOro obpasoBaHusA
«Y4eOHbIN LueHTp 6e3onacHocTn nHcpopmauum « MACKOM» 1(4) PVSIStudio)

HOY OMNO «YUBU «MACKOM» co3sgaH B 1998 roay.
310 oTpacneBas o6pasoBaTenbHasa nnowagka Aons
pykoBoauTenemn n crneymanmncToB B obnactu

be3onacHOCTM M 3aWnTbl MHOPMaUUN NpeanpuaTun, a
TaKke pykoBoguTenem u cneunmanuctoB npeanpuaTum
0DOPOHHO-MPOMBbILLSTIEHHOIO KOMMJiekca (Ol1K)
y4dacTBYHOWMX B rocygapctBeHHOM ODOOpPOHHOM 3akase
(FO3).

Inpep B CermMeHTe OOMNOJSTHNTENBLHOrO
npoeccrnoHarnbHOro  obpasoBaHMss MO BOMpocam
NHJOOPMaLIMOHHOW besonacHocTu, 3alunThl
rocygapcTtBeHHou TanHbl u UT. BE3
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Hekommepueckoe obpa3oBaTenibHoOe y4pexaeHue
AOMNOSIHUTeNIbHOro npodgeccMoHanbLHOro obpasoBaHusA
«Y4eOHbIN LueHTp 6e3onacHocTn nHcpopmauum « MACKOM» 2(4) PVSIStudio)

dakTbl 060 HOY ANO «YUBU «MACKOM»:

- bonee 27 net Ha pbiHKke 0bpasoBaTeSibHbIX YCHYr.

- ExerogHo noBbiWAOT KBanudukauuo unn npuobpetatoT HOBbLIE 3HaAHUS Oonee
2,000 yenoBek.

- Obyyaem: odnanH (6onee 15 y4y. KnaccoB), OHMNaWH, CMELLUaHHbIN dopmar
oby4yeHus.

- bonne 50 pasnuyHbiXx nporpaMmm o060y4YeHus, MOBbIWEHUSA KBanudukauum u
npodeccnoHanbHON NepenoaroToBKMU.

- 3aHatus npoBoasaTCcs B KOMdopTabernbHbIX Kraccax, 060opyaoBaHHbIX BCEM
HeobxoauMbIM Ans y4ebHoro npouecca

- Kypcbl BkntoyawoT B cebsi npakTuyeckme 3aHATUS Ha HOBOM COBPEMEHHOM
obopynoBaHum.

- Mbl nocTosiHHO pa3BuBaemcsi, 06HOBNSAS y4ebHble NporpaMmmbl 1 060pyaoBaHME.

- [MpenopaBaTtenn OEWCTBYWOLWIME MPAKTUKKA, WUMEKOLMNE Yy4YeHble CTeneHu
NpodheccopoB M [AOLEHTOB, KaHOMOATOB M [OOKTOPOB HayK, a TakKkKe MHOrofneTHui
npenogaBaTenbCKUiM U HaYy4YHO-NPUKNaAHOW OnbIT paboThl.

- Oby4yeHune no psagy nporpammam cornacosaHo ¢ PCTIK Poccun n ®Cb Poccun.

- M'nBkme ueHoBble NPeanoXeHns, CKUAKN.

- BblesgHble kopnopaTuBHbIE MEPONPUATUS HA TEPPUTOPUN 3aKasumKa

- YoobHoe pacrnonoxeHue (pssgoMm ¢ MeTpo «BopoHuoBckas» / «Kanyxckas»).

NV MACI OM
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PBI1O/BPNO
— BeCbMa «ropsiyas» rema!

30-# HO6uneAHbIR

POPYM

Texxonoru u besonacHocTs

10:00 - 16:30 | CUHUM 3AN

Skcneprbl U
akcneptu3sa PBIMO.
Bbi3oBbl Hawero
BPeMeHMU

13 ¢espans 2025

Bcrpeua coobuwecrsa,
CHOPMMPOBABLUETOCS MOA 3TMAOHM
napruepcrea ®CTIK Poccum u UCIM PAH
no Pa3BUTHIO METOAMK, NPaKTHK M
MHCTpyMeHToB paspaborku 6esonacHoro
no.

MpaktMuecku eAMHCTBEHHAs NNOLWAAKa,
MO3BONSIOLLAN AKTUBHBIM YYACTHUKAM
coobuiecrsa obmeHMBaTbCR UHOOPMaLUeN O
peanusx HEAPEHMA NPaKTUK pa.lpaéon.u
6esonacHoro MO, ykpennsars
FOPM30HTaNbHbLIE CBA3U B KPYry

©AWHOMBILLMEHHUKOB

W MACKOM

10:00 - 16:30 | KOH®EPEHL-3AN 3

MoaxoAbl M
MHCTPYMEHTbI
ynpaeneHus
npoueccom PBMNO

13 despana 2025

Macrep-tpek, cemmHapsl,
TEXHONOrMUYecKan aKcnepru3aa

PeanbHblit onbiT N0 BHEAPEHMIO
6esonacHoi paspaboTku M NpakTMkW noct-
PENU3HOrO COMPOBOXAEHMS, akTyansHble
nameHeHus B [OCTax u cepmdmkaumm
npoueccoe GeaonacHoi pa3paborku.

Mpaximyeckuit oneit Heaperus PEMO e

KOMMaHUAX: NPeAnoCkINKA, 3atpatel, KaApbl.

CobcreeHHble Hapabotku B obnactu

MHCTPYMeHTOB M metoamk PBIMO.

28 aBrycra 2024 roga

HaBante pa3bupartbca Bmecrte!

PBMNO ans: 30 KUWU, LleHTpobaHka,
MUHOBOPOHLI... u Bawen pupmbl.
AKTyanbHOCTb'Co3aaHuA 6e30nacHoro

nporpaMmmHoro obecneyeHus

WIIN KaK TakK nony4aercs,

TO'KPacoTbl B NPUNOXEHUsAX cTano 6onbLue;

Bebunap Ne 1 cepuv oHnaitH BeGUMHapoB No TeMe:

a be3onacHocTu — Meubme

«Paapaborka HGesonacHoro nponpammioro obecieyenms) (PBQ g? ‘ /

KOHGISEPEHLIMH UCI1.PAH

MHHOBALI,VIOHHbII/I I(J1ACTEP «J'IOMOHOCOB»

11-12 D,EKABPH 202 111"

17
MOCBALLAETCSH 30- ﬂETVlIQ ld ﬂ P 3WWETM|O PAH
LC) ®OPYM

|;.Ym

= @ IleHb 6e30nacHoi
pa3pa6otku M0

BE3OMNACHAA PASPABOTKA (SDL).
NOAXOAbI U UHCTPYMEHTDI
YNPABAEHUA NMPOLIECCOM

5 nioHsn

16.02.2023 NPY NOAAEPKKE
us APMIN

® OTeyecTEeHHbIN copT infotecs

Poccuiickoe Mporpammioe Obecnevenme

ccl|=". Bwenok M CTUHIPEM

/ ) HoBoe u xopoluo 3a6biToe

cTapoe U KakKue aTaku
Ha MO6UNKK aKTyallbHbl B

nanallnmn ﬂaamcnom nnlrlamunm D.lcllelﬂﬂul
o vo 2024 roay

R — R

KoHpepeHums no
6e30MacHOCTU NPUNOXEHUI

¢§) SafeCode (DyHnAMEHTAn bHbIX

TEXHOJTIOMMM

a pyHAaMEHTaNbHbIX
TexHonornii P6MNO

SateCode SafeCode — koHdpepeHLs o 6esonacHoCT ' Bui noanucans!
NPUAOXKEHNIA

LEHTP
KNBEPBE3OMACHOCTU

I siliions

no|GesonacHoit paspaﬁome‘

5 mions 2024 ) @ Mocksa, LOFT HALL#2 Odnaitn

BEKOH

KondepeHuus no BEzonacHocTn
KOHTenHepoB 1 KOHTEMHEPHbIX cpen

YUCBZ

besonacHas pa3pabotka
MO anAa 3HaYMMBbIX
o6bekTos KUK

kaspersky

Certification
Day 2024
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% WHIHCTEPCTE0 KICTHURH POCCHACKOR @EDERALIH
3APETHCTPHPOBAHO

Perycrpaunontui M ZZFF6

GEJEPATIBHAS CITYXKEBA *
[0 TEXHUYECKOMY M 3KCIIOPTHO!
(®CTIK Poccun)
MPUKA3
« 4 » pexabps 2023 . Mockea Ne 248

06 yreepxpennn [Topaaka nposefenns cepTudnKkanny npoteccos Gesonachoii
paspaGoTKn NPOrpaMMHOro ofecneyenns CPejICTs 3alIATHI NHGOPMANHH

B cooTseTcTBHH C noaryHKToM 13 nynkra 8 Monoxenus o PegepanbHoi cayxbe
0 TeXHUUECKOMY M 3KCTOPTHOMY KOHTPOJIO, YTBEpXKZeHHOro Ykasom Ilpeswjenta
Poccuitckoit Pepepauyuu ot 16 arycra 2004 r. Ne 1085, # MyHKTOM 9 NPHIOKEHHS,
yTBEpM/AEHHOTO rocTaHoB/eHkHem IlpasuTenscTea Poccuiickodl Pegepaym o1 15 Mast
2010r. Ne330, IPHKA3BIBAIO:

1. ¥TBepAuTh npunaraembiii TT0pAZOK NPOBEJEHHA CePTH(MKALMM NPOLECCOB
Ge3onacHoii paspabOTKH MPOrPaMMHOTO oGecrieyeHHs CPe/ICTB 3aIHThl HHOPMALHMH.

2. YCTaHOBHTS, YTO HACTOAIIHH NPHKa3 BCTYIAeT B CHiy ¢ 1 Mioks 2024 .

MPEKTOP DEJEPATTBHOM CITYKBEI
[10 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJTIO

W B.CE/IMH

YTBEPXKJIEH
npuxazom DCTIK Poccrn
or_4_nexabps 2023 r. Ne 248

Hopsinox np cepTH Beac i 60TKH

F pasp
TIPOTPaMMHOr0 0Gecneen s CPeNCTR SRMNTE HHpOPMAIHH

1. Ceprudpuxanus nponeccon [POCKTHPOBAHHA H [POHIBOMCTEA IPOrPAMMHEOTO
ofecrievernd (manee - mpomeccsr  Gesomackoit Ppa3paboTKH  mpoOrpaMMHOro
ofecneyeH s) CpeacTs 3amTEL HHpop , COter COCTaBISOIIHE
TOCYNapCTBeHHYIO TAliHy MAH OTHOCHMBIE K OXpAaHSeMON B COOTBETCTBHH C
3aKOHOMATeNBCTBOM  Poccniickoii Demepauun  uuoil MHOPMAINE  OTPaHHYEHHOTO
HAOCTYNA, OCYTUSCTBIACTCS HA COOTBETCTBHE TPeGOBAHHSM HALHOHATEHOIO cTanuapTa
Poccniickoii ®eneparun FOCT P 56939-2016 «3amura mAQopMaumH. PaspaGorka
Ge3onacHoro mporpaMmHore ofecriedenns. Obume 1peGoBaHHA», YTBEPAIEHHOTO H
BBEJAEHHOr0 B JeHCTBHE NpHKazom DenepanbHoro areHTCTBAa O TEXHHYECKOMY
PEry/THPOBAHUIO 1 METPONOTHE oT 1 mions 2016 r. Mo 458-ct' (nanee — TpeGoBanus mo
6e3onacroii paspaGotke).

2. Ceprucmkauns  npoueccoB  GesoracHoit pa3paboTk¥  mporpamMmHOro
obecniederns (naree — ceprudmkais) OCYMIECTBIAETCH HAa OCHOBAHHHM JOTOBODA,
3AKMOYACMOr0 _ HITOTOBHTENEM  CPEACTBA  3AIIHTHI  MHGOPMALMH (nanee —
H3TOTOBHTENb) ¢ OPraHOM [0 CepTHOHKAIHIL.

3. MsroToBuTeNs npH HamepeHHH CePTHROHIAPOBATE TPOLIECCEl Ge30nacHod
pa3paboTkH MPOrpaMMHOre obecreyeHus BHIOMpaET [uiA NpoBefeHHs cepTudUKALMH
axkkpeuTopannbiii (PCTIK Poccuu opras mo cepTHOHKALMH, COMTACOBBLIBAET ¢ HiM
CPOKH IPOBENIEHHA CePTHHHKALHH,

4. Jlna moNyueHHs CepTH(MKATA COOTBETCTBHS H3OTOBHTENH TIpeACTABNSET B
DPCT3K Poccun 3anpKky Ha ceprr@HKaimio (fanee — 3assKa),

B 3asske yxasusaores:

a) momHoe W cokpaienHoe (npn HATHYWH) HAMMEHOBaHHE W3IOTOBHTENS, ero
OpraHH3aLHOHHO-TIPaBOBas (opma;

G) alpec 10PHAHYECKOTO NHIA B MpeneNax MecTa HAXOIKIEHHA IOPHIHYECKOTO
JIHIA — M3OTOBHTEIS;

B) a7ipec JUiA KOPPECTOHICHLMH H3rOTOBU TS,

r) damuing, uMA W oTHecTso (MPH  HANH4MH) JMIA, OTBETCTBEHHOTO
32 CePTHRHKALMIO;

! M., «CrannapTandopw», 2016,
* Iymxr 11 Tonowensa o CCPTHHHKALMKN  CPEACTE  3AUINTH
by crea F Denep o1 26 moua 1995 r. Ne 608,




Kaspersky

CepTudpukar N21
DCTIK Poccum

«JlabopaTopus Kacnepckoro» nepeoid
npoLuna ceptTudrKaLmio NPoLIECCoB
6esonacHol paspaboTku

lkaspersky

COOTBETCTBMM NPO

TpeboBaHusam MOCT P 56939.

CepTudukaLo NpOBOAUIN HA COOTBETCTBYME ABYM peAaKLuUsaM:
2016 roga v 06HoBNeHHO — 2024 roga. 3T0O 3HAYUT, YTO
«Jlabopatopus Kacnepckoro» oTBevaeT BceM TpeboBaHUSAM K
6e30macHoi pa3paboTke He TO/IbKO Ha YpoBHe oTAenbHoro MO, HO
1 BCEW KOMMaHWN.

MoapobHee o Haluem NyTu k cepTudukaty Nel 1 0 Tom, Moyemy Mbl
3aHUManuncb 6e3onacHon pa3paboTkoi A0 TOro, Kak 3TO cTano

MenHeTpiMom oba3aTenbHbIM 41A Bcex — KapuHa HanagoBckas,
pykoBoAUTeNb LieHTpa cepTudumKaLmm 1 COoTBETCTBUA CTaHZapTam

v

2D (k1D (49 ®c @1

https://t.me/kasperskylab_ru/5468

https://www.kaspersky.ru/about/press-releases/laboratoriva-kasperskogo-pervoj-v-rossii-proshla-sertifikaciyu-processov-bezopasnoj-razrabotki-i-poluchila-sertifikat-1-v-fstek-rossii
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O koMnaH

[na GusHeca MapTHepo!

kaspersky A sous

«JlabopaTopusa Kacnepckoro» nepeoi B Poccum npowuna
cepTudunkaymio npoueccor 6esonacHol pa3paboTku n
nonyuuna ceptupukar N21 B PCTIK Poccun

7 okTsbps 2024 .

CepTdHKAT Aa8T 3HaUUTeNbHDIe KOHKYPEHTHbIe NpenMyLiecTBa

Ceptudukar Ne 1 o cooTBeTCcTBUMU
npoueccoB 0e3onacHoOM pa3padboTku
AO «JlabopaTopusa Kacnepckoro»

FOCT P 56939

at — AEELL L ;,‘ |
V< MACIKOM

CHUCTEMA CEPTUO®HUKAIIUNA
CPE/JICTB 3ALIIMTHI TH®OPMAILIMA

CEPTU®UKAT COOTBETCTBUSA
Nel

Boipjan: 25 cenmibps 2024 1.
Metictaurener f0: 25 centabps 2029 r.

H i C YA P uro mpoueccsl Gesonackoi
pasp p P ofmecrsom  «Jlaboparopus
Kacriepckoron (AO  «JlaGoparopus Kacniepckoron), COOTBTCTBYIOT TpeGoBaHmsM
HAaUMOHaNEHOro cranaapra NOCT P 56939-2016 «3aupwra undopmauym. Paspaborka
Ge3onacHoro mpor obecr O6wme Tp y
"

B areHTCTBa 110 TEXHWYECKOMY
Pery/HpOBaHHIO M METPO/IOrkH OT 1 Miors 2016 r. Ne 458-ct.

C BBIJIAH Ha Pe3yALTaToB CepTHOUKALH, NPOBEAEHHOH
OpraHoM 10 CepTMQHMKAUMM  (e/jepaibHOr0  roCyAapCTBeHHoro  OrofpkeTHOrO
yupexzeHusa Hayku VHCTUTYT CHCTeMHOrO nporp p um. B.IL
Poccuiickolf  akagemuu Hayk  (arTecrar  akkpepuTauum  or  24.05.2024
Ne C3Y RU.0001.015100.A009) — 3KcnieprHOe 3axmoueue or 30.08.2024.

3AMECTUTE/D TMPEKTOPA ®CT3K POCCHHA

’\ - E—
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OCTOK Poccuum noarsepauna craTtyc
B6e3onacHOCTM NpoLeccoB paspaboTynka
Astra Linux

MNpecc-penus - 2502 2025

000 «PycbWTex-Actpa» (BxoauT B MAO «Ipynna
AcTpa») obbsBMna 0 NonyyeHUn ceptudurkaTa
®CT3K Poccum N? 3 ot 28.01.2025 T,
noATBepXAatoLLero COOTBETCTBME NPoLEecCcoB
6e3onacHoii pa3paboTkM HauWoHaIbHOMY
ctangapty Poccuitickoil ®epepaunmn TOCT P
56939, coobulaeT KOMNaHWS BO BTOPHUK.

JoKyMeHT oopMieH Ha OCHOBaHWUU 3aK/oYeHWs

MHCTUTYTa CUCTEMHOro NporpaMMMUpoBaHKA UM.
B.l. MBaHHMKoBa PAH. Npu noaroToBke K cepTudmkaumm 1 cTaHgapTM3aunMy npoLeccos
BesonacHoi pa3paboTkm BbINK yuTeHbl NOMOXeHUs HOBOW pefakumu TOCT P 56939-2024,
BBelEHHON B AercTeue € 20.12.2024.

MonyyeHHkI cepTuduKaT NoATBEPXAAET, YTO B LUTATE KOMMNaHUW TPYASTCS
KBanuguumnposaHHble NB-crneumanucTbl U BbICTPOEHbI HaAeXHble npouecchl 6esonacHom
pa3paboTku, YTO NO3BOMISIET CAMOCTOATESIbHO NPOBOAWUTL UCCNEA0BaHUS, CBA3aHHbIE C

BHECeHMEeM N3MEHEHWIA B CEpTHCDMLLHpOBaHHbIe NMPoOAYKThbI Bes npueBnedeHnA MCMbITaTeNbHOM

V)

. MACIKDOM
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MHHHCTEPCTBO NPOMBIILIEHHOCTH H TOPFOBJIH
POCCHACKON ®EAEPALIHA

DEJEPAJIBHOE ATEHTCTBO
MO TEXHHYECKOMY PET'YJIHPOBAHMIO H METPOJIOTMA
(Poceraunjapr)
. < NMPUKA3
OKTs0ps 2024 .
o 1504-ct
Mocksa
06 yTBep JBHOTO CTAHAAPTA

Poccuiickoii ®eaepauun

B cooTBetcTBUH CO cTaTheil 24 DesepaibHoro 3akoxa ot 29 mioms 2015 r.
Ne 162-®3 «O craupaprusaumy B Poceniickoii ®eaepaunu» M p MK a3 bl Ba 10

1. VTBepauTh  HauMoHanbHblii  cramjapr  Poccwiickoii  ®enepaumu
FOCT P 56939-2024 «3ammra unpopmauun. PaspaGoTka GesonacHoro
nporpaMmioro obecnederns. Obume TpeGoBaHus» C naToil BBEJCHHs B JeHCTBHE
20 nexabps 2024 r.

Bsamen TOCT P 56939-2016.

2. VpaBneHMio CTaHAAPTH3ALMK 00ECrieyuTh pa3MellieHue HHpopMauuu
06 yTBEp/K/ICHHOM HACTOSIUIMM NPHUKA30M CTaHgapre Ha OdHLMATbHOM  caiiTe

~  Poccraniaprta B HH(OPMAIMOHHO-TENEKOMMYHHKalMOHHOH cetn  «MHTepHeT
(nanee — oHIHAIIBHBI CAlT) C yHETOM 3aKOHOAATEIILCTBA O CTAaHAAPTU3ALHH.

3. QenepanbHOMY roCy1apCTBeHHOMY GI0KETHOMY YHPeRTCHHIO
«POCCHIICKHil MHCTHTYT CTaHJApTH3aLUMW» PA3MECTHTH YTBEPKACHHDIH HACTOALIMM
[PUKa30M CTAHAAPT Ha OQHLUAILHOM CaiiTe B YCTAHOBJICHHOM IOPS/KE.

4. 3akpenuTh  YTBEPKEHHbIH HACTOSIIAM NpUKa30M  CTaHAapT
33 TEXHHUECKHM KOMHTETOM 10 cTaujapruaumu Ne 362 «3ammta un(opmanum»

(TK 362).
Mognukrivk 3ne) /MENTa, NOANKCANHOT 31,
FPRHHTCA 8 eK}HH0r0 AoKyexTooBopoTa
e
PykoBoznuTens Iz TE m A.IlIlanaeB

WWanaes Aivoh Masaosiny -/
Aeficrarenes; c 27.02.2024 Ao 22.05.2028 !

SENEPANBHOE AFEHTCTBO
NO TEXHUYECKOMY PEMYNHPOBAHUIO U METPONOIr UM

HAUMOHANbHBLIA rocTP
CTAHOAPT
POCCUNCKON 56939—
OENEPAUMNM 2024

3awmra nHdopmauymm

PA3PABOTKA BE3OMNACHOIo
NMPOrPAMMHOIO OBECMNEYEHUA

O6wue TpeboBaHus

Hapaune opuumansroe

NV MACI OM

PBMNO - ato cokp. or «PaspaboTka

besonacHoro  [MporpammHoro  Obecne4vyeHusi»
(PBIMO).

FOCT P 56939-2024

«3.2 6e3onacHoe nporpamMmHoe
obecnevyeHue: [lporpammHoe  obecneyeHue,
paspaboTaHHOEe C UCMOSib30BaHNEM COBOKYMHOCTM
Mep, HanpaeBneHHbIX Ha  NpegoTBpalleHne
NnosiBNeHns n yCTpaHeHune ys13BMMOCTEN
nporpaMmmbl».

O e

3awwra undopmaumumn

PA3PABOTKA BE3OMACHOIo
MNPOrPAMMHOIO OBECNEYEHUA

3awura uHdopMaumn

PA3PABOTKA BEE30MACHOI0 NPOrPAMMHOIO

. OBECNEYEHWA
C aHanua
O6wwue TpeGoBaHusa ¥rpoasi " npu
nporpaMmHoro oGecneveHua
Waasme odmmansnos
Uamawus opmikanLoe
Wocans
[ A ——
ma
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Bnagumup o)
MATIOXUH o
Mo cny4aio w6unes
Iuonepy
poccuiickoi BB —
80 ner!
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BE3SOINACHAA PASPABOTKA
SBOJTIOLIMATIOITOCTY

%&7

V< MACKOM
PVS-Studio) '

S PUAHOBOCTMU

e 2 JKCMEPTbl HALLNM KpUTUYECKne

YA3BUMOCTU B K&XXOAOM BTOPOM
6GaHKOBCKOM MPUOXEHUM

B kaxpom BTOPOM 6aHKOBCKOM NPUNIOXEHNN HaLUNN KpUTu4eckmne yassmmMmocTu
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BIS
Inside | HOBOCTHU

PCTIK Poccuum ob6BSAABUNIA O
Havyajsle MaclwTabHbIX UcnbiTaHUM
CTaTUYEeCKMUX aHaIn3aToposB

3 d¢eBpana PCTIK Poccum nposBena BCTpedyy nNpeacTaBUTENen 3auHTEpPecoBaHHbIX

opraHmsauuii, rge obcyxpanucb pAeTanu npeacTosiwero MacwrtabHoro mMeponpusTus
«McnbITaHNA CTaTUHECKNX aHANIM3aTOPOBY.

4 A YYEBHB WA LEHTP
W< MACIKOM

PVS2Studio

«McnblTaHMA cTaTU4eCKUX
aHanu3aTopoB UCXOOHbLIX KOAOB
KOMMUITIUPYEMbIX U
AWHaAMNYeCKNX A3bIKOB
nporpaMmmmpoBaHusA noa
pykoBoactBoM PCTIK Poccun»

https://ib-bank.ru/bisjournal/news/21667 14
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Kak gnaBHO 3TO Havanocb? 1(2)

SECURE SOFTWARE DEVELOPMENT METHODOLOGIES ORDERED CHRONOLOGICALLY

NV MACE aM

The source of methodology

Name

Year of publication

Microsoft Software Development Life Cycle (SDL) [4], [26] 2006
McGraw’s Secure Software Development Lifecycle Process [57], [66] 2006
Comprehensive, Lightweight Application Security Process (CLASP) [67] 2006
Microsoft SDL version 5.2 for Agile Development [68] 2012
Software Assurance Forum for Excellence in Code (SAFECode) [69] 2018
Building Secure and Reliable Systems [70] 2020
BSA framework [30] 2020
Industry The Secure Software Development Lifecycle at SAP [11] 2020
. ReBIT Application Security Framework [61] 2020
Secure Software Development Methodologies: OWASP Sutware Assrane Matuity Model [
* Cisco Secure Development Lifecycle [13] 2021
. . . Citrix Security Development Lifecycle [12] 2021
A Multivocal Literature Review Buldng Seariy n Matiy Mo 1 e
GE Secure Development Lifecycle [27] 2022
Grip on Secure Software Development [34] 2015
Arina Kudriavtseva, Olga Gadyatskaya Government CSA Singapore Security-by-Design [29] 2017
SSDLC guidelines Malaysia [35] 2020
Security in SDLC Romania [24] 2021
NIST 800-218 [28] 2022
NIST 800-160 [72] 2022
Secure Coding: Building Security into the Software Development Life Cycle [73] 2004
Secure Software Development Life Cycle Process [25] 2005
The Secure Software Development Model (SSDM) [36] 2006
The Integrated Security Development Framework (ISDF) [31] 2010
@ Industry Academia Secure Software Development Model: A Guide for Secure Software Life Cycle [37] 2010
Secure Software Development: a Prescriptive Framework [32] 2011
@ Government Framework for Development of Secure Software [33] 2013
@ Academy « Cisco Methodology for Enhancing Software Security During Development Processes [38] 2018
¢ Citrix
Apvrille Khan Chatterjee Gripon$SD  Singapore * BSIMM

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

* SAFECode

* MS SDL + CLASP * ISDF SDL-Agile * Google

* Touchpoints .+ sgpm « Daud + Farhan « BSA

* Jones * SAP
* ReBIT
* SAMM
* Malaysia

* SSDLC

2020 2021 2022

* NIST 800-218
* NIST 800-160
* GE

*arXiv:2211.16987v2 [cs.CR] 4 Jul 2023




Kak gnaBHO 3TO Ha4vanocb? 2(2)

FOCT P 56939-2016 (npoekT NOCT P 56939-20XX)

«3.2 OGe3onacHoe nporpamMHoe obGecneyeHue: [lporpammHoe obGecneyeHue,
pa3paboTaHHOE C MCMOMb30BaHMEM COBOKYMHOCTW Mep, HanpaBreHHbIX Ha NpeaoTBpaLleHme
NOSIBNEHMS N YCTPAHEHUE YSI3BUMOCTEN MPOrpaMmbl».

Metoanyeckun pAokymeHT. [lpocdunb 3awmTbl NPUKNAAHOIO MPOrpamMMHOro
obecrneyeHnss aBTOMaTU3UPOBAHHbLIX CUCTEM U NMPUSTOXKEHUA KPeAUTHbIX OpraHu3auuvn
M HeKpeauTHbIX (hMHaHCOBbLIX opraHu3sauumn (baHk Poccuu, 2021)

«7.4.1. O6LWMe nonoxeHuns

Llenbio npumeHeHus metogonormi 6esonacHoro ku3HeHHoro uukna k OO aensetcs
obecrnevyeHne BbICOKOW KOHKYPEHTOCMOCOOHOMW CKOPOCTU pas3paboTkm W BHeApeHus
6e3onacHbIX NPOrpamMmMHbIX NMPOAYKTOB MPU COXPAHEHUW rapaHTUPOBAHHOIO U 4OCTATOYHOro
ypoBHSA 3awmuieHHoctTn OO B ycnoBuAX MU3MeHsoWmMxca TpeboBaHUW, NpuU  BbICOKOM
BOBJIEYEHHOCTM W OTBETCTBEHHOCTW KOMMETEHTHbIX noapasgerneHun (oT paspaboTymkoB,
cneunanncToB No MHOPMaLUMOHHOW Be3onacHOCTM 0 cryx6 akcnnyatauun n NOAAEPXKKM),
OOHOBPEMEHHO MPUBMEKAEMbIX Ha CaMbIX pPaHHMX 3Tanax XusHeHHoro umkna OO, Bkro4vas
obHoBneHnss OO, n conpoBoOXAawLMX XU3HeHHbIn umkn OO Bnnotb Ao BbiBoga OO wu3
aKcnnyatauumy».

«7.4.3.1 OnucaHme npouecca 6Oe3onacHoro Xu3HeHHoro uukna OO.
OnpegeneHne MeToQONOrMU U NPaKTUK Npouecca 6e3onacHoOro xXnsHeHHoro yukna 00

Mop w™Metoponormen ©Oe3onacHoro Xwu3HeHHoro uukna OO B HacTtosiwem
AOKYMEHTe TMOHUMaeTcA coOnaeHne COBOKYNMHOCTA MNPUHLUMNOB, MNpaBun, Mep,
TpeboBaHMN, a TaKke NocrnefoBaTeSIbHOCTU BbIMOJIHEHUS MEPONPUATUMA XKU3IHEHHOTo
uMKIna AnAa ueneu npeanoTBpalleHUs NOSIBNIEHUMA U ycTpaHeHusa ysasBumocten B OO,
nopaepxaHua posepusi K OO Ha BceM NpPOTAXEHMU XuU3HeHHoro uukna OO un
obecne4vyeHMsa HeO6XOAMMOro U AO0CTaTOYHOro ypoBHA 6e3onacHocTn OO».

PVS2Studio

RIS ONC
NV MACI OM

GEAEPANLHOE ATEHTCTBO

NO TEXHHYECKOMY PETYNHPOBAHMWIO M METPONOTW

HAUMOHANBHLIA
CTAHOAPT
POCCUACKOR
@ENEPALUM

rocTtp
56939 K Bonpocy o BbisiBneHun

2016
AecekToB be3onacHOCTU

3awmra uHcdopmauumn

PA3PABOTKA BE30OMNACHOIo
NPOrPAMMHOIO OBECNEYEHUA

O6wme TpeGoBaHuA

Vaganne adwimansnos

MEeTOAOM CTaTU4EeCKOro
CUrHaTypHOro aHanusa

Anekcer Mapkos, K.T.H., C.H.c., CISSP, SBCI
AHppei ®agwuH, CISSP

HMO «3wenoH»
mail@cnpo.ru

TuNBCWT - 2012

METOIHYECKHI IOKYMEHT

IMPOPHIL 3AUIHTBI

NPHKIATHOTO HPOrPAMMHOTO 00ECIeYeHHN ABTOMATHIHPOBAHHBIX CHCTEM H
NPHAOKEH NI KPEAHTHBIX OPTAHNIALMI M HEKPEAHTHBIX GHHAHCOBBIX OPrAHK3ALMI

2021
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YTO Ha pbIHKe 00y
PBIMNMO/BPMNO?

MUWHUCTEPCTBO LIU®POBOI'O PA3BUTUS, CBS3U MUHHCTEPCTBO HAYKH 1t BRICHIEro 0Gpasosanms Poceuiickoii Deaepaumm
Y MACCOBBIX KOMMYHHUKAL[I POCCUICKOM ®EJIEPALIAN eacpansioe y
Cesepo-Kaskasckuii Guman - i aichero oCpasostini .
«HaunonanbHeiii HeeIeA0BaTENbCKHIT AAepHbIT yHusepenTer «MHDH»

opaena Tpyznosoro Kpacroro 3namenn (eziepanbHOro rocy1apcTBeHHOro
G1o/KeTHOr0 06pa3oBaTeIbHOr0 yUpEKACHAS BHICUIEro 06pa3oBaHus
«MOCKOBCKHIi TEXHHUECKHH YHHBEPCHTET CBSI3H B HHYOPMATHKHY

HHCTHTYT MHTEJUIEKTY AJIbHBIX KUBEPHETHUECKHX CHCTEM
KA®EJIPA CTPATEIHUECKUX HHOOPMAIIMOHHBIX HCCJIEJIOBAHUHA

YTBe] a0
pm OJOBPEHO YMC HHKC

Iporoxon Ne YMC-575/01-1

2022 r. 0130082021 1

PaspaboTka GezonacHoro nporpamMmmuoro o6ecneyenus 51.B.05

pa60qax nporpamMma JUCLHUIITIAHBL PABOYAS! TIPOTPAMMA YHYEBHOI JICIUILITIHDI
OCHOBbI BE3ONACHO# PA3PABOTKH IIPHJIOKEHHI

vaereD Kypcsl v Meponpuatus O Hac

OcHoBbl 6e30MacHON PA3PAB6OTKM
NPOrpAMMHOro obecrneyeHus
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[1IoMeHbl 3HaHUU

\ 4 AN
(npubnusunrtensHo...) ahayamme » MACIKOM

1. Metogonornn PBITO/BPINO (coBpeMeHHbIe N peTpocnekTmaa).
2. OCHOBHble pyKoBOAsILLME HOPMATUBHbIE U METOANYECKNE OOKYMEHTLI, TpeboBaHnsa HITA PO.

3. OpraHunsauuss 3BM n BbluncnMTenbHBIX CMCTEM. Be3donacHOCTb onepaunoHHbIX CUCTEM, be3onacHoCTb ceTen OBM.
4. XpOHUKa A3bIKOB NporpamMmmmpoBaHunsi. HU3KoypoBHEBLIE U BbICOKOYPOBHEBbLIE A3bIKU.

5. CnucrtemHas n nporpaMmMHas UHXEHEPUS.

6. O630p TpeboBaHMin K cuCTEMaM MeHeoKMeHTa nHdopmaumoHHon 6esonacHocTn (CMUB). Cepus mexayHapoaHbIX
ctaHgapToB ISO 270XX.

7. YnpaBneHue ysi3BUMOCTAMU MPOrpamMmMHoOro obecneveHus.

8. CepTudumkauma nporpammHoro obecneveHms no TpeboBaHusiM 6e3onacHOCTU MHopMaLuK (CUCTeMbl cepTudmkaumm
dCTIK Poccnn, MnHobopoHbl Poccun). CepTndmunpoBaHHbIe UCNbITaHUS NporpaMmmHOro obecneyeHums.

9. AHanu3 n peBepC-MHXNUHUPUHI NPOrpaMMHOro obecneyvyeHus.
10. TecTnpoBaHme nporpaMmMHoro obecnevyeHms.

11. CTatnyecknn aHanusa nporpaMMHOro Koaa.

12. ApXUTEKTYPHLIN aHanM3 nporpamMMHoro obecrneveHus.

13. nHamunyeckuin aHanmsa nporpamMmmMHoro obecrneveHus.

14. ®a33uHr-tecTupoBaHne nNporpaMmmMHoOro obecneyeHus.

15. AHanms 3alunLLEeHHOCTU U TECTUPOBAHNE HA MPOHUKHOBEHME.
16. BHegpeHue npouecco PBIMNO/BPIMO B opraHusayun.




Cepus y4ebOHbIX KypcoOB

B YLI| MACKOM 1(4

Cneumanuct no npoueccam pa3paGoTku 6e3onacHoro NPorpaMMHoro
obecneyeHns

MporpamMma Kypca HanpaeneHa Ha NOAroTOBKY NO/IHOLEHHOro creumanucTa, oénapgapLero
BCEMU HEOBXOAUMBIMM KOMMNETEHUMAMU AR BeASHWUA NPodeCcCUoHanbHON AEATENBHOCTY,
nMeloLLero rmMy6okue TeopeTnYeckne SHaHUR U NPaKTUHYECKUE HaBbIKW NO HanpaBeHNIo

pa3paboTkn 6&30NacHOro NPOrPaMMHOro 06ECNEUEHNS ¢ YUETOM aKTyanbHOM HOPMATUBHON

M BPINO- npaeosoii 6asbl.
Cney
@ @ 02.09.2024-27.09.2024 MukoB Butanui Bpema

[ 30.09.2024-2510.2024 AnekcaHapoBsmy 200 uacos / 20 gHen

BHepapeHue npoueccoB paspaboTki 6€30nacHOro NporpaMMHoro o6ecnedeHns
B OpraHusauuu (Ans pyKoBoguTenei U OTBETCTBEHHBIX)

Mporpamma kypca oxBaTbiBaeT 8cé HEOGXo0AMMOE ANA PyKOBOAUTENEN NPEANPUATURA U

OTBETCTBEHHbIX 3a Npouecchl BPMNO Ans nony4YeHWA 3HaHWI TEOPETHUYECKMX OCHOB U

NproGpeTeHNA NPakTNYECKNX HABbIKOB BHEOPEHMA NpoLieccoB paspaboTky 6esonacHoro

nporpammHoro o6ecneuenns (TOCT P 56939-2016) Ha npeanpnsaTUmn ¢ yuétoMm TpeGoBaHUii

M akTyanbHO HOPMaTUBHOI NpaBoBoi 6asbi.
BPMO-01
@ 03.09.2024-06.09.2024 Mukoe Butanuii Bpema

[ 0110.2024-0410.2024 AnekcaHaposuy 40 vacoB / 4 gHs

no HanpasneHuto PBIMO/BPI1O

BPIO-02

BEPIoO-03

BHegpeHue npoLieccoB paspaboTku 6e30MacHOro NporpaMMHoro o6ecneyeHus
Ana cneuuanncToB no nHopmMaLmoHHoi 6esonacHocTn

Mporpamma Kypca OXBaTbiBaeT BCE HEOBXOAMMOE ANRA NOMNYHEHWUS 3HAHWIA Y CNELUMAanUCTOB No
MHdJOpMBL[MOHHOVI 6e3onacHoCTU TEOPETUHECKNX OCHOB EiKTyal'IbHOVI OTEeYECTBEHHOM 1
3apy6eXHON HOPMATUBHOW NPABOBOI 6a3bl MO HANPABNEHWUK® Pa3pPatoTKN 6830MacHoro
nporpaMmMHoOro OGECI‘IeHEHMH, a Takxe I'IplrlOGpeTEHVIﬁ MPakTU4EeCKNX HaBblKOB BHEAPEHWA
npoueccoB pa3paboTky 6esonacHoro nporpaMmMHore oéecnevyeHms (FTOCT P 56939-2016) B

opraHvusauni.

@ 02.09.2024-06.09.2024 Bpemsa

MNnkor Butanwuii

E 30.09.2024-0410.2024 AsekcaHapoBuY 50 vacoB / 5 gHen

CepTuthmkaLMOHHbIE UCTbITaHUA € y4ETOM TpeboBaHuii No paspaboTke
6e30MnacHOro NPorpaMMHoOro o6ecnedYeHus Ans SKCnepToB OpraHoB Mo
cepTuthrKaLmum (McnbiTaTeNbHbIX NaGopaTopuid) pasnnuYHbIX CUCTEM
cepTUMKaLMKU CPeacTB 3aluuTbl MHGOPMaLIMK

Mporpamma kypca oxeaTbiBaeT BCE HEOBXOAUMOE AN 3KCMEPTOB OPraHoB Mo cepTudmKaLnm
(ncnbiTaTensbHbIX NabopaTopmil) PasnnyHbIX CUCTEM CePTUdMKALMN CPEACTS 3allumTbl

nHdopMaLMK AN NONYYEHNUSA SHaHUI TEOPETUYECKNX OCHOB aKTyaslbHOW OTeUeCTBEHHOM 1

3apy6exHor HopMaTUBHOM NpaBoBol 6a3bl Mo Hanp: cepTUUKaLMK Nporp: ©
oBecrneueHs, MPOBEAEHUIO CEPTUPMUKALIMOHHBIX MCMBITaHNI 1 Mo paspaGoTke 6e30MnacHoro
NporpamMMHOro o6ecneyeHns, a TakKe ANA NPUOBPETEHNA NPAKTUYECKNX HABLIKOB
npoBeAeHNs cepTUHUKaLIMOHHBIX UCTIBITAHUIA NO TPeGOBaHNAM [JOBEPUSA COrNAacHo
TpeGoBaHUAM Nprikaza OCTIK Pocenu ot 2 vioHA 2020 r. N°® 76 1 no TpeGoBaHUAM cHUCTEMbI
cepTuduKkaLun cpefcTs 3aluTbl HhopMaun B MuknctepctBe o6opoHsl Poccniickoit
DQepepaunn.

@ 03.09.2024-23.09.2024 Bpems

MNunkoe Butanuit

[ 0110.2024-2110.2024 AneKcaHapoBMY 140 vacos /14 fHei

BPIMO-04

BPIMO-05

< MACIOM

@OpMMpOEaHMe NpakKTUYECKUX HaBbLIKOB NO paapadorke 6e3onacHoro
nporpammHoro oGecneyeHns ansa paspaGomwKoa n nporpaMMuncToB

Mporpamma Kypca GyaeT nonesHa paspaboTunkam NporpaMMHOro obecneyeHma,
MpPOrpaMMUCTaM 1 MX PYKOBOAWUTESIM A5 NOMYyUYEHUS 3HAHWA TEOPETUUECKMX OCHOB
aKTyanbHO oTeUECTBEHHOI 1 3apy6eXHO HOpPMaTUBHOI MpaBoBoil 6a3bl, a Takxe Ans
nproGpeTeHns oGLWINPHBIX NPaKTMYECKMX HaBbIKOB No paspaboTke 6esomnacHoro
MpOrpaMMHOro o6ecneyeHns, MPOBEAEHNUA CEPTUMNKALMOHHBIX UCMBITAHUIA MNPOrPaMMHbIX

MPOAYKTOB W BHEAPEHWS NPOLIECCOB Pa3paboTki 6€30MacHOro MNPOrpaMMHOro 06eCneYeHNs

a

MeTopnonorus NoAroToBKU NPeanpUsTUA K cepTUdMKaumm npoLeccos
6e3onacHoi pa3pa6oTKM NPOrpaMMHOro o6ecneyeHus CpeacTs 3alWTbI
uHdopmaLmm B cooTBeTcTBUM ¢ TpebosaHuammn GCTIK Poccun

B OpraHusauunn.

[ 03.09.2024-23.09.2024 Bpems

MNukoe Buranunia

[ 0110.2024-2110.2024 AnekcaHapoBuy 140 yacos / 14 gHei

Mporpamma Kypca oxeaTbiBaeT Bcé HEOGXOAMMOE AN MOATOTOBKM NPEANPUATHA K
cepTuchmkaLMn Npoleccos 6esonacHoi paspaGoTki NMPOrpamMMHOro obecneyeHns cpeacTs
3aWKThI MHOPMaLnKn B cooteeTcTaun ¢ TpebosaHnsmn OCTIK Poccun, BHepaperns
npoueccos paspaboTkin 6e30NacHOro NPOrpaMMHOro 06ECeYEHUS Ha NPEANPUATAN C

YHYETOM aKTyaslbHOW HOPMAaTUBHO MPaBoBOI 6asbl.

a

@ 03.09.2024-05.09.2024 Bpems

MNukoe Butannia

E 0110.2024-0310.2024 AnekcaHgposny 30 vacoB / 3 AHS




M BPNO-
Cney

M
BPMO-01

Y

Cepus y4ebOHbIX KypcoOB
no HanpasneHuto PBIMO/BPI1O
BY

MACKOM 2(4

CneumanucT no npoueccam paspaboTku 6e3onacHoro NporpaMMHoOro
ob6ecneyvyeHunq

I'Iporpamma KYpca HanpaencHa Ha NogroToeEKY NONHOUCHHOro cneynanucTa, obnapatowero
BCEMU HEOBXOAMMBIMW KOMMNETEHUMAMW ONA BEAEHUA I'IpOCbECCIn"IOHaJ'IbHOﬁ ASATENBHOCTH,
uMmerLero rnyﬁoKMe TeopeTUYeCKME 3HAHUA KM NPaKTU4YeCKe HaBblKKM NO HanpaeneHUO

paspaboTku 6e30nacHoro MpPorpaMMHOro obecneqeHns ¢ y4ETOM akTyanbHoli HopMaTUBHOM

«

BHepapeHune npoleccoB pa3paboTku 6€30MacHOro NPorpaMMHOro o6ecrnevyeHus
B OpraHu3auum (Ans pykoBoauTenen N OTBETCTBEHHbIX)

npaeoBoii 6asbl.

@ 02.09.2024-27.09.2024 Bpewms

MNMukor Butanuni

[ 3009.2024-2510.2024 AnekcaHapoBuy 200 vacos / 20 gHett

MporpamMmMa Kypca oxBaTbiBaeT BCE HEOBX0AMMOE ONA PyKOBOAUTENEH NPeanpuaATUii 1
OTBETCTBEHHBIX 3a npouecchl BPMO gna nonyyeHUA sHaHWI TEOPETUYECKUX OCHOB U
npuoBpeTeHNA NPaKTUHECKNX HABbIKOB BHEAPEHWSA NpoLEeccoB paspaboTki Be3onacHoro
nporpammHoro o6ecnedenns (TOCT P 56939-2016) Ha npegnpuaThK ¢ y4éToM TpebGoBaHWii
aKTyanbHO HOPMaTMBHOW NpaBOBOM 6a3bl.

@ 03.09.2024-06.09.2024 g Bpems

Mukoe Butanuii

[ 0110.2024-0410.2024 AnekcaHgposuy 40 yacos / 4 gH4q

NV MATIZOM
PVS:Studio)

- Ona cneunanucTtoB no npoueccam PBI10.

- Ona pykoBoautenem U OTBETCTBEHHbIX 3a
opraHu3auuio pa3paboTku Ge3onacHoro
nporpamMmMHOro o6ecne4yeHms B opraHn3auumu.

- IOna cneumanuctoB Mo
Oe3omnacHoOCTI.

- ans apXUTEKTOPOB, pa3paboTynkoB
nporpamMmMHoOro obecrne4yeHumst U NPOrpaMMmUCTOB.

NHOPMaLMOHHON

- Ona 3KcnepToB oOpraHoB Mo cepTudurKaumm
(MchblTaTenbHbIX NlabopaTopuin) pasnU4YHbIX CUCTEM

ceptTudmukaunmm  cpeacts  3awmTbl  MHOpMaUUK
(PCTIK Poccuun, MmnHobopoHbl Poccun).
- OAna opraHusaumn, nuueHsnatos PCTIK

Poccun n MnHob6opoHbl Poccun, cosgatowme cpeacrea
3aLnTbl MHOPMaLUN.




M
BPIMO-02

Q

M
BPIMO-03

Q

Cepus y4ebOHbIX KypcoOB
no HanpasneHuto PBIMO/BPI1O
B YL| MACKOM 3(4

BHeapeHue npoueccor pa3paboTky 6e30nacHoro NporpaMMHoro o6ecneyeHus
ANA cneuuanucToB No UHopPMaLUoHHO Be3onacHoCTH

MporpamMma kypca oxBaTbiBaeT BCE HeobxognMoe AN NONy4YeHWUA SHaHWIA Y cneuManMcTos no
MHopMaLMoHHOI 6e30NacHOCTV TEOPETUHECKWX OCHOB aKTyanbHOR OTeHecTBEHHOM 1
3apy6exHoi HOpMaTMBHOI NpaBoBoii 6asbl No HanpaBneHuio paspaboTku 6esonacHoro
nporpaMMHoro o6ecnevyeHns, a TakKe NPMobpeTeHUA NPaKTMYECKMX HaBblKOB BHEAPEHWUA

npoueccoB paspaboTkn 6esonacHore nporpaMmmHoro obecnevermns (FTOCT P 56939-2016) B

«h

CeprucukaumoHHble UCnbITaHWA € y4éTom TpebGoBaHWiA No paspaboTke
6e3onacHoro nporpaMmHoro o6ecnevyeHus ANA 3KCNepTos OpraHos Mo
ceptucmkaumnm (McnbiTatenbHbIX NabopaTopuii) pasnUyHbIX CUCTEM
cepTuchmMkaLum cpeacTs 2awuTbl MHopMaLUn

opraHuMsauuu.

@ 02.09.2024-06.09.2024 Bpems

Mnkoe Butanui

[ 30.09.2024-0410.2024 AneKkcaHapoBMY 50 vacor / 5 gHeil

MporpaMma kypca oxBaTbiBaeT BCE HEOBXoAMMOe ANA 3KCNEPTOB OpPraHoB No cepTUdmKaLm
(McnbiTaTeNbHBIX NaGopaTopHii) pasMYHBIX CUCTEM CEPTUMhNKALMN CPEACTE SallUThI
WMHoPMaLMK ANS NoNyYeHWA 3HaHUA TEOPETUHYECKUX OCHOB aKTyanbHOW OTe4ECTBEHHOW U
3apyBexHoi HOpMaTMBHOM NPaBoBoi Gasbl Mo HaNpaBAeHUIO cepTUdMKaL MM NpPorpaMMHOro
ofecneyeHUn, NPOBEASHNIO CEPTUMHKALMOHHbBIX MCNbITaHUA U Ne paspaboTke GesonacHoro
nNporpaMMHoro ofecneyeHuns, a Takxke ANA NPUOBPETEHWUA NPaKTUUEeCKUX HABbIKOB
NpoBeAeHUA cepTUhMKALWMOHHBIX UCMbITAHUA No TpeGoBaHUAM AOBEPUA COMMAacHo
Tpe6oBaHWAM Npukasa OCT3K Poccuu ot 2 uioHa 2020 r. N° 76 1 no Tpe6GoBaHUAM cUCTEMBI

cepTudUKaunmn cpeacTB 3aWuTel MHbopmaunm B MuHucTepcTBe o6opoHbl Poccuidckom

ah

Depepauun.

@ 03.09.2024-23.09.2024 Bpewmn

Mukoe Butanuin

[ 0110.2024-2110.2024 AneKcaHapoBUY 140 vacos / 14 gHen

VW MACIKOM
PVS;Studio

- na cneuuanuctoB no npoueccam PBI1O.

- IOns
opraHusaumio  paspaboTku
obecneyeHnsi B opraHmsauunu.

- Onsa

©0e3o0nacHOCTM!.

pykoBoauTENEN U  OTBETCTBEHHbIX
©e3onacHoro

3a
nporpaMmMHoOro

cneuymanuctoB no MHGpopMaLNOHHOM

- [Ons apxuTekTopoB, pa3paboTyMkoB NPOrpaMMHOro
obecneyeHnst 1 NPorpamMmMmnUCTOB.

- OnAa 3KkcnepToB OpraHoB no cepTtudukauum
(vcnbiTaTenbHbIX nabopaTtopun) pasfNYHbIX CUCTEM
ceptucpukaummn cpencts 3awmtbl UHopmauun (PCTIK
Poccun, MnHo6opoHbl Poccun).

- Ona opranmzaumn, nuueHsnatoB PCTIK Poccumn un
MuHoGopoHbl Poccun, cosgawwme cpeacrtBa  3alyUThl
NHpopmaunu.




Cepus y4ebOHbIX KypcoOB
no HanpasneHuto PBIMO/BPI1O
B YL| MACKOM 4(4

M
BPIMO-04

Q

M
BPIMNoO-05

©

¢0pMMpOBaHHe ApakKTUh4eCKUX HaBbIKOB Mo paspaGOTKe 6e3onacHoro
nporpaMmmMmHoOro obBecneyeHus gna pa3p360THHKOB “ nporpaMmMuUCTOB

MNporpamma kypca 6ygeT nonesHa paspaboT4nkam NnporpaMMHoro obecrnedeHus,
nporpaMMMcTaM U UX PYKOBOAWUTENAM ONA NONYYSHUA SHaHWA TEOPEeTUUYECKUX OCHOB
aKTyanbHOW oTeuecTBEHHOM U 3apyBeXHOoW HOpPMAaTUBHOW NpaBoBoii Basbl, a TakXke AN\
npvobGpeTeHnA O6LUMPHBIX NPaKTUYEeCKNX HABBIKOB No paspaboTke 6esonacHoro
nporpaMMHoro obecnedYeHns, NpoBeAeHUA cepTUUKALMOHHbBIX UCMbITAHWIA MPOrpPaMMHbIX

NPoAYKTOB W BHEOAPEHWA NpoUeccoB paspaboTki 6e30nacHoro NporpaMMHoro o6ecneyeHus

ah

MeTogonorus NoAroToBKWU NPeAnpUATUA K cepTUchMKaLum npoueccos
Ge3onacHoii pa3paboTKn NporpaMmMHoro o6ecneyeHus CpeacTs 3almThbl
UHpopMaLMK B COOTBETCTBUU ¢ TpeboBaHnamu GCTIK Poccun

B opraHnzauuu.

@ 032.02.2024-23.09.2024 Bpema

MNukoB Butanuin

[# 0110.2024-2110.2024 AnekcaHapoBsuY 140 vacor /14 Heir

[Nporpamma Kypca oxsaTbiBaeT BCE HEobXxo4MMOe AMA NOArOTOBKW NPEeAnpUATIA K
cepTudgMKaunmn npoueccoB BesonacHol pagpaboTKM NporpaMMHoro obecrnedeHns cpeacTs
3aLMThl MHdOPMaLuK B cooTBeTcTBUM ¢ TpeboBaHuamn OCT3K Poccun, BHegpeHUn
npoueccoe paspaboTky 6esonacHore nporpaMMHoro ofecnevyeHus Ha NpeanpUATAU C
YHYETOM aKTyarbHOW HOPMATUBHOW NpaBoBOKN Basbl.

@ 03.09.2024-05.09.2024 g Bpemsa

ko Butanui

[# 0110.2024-0310.2024 AnekcaHapoBny 30 vacoe / 3 gHA

NV MATIZOM
PVS:Studio)

- [na cneunanucTtoB no npoueccam PBIO.

- Ona pykoBogutenem wn OTBETCTBEHHbLIX 3a
opraHmsauuo pa3paboTkn 6e3onacHoOro NpPorpamMmMHoro
obecneYyeHusi B opraHu3auuu.

- Ona cneunanuctoB N0 MHGOPMAaLMOHHON
6e3onacHoOCTMW.
-  Onsa aApPXUTEKTOPOB, pa3paboTumnkon

nporpaMmMmHoOro obecnevyeHusa u nporpaMmmMmmncTOB.

- [Ons 3KkcnepToB oOpraHoB Mo cepTudumkayumm
(ncnblTaTeNbHbIX NabopaTopuin) pasnuUyHbIX CUCTEM
ceptTudmukaunmm  cpeacts  3awmTbl  MHOpMaUUK
(PCTIK Poccuun, MmnHobopoHbl Poccun).

- Ona opraHunsauumn, nuueHsmatoB PCTIK
Poccun un MuHoGopoHbl Poccuu, cospawowme
cpeacTBa 3aWmUTbl MHOPMaLUK.




Kypcbl usHavanbHo noctpoeHbl Ha FTOCT P 56939-2024

OENEPAJIbHOE AFEHTCTBO
MO TEXHUYECKOMY PEMYNIMPOBAHUIO M METPONIOT A

HAUWOHANBbHbLIA rocTP

CTAHOAPT 56939—
POCCUMNCKON 202X
®EQEPALMM (Mpoekm, okoHYamesnbHasi

pedakyusi)

3awmra uHdopmaumm

PA3PABOTKA BE3OMACHOIO NPOrPAMMHOIO OBECMEYEHUA

O6wue TpeGoBaHuA

Hacmosuwuti npoekm cmaxdapma He nodnexum npuMeHeHu
9o e2o ymeepxdeHus

Mockea
®rBY «PoccUACKMIA MHCTUTYT CTaHAAPTM3auun»
202X

CENEPANLHOE AFEHTCTBO
MO TEXHUYECKOMY PEMYNUPOBAHMUIO U METPONOIrUM

HAUMOHANbHbIA
CTAHAQAPT
POCCUMUCKOMN
QEANEPAUMMU

rocTtp
56939—
2024

3awwura uucopmaumm
PA3PABOTKA BE3OMACHOIo

Obwwue TpeboBaHus

Hapanne opuumanuroe

NPOrPAMMHOIO OBECNEYEHUA

24
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[MpoBeaeHa cepus BebmHapoB (10 wT. + 3K3aMeH) no Teme:
«Pa3paboTka 6e3onacHoro nporpammHoro obecnevyeHnsa (PbMNMO/BPIO).

HaBanTe pasbuparbca Bmecte!» 1(2)

Jlara npoBenenus

i‘,‘; (nn]c;ta:;m B Temel Bedunapa (npumepno no 20-30 Mun. kamkaas Tema) Jloknagunkn
- Jlagaiite pazonparnca Bmecte! PBIO nns: 30 KMH, Lentpobanka, MunoGoponsl... n Bameit dupmer - [Inkoe B.A.
AKTyalbHOCTD co3/laHus Ge30MacHoro NporpaMMHOTo obecredeHHs HIH KaK TaK MONyqaeTes, 4T0 KPacoThl B Npuiokenusx crano | - Kapnos AH.
Gonblne, a Ge30NacHOCTH — MeHbIIe (DevRel OO0 «I1BC»)
1. 28.08.2024 - Py6puka: «OteuectBennbie pemenns B PBITO». Kpurnueckue onmbkn B kojte nporpamm. TpeGosanns nosoro TOCT P 71207-2024 | - bamapun AHTOH
- CratudeckHit aHaIH3 MPOrpaMMHOTO obecnedeHns (mupextop npoaykta AppSec.Hub).
- Pybpuka: «Oreuectrennsle pemenns B PBITO». Ynpasnenns nponeccom BPTTO Bvecte ¢ AppSec.Hub
- CrienanueT no npotieccam Ge3onacHoii pazpaboTki nporpaMMHoro obecreueHHs - KTo oH? - [nkos B.A.
- Aptomarusaius npornecca PBITO na npaxktuke BMecte ¢ AppSec. Hub - bamapnn AnTtoH
2 04.09.2024
- opMallbHbIC METO/IbI - pazdUpacMes BMeCTe (aupexrop npoaykra AppSec.Hub).
- bysnos C.B. (nouent MAH)
- beicTpas pa3Be/ika NpH MEHTECTE BHEIHETO nepuMeTpa B nporeccax BPTIO - Pacnonos H.A. (OO0 «YLICB»)
3 11.09.2024 - Kak BimsieT JIockyTHas aBTOMATH3aLHA Ha 0€301IaCHOCTb NIPOrPAMMHOTO 0OeCIedeHHA - [lerones A.I' (npenoznasarens [BIIOY «1-iit MOK»)
’ o - [Ipoueccrt PBITO s pykosoauTeneil 1 0TBETCTBEHHBIX - [Tukoe B.A.
PyGpuka: «OteyectBennbie pemenns B PBIIO». TpenoTppariieHne atak 4epes HIBECTHBIC YA3BHMOCTH B open-source komnonenTax | - barno B.C.
4. 18.09.2024 npu nomomw AppSec. Track (AppSec-utxenep 000 «Cropapuin CeKbOPHTH)
- Ynpasnenue ya3BHMOCTAMH B OpraHn3alui - Ilukos B.A.
- Vnpapnenne yA3BHMOCTAMH: METOJIBI, TEXHONOTHH H HHCTpyMeHTHI (I'K «Dmenomn») - Hopodeer A.B. (Il AO «Dmenon TexHonorun»,
- JlenmonM MpHIoKeHHs B KoHTeiiHepax OesomacHo ampektop Y11 «3menon», CCK, CISA, CISM, CISSP)
5. 25.09.2024 - OG30p ¥ NPHMEHEHHE COBPEMCHHBIX NPOrPaMMHBIX HHCTPYMEHTOB PEBEPC-HHKHHHPHHTA - Paxmanueiii A.B. (crapumii paspaGorunk, [1CB)
- Henmorapok A.A.
- Pucku uHoOpMaLHOHHOH ©OE30MACHOCTH B ICHCPATHBHBIX CHCTEMAX HMCKYCCTBCHHOIO HHTEIUICKTa: yA3BHMocTH Mogeneii, | - Kokyiikunn Esrenuii (aupexrop UM npoaykros Raft,
unppacTpykTypHbIc pHckH. IlepenekTusa npumenenns reneparueaeix MH-cuerem B nnkne GezonacHoil pazpaboTku nporpamMMuoro | pykoeoautens naboparopun LLM Security Al Talent
6 02.10.2024 obecriedenus Hub/HTMO)
’ o - « Ymo6bl Hukmo Mol koo ne cmoz xaxyma!» - npoueccst PBITO jus pa3spaGoTuHKoB H NPOrpaMMHCTOB - l'aitnaéra T.B., (npenoaasarens ['BITOY «1-it MOK»)
- ITpumenenne H NPOTHBO/CHCTBHE METOIAM 3AllIMTEI OT PEBEPC-HHKHHHPHHTA - Henorapok ALA.
- PyGpuka: «Oreuectpennble pemenns B PBI10». Cratnueckuii ananusarop PVS-Studio na crpaske kauectsa, sammménsoctd u | - Kapnos A.H. (DevRel OO0 «I1BC»)
Ge3omacHOCTH Kojla - FOpmii 11laGanmn
7 09.10.2024 - PyGpuka: «Oteyectrennpie peiienns B PEI1O0». bezonacHocTs MOGH/IBHBIX TIPHIIOAKEHHIT, HOBBIC BBI3OBBI, aTaKH H Kak MX pemHTh | (AppSec Solutions, Bnanenen npoxykta CTHHIpeit)
’ T npH noMouw wiardopmel CTHHrpeil - Inkoe B.A.
- Yro nam pact ceprudukanns npoueccos bPIIO cpencts sammtel HH(OPMAUNH NPEANPHATHA B COOTBETCTBHH ¢ TPeOOBAHHAMH
DCTIK Pocenn?
- [TocTpoerte aBTOMATHIHPOBAHHOTO KOHBEIepa 1 HHTETPUPOBAHHBIX TUIATGOpPM pa3paboTKH KPHTHYECKH 0e30MAacHBIX CHETEM - Bysnoe C.B.
8. 16.10.2024 - Pybpuka: «OteucctBennble pemenns B PBI1O». CoBpeMeHnHEble porpaMMHeIe cpeicTsa OesonacHoii paspaborkn ot MCIT PAH - Ounumonos HLA.
- PyGpuka: «OteuectBennbie penienns B PBI10». Anamnzatop nexonuex TekeToB AK-BC 3» 0630p dynkimonansueix BosmoxkHocteii | - [peacrasurenn 'K «memnon»:
9. 23.10.2024 - OB30p TpeboBanuii no paspaborke GezonacHoro nporpammuoro obdecneueHus FOCT P 56939-20XX Bapennua B.B., Apycraman C.C.
- [Tukos B.A.
- Pvopuka: «Oreuecrsennbie pemenns B PBIIO». AppSec.Hub - ncnoas3oBanne MeTpuk s ynpapienus nponeccom | - bamapnn Anton
GezonacHoii pazpadoTkn (mupexTop npoaykta AppSec.Hub)
- e - «Merononorns!? ®peiimopk? Ioaxon? Yuenne no Gezonacuoii pazpadborke nporpamMmmuoro obecnievenns!?» - pacckas o tom, | - Eprenwii Masxun, Aprém Kapmasun

KAK MBI pa3paoTann HOBYIO «PeITHIHIO
- opMaTbLHbIE MOIETH, KaK 9acTh nponecca PhIIO

- HTOI'OBBIIl OHJIAHH-3K3AMEH

(Positive Technologies)
- bysmos C.B.
- VI MACKOM

MACKOM

YYEGHbIW LEHTP

@MASCOM_UC




NpoBeneHa cepus BebmnHapos (10 wT. + 3K3ameH) no Teme:
«Pa3paboTka 6e3onacHoro nporpammHoro obecnevyeHnsa (PbMNMO/BPIO).
HNaBauTte pa3dbupartbcs Bmecte!» 2(2)

MACKOM
ququququ AUEHTP r

https://vkvideo.ru/@yvitaliy pikov https://dzen.ru/mascom_uc?share to=link https://rutube.ru/channel/4506349/videos/ https://www.youtube.com/vpikov



https://vkvideo.ru/@vitaliy_pikov
https://dzen.ru/mascom_uc?share_to=link
https://rutube.ru/channel/4506349/videos/
https://www.youtube.com/vpikov

KTo HayuuT?

Ha kypcax PBIO/BPIO 3agencrteBoBaHo

6onee 10 ny4ywunx npenopasarterien

OnbITHLIE

npenonaBaTesniun n3

BeAywMX BY30B W OpraHusauum-

NnapTHEpPOB:

- MockoBckui aBMaUVOHHBLIM UHCTUTYT.

- MI'TY um. H.3. baymaHa.

- MockoBCKUM
YHUBEPCUTET.

MONTUTEXHUYECKUN

- Poccuinckmuin HOBbIN YHUBEPCUTET.

- 1 MOK

(MepBbIN

MockoBCcKkum

O6pasoBaTtenbHbIn Komnekce).

OO0 «[IBCy».

K «QLLUEJTOH».
'K «<ACTPA».

000 «Ceopadus CekbropnTn».

O6wynii cTax paborTb:

Crax npenogasarenbckoii paborsi: 6onee
11 ner

O6pazosaxue: Bbiclwee, MITY um. H.3.
BaymaHa, cneymanbHOCTb - MHXeHep. B
2021r u 2022 r npoLuen nosbileHne
kBanuepukaymm 8 AHO N0
"KopriopartnsHbiii yHnsepcurer
C6ep6aHka" no nporpamme "JletHss
ymgppoBas wkona. Tpek
"Kn6ep6ezonacHocTs'.

Yuraer kypcel no "AHanusy n pesepc-
UHXUHWUPUHTY MPOrPaMMHOIro
o6ecnedyenus’, "Merogel u cpegeTea
KPpUNTOrpaghnu4ecKoi 3aLmTbl
unHgpopmayumn" n "Paspabotka n
3KCNyaTaums 3aLMNLLEHHBIX
aBTOMATM3MPOBAHHbLIX cucTem" B
Mockosckom lMonutexHm4eckom
yHuBepcurere ¢ 2016 r.

O61wyumii ctax paborsl: 6onee 35 ner

Crax npenogasBartesibckoi paboTsi: 6onee
25 ner

O6pazosaHme: BbicLiee, KAHAWAAT
TeXHUYecknx Hayk, MockoBckuii
QABUALNOHHBIA MHCTUTYT 10
CrneynanbHoCTH «BblyucinTelbHble
MALLUMHBI, CUCTEMBbI, KOMI/IEKChI U ceTu». B
2021-24 rogax npoLuén
NPOGhecCMOHA/IbHYIO NepPernogroToBKy B
HoBocubupckom, Tomckom, OprioBckoM
yHusepcuretrax, 8 MI'TY um. H. 3.
BaymaHa.

lMpenogaer u y4acTByeT B Kypcax:
Bepughukayms n Banugauyns
BbIYUCAUTENIbHBIX cUCTEM, KOMMbloTepHAs
anre6pa, KopnoparneHsie
UHGhOPMALMOHHbIEe cuctembl, Cuctemsi
UCKYCCTBEHHOI O MHTE/IIEKTA,
[MpoekTupoBaHMe 1 apxXUTEeKTypa
BbIYUCANTENbHBIX cucTeM, HayyHo-
Uccne[0BaTeIbCKas AeATE/IbHOCTb.

O6wuii crax paGorel: Gonee 22 net

Crax npenogasarensckoi paGoTsl: CTAX
HACTABHMYECTBA/KOHCYNbTAUMI/06yHeHUs
konner - 6onee 15 ner

O6pazosaHue: BbICLIEE, C OTINYNEM
Tam60BCKMii BOEHHbIN ABUALNOHHbIA
UHXEHEPHBIA MHCTUTYT 10 CNEeLNanbHOCTH
«ABTOMATU3MPOBAHHbIE CUCTEMbI 06PaBOTKM
uHghopmayuu v ynpaenexusi». B 2017 rogy
npowén nosbiwerHne ksanpukaymum 8 ArNO
«¥YL LUbU» no HanpasneHuio NogroToBKu:
«TexHN4eCcKas 3aLnTa KOHPUAECHYNA/IbHO
uHpopmaymm, nghopmaymoHHas
6e30onacHocTb», «OpraxHuM3aymns u npoesegeHne
pabor 1o oyeHke (MOATBEPXAEHMIO)
coorsercTBus, MHGopmaynoHHas
6e30MacHOCTbY, «ATTeCTaL1sI OGbEKTOB
uHbopmarnzaymum no Tpe6oBaAHNAM
6e30n1acHOCTH MHGhopmaymu. 3awymura ot
HECAHKLNOHMPOBAHHOIO AOCTYNA,
NHpopmaymoHHas 6e30MacHOCTb.

Beper 3aHATUS HA y4e6HbIX Kypcax rno
HANpPaBieHuIo PaspaboTku 6e30MacHoOro
MPOrpaMMHOro obecrnedeHusl.

A OM

O6wunii ctax paborsl: 6onee 26 ner

Crax npenofaBare/bckoi paboTsi: 6osee

10 ner

<« MACKOM a

A

PN

~
T

£
m
o
o «

YUYEBHbIA LLEHTP
BE30MACHOCTW MHOOPMALLAN

lon ocHoganus: 1998
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PVS-Studio

/\ APPSEC.SOLUTIONS

BLLIEAOH MpoAaykToBbIA NopTdhenb peLeHniA

KoMnnekcHaa 6besonacHocTb AppSec Solutions




Yemy Hayuymum?

MHCTpYyMeHTbI U cpencTBa

AK-BC 3

aHasin3aTop nporpaMMHOro Koga

Benytca aanbHenwme neperoBopbl C 0OTeYeCTBEHHbIMU NapTHEpPaMu-paspaboTumnkamm peweHumn ana PO

PVS-Studio

Cxanep-BC

aHAnM13 3amMLLEeHHOCTH

;

/\ APPSEC.SOLUTIONS

MpoaykToBbLINA NOpTdhenb peLueHn
AppSec Solutions

1 APPSEC.HUB M CTUHrPEN

Mnatdopma ynpasneHus Maatdopma asTOMaTUINPOBAHHOTO
COCTOAHWEM BE30MaCHOCTU aHaNN3a 3aLUMLLBHHOCTI
npunoxeHunia (ASPM) MOBUNEHBIX NPUNOXeHWH (MAST)

LM

- LM A IEHNTD

IACIOM

83 APPSEC.TRACK

CepBuc NpegoTBpaLLeHMA aTak
Ha ueno4ky noctasok MO yepes
KOMMNOHEHTBI C OTKPbITHIM
nexoaHeIM Kogom (OSA, SCA)

g[eipl PAH

|

Nno BOMPOCY NpeaocTaBrieHNs NPOorpaMMHbIX MHCTPYMEHTOB A1 HalKUX y4eOHbIX KypCcoB




Ponb nnyHoctn B UCTOPUU

Kapnos AHgpen HukonaeBuu, K.p.-M.H.
/I KaHamnpaT onsmnko-maTtemMaTu4ecKnx

_ boree 15 netr 3aHumaeTca TemoWu

" CTaTUYeCKoro aHanmsa Koga W KadecTBa
nporpaMmmHoOro obecneyeHus.
- ABTOp 6onbWOro kKonmuMyecTBa CcTaTen,
MNOCBALWEHHbLIX  HanMUCaHUK  KayeCTBEHHOro
koda Ha a3blke C++.
- C 2011 no 2021 rog yoocTtamBancs Harpagbl
Microsoft MVP B HOMUHaL NN
Developer Technologies. s |
- Intel Black Belt Software Developer s
- lpucytcteyetr Ha Habrahabr nog nmeHem
Andrey2008
- OpauH n3 ocHoateneun npoekra PVS-Studio

| (pvs-studio.ru)




V) ( ﬁxanule(n BM 09 okTa6psa 2024 roga

CraTtunueckun aHanusatop PVS-Studio Ha

yq aCTM e KO M a Hn bl PVS -Stu d i o CTpaxe KauyecTBa, 3alMLEHHOCTH 1

0e3onacHoOCTM Koaa

B Hawux Kypcax no PBIMNO/BPIMNO 1(2) o o AR

PVS-Studio

- M M H M MyM 1 ne H b (Ka K rl pa B Mn o 2 n HH ) 11.10 Nekyns | OG30PHLIA AOKNAZ O BO3M cTaTHYeckoro PVS- | c09:30 | Ine6 Acnamos
Studio. Karie Bubl OLMBOK yMEET HaXOANTH, Kak BCTPaUBAETCA B no [ (00O «MBC»)
npoLjecc paspaboTkM, C KaKIMI CHCTEMAMM MHTETPMPYETCH, OCHOBHLIE 11:00
HacTPofiky. OTBETbI Ha BONPOCH.

yq aCTMﬂ B yq L] n p o rpa M M ax Ky p co B . Nexuns | PVS-Studio ¢ Toukn speria GPTIO. OG30pHOE 3HakoMCTBO C TOCT P | c11:10 | Anapeii Kapnos

712072024 (CTaTuueckwii aHanva k0aa). [anee yepes npuamy 31oro no | (00O «BC»)
CTHAAPTa B3MMIAHEM HA HHCTPYMEHTANbHO CpeacTso PVS-Studio 12:40

~ TEXHOMOTVM, BIUALI BEIABNAEMbIX KPUTHHECKMX OLUMBOK, (huibTpaLma
- Yyactue GonbLUON KOMaHAbI R S

‘O6ena: 12:40 — 13:30

7
npenoaaBarteneun. Rew. | evorcrotn pabor Y5 S e s Vil | 1530 | Ao oncs

Studio. 3anyck aHanu3aTopa, NepBHYHaA pUNbTPaUHA oTHETa, no (000 «MBCx»)
NOAABNEHNE NOKHLIX cpabaTbiBaHUiA, NPOCMOTP OTYETA, UCPABNEHUE 15:00
KpuTHdeckix ownbok, padoTa c Oasol pasmeTkm (3agaHvAa baseline-

- JlerkocTth B no OroTOBKe U YPoRIS) TETSBSIAS AEMEITA OTaET 2 8rpoc PVS-Studio ¢ Touku 3peHus PBMNO

ns MMepBan YacTb NPAKTUECKOrD 3AHATUA N0 paBoTe No noMcky ownBok B | ¢ 15:10 | Annpei Kaprios,
koA ¢ noMoLubio PVS-Studio. 3apanee GyaeT npenocTtasneH obpas no Banepuid

PasBepTbLIBaHUM CTeHAA (+NPOMOKOAbI). SRR | R " POCT b 712072024

BHINUCATL peansHbie ownGku. MapannensHo crneayeT NoayMats, Kak

- OrpomHoe KonM4yecTBO Matepuanos B - R

ns BTopan YacTb NPaKTHYECKOro 3aHATHA, rae Mbl 00CY)KAaeM HaideHHble | € 16:50 | Anapen Kapnos,
OLIMBKN. KaX(Ibiii YYACTHUK OGYHEHIS 10 O4Epe I NOKA3LIBAET U no Banepuii

Al . -
Buae ctaTen. BUOeo. KHUr v n AN S wae| o AHfpei Kapnos
3 y . KPHTIEH, Kak €10 HCnpaBWTS). M pasBrpacT 010 W3 MOHbX (000 «MBC») )

cpaBaTbipaHMi. MCKYCCHA, OTBETHI HA BONPOCH! PVS-Studio

YYEBHHMAUEHTP 11 0KTH6pﬂ2024 na

14.02 TNexuun OB30pHBLIF 0K/ O BOSMOKHOCTAX CTAaTUUECKOTO aHanWsaTopa | € 09:30 Bnaaucnas
. PVS-Studio. Yto ua ceba npeacraBnaeT cTaTUMUeckMil aHanus, no BDmﬂaHoE”
KaKue BUbl OLIMGOK YMEET HAaXOAMUTh, UTO 3a TEXHOMOTMM 11:00 (000 "MBC")

vcnonkayeT. OTRETH! Ha BONPOCHI.

W Nexuns PVS-Studio ¢ Toukn 3penna BPMO. O630pHOe 3HaKOMCTBO C ©11:10 | neb6 Acnamos,
O FOCT P 71207-2024 (CtaTnuecknii aHanus koga). [lanee yepea no Banepuit
M I MPU3MY STOTO CTAHAAPTA BIITAHEM HA UHCTPYMEHTAITLHOS 12:40 Dunatos
cpefcTeo PVS-Studio: TexHonormm, Bufbl BLIABNAEMbIX (000 "NBC")
kpuTuyeckux oumbok, hrunsTpauua npenynpexaeHuin. OTeeTs!
Ha BONPOCH!

O6ea: 12:40 — 13:30

e

C# D CnaM . Dem. PVS-Studio B Continuous Delivery. Yto Takoe CD u nodemy ato | ¢ 13:30 Banepuit
evelop OB :

KkpyTO? M3 yero coctout CD nainnaiH? Yem crarmuecknii 15 S; dunaros
aHanua NomoxeT B obecneueHun HenpepeIBHOM JOCTaBKN? - (000 "NBGC") H

Sveloper 5 PVS-Studio ¢ Touku 3peHus PBINO

dVOCat 3 . n3 [leMoHCTpaLMs paBoThl PVS- Studm B KauecTBe nNnaruua c15:10 Braaucnas

e 3anyck pa, nepi oTueTa, no BomﬂaHoan o
NOJAARMEHME NOMHLIX cpaGaTuBanu‘ NPOCMOTP OTu&Ta, 16:40 | (OO0 "MBC) CraTtuyeckum aHanus !
® ncnpaerneHvie KpuTuueckux ombok, paboTa c Gas3oit pasMeTkn
aH (3ananns baseline-ypoBHs), NCMOML30BAHME JOKYMEHTaLMN. 6e3o|‘|aCHOCTb n MHoOroe ‘D.pyroe
” OTBeThI Ha BONPOCH! >

pa3p36 : ns TMepeas yacTb NPaKTUYECKOro 3aHATUA N0 paboTe No MouCcKy c16:50 |  Anekcaapa ;
OTK “ oLMBOK B KoAE ¢ MoMoLLBI0 PVS-Studio. 3aparee GyaeT no Yeaposa | Acnamos meb6

npeaoccTaBneH oGpa3 BUPTYankHOi Linux MawmHe!. B weii 6yget | 18:20 | (000 "nBC") %
yCTaHOBrIEH nnaruH PVS-Studio ana Visual Studio Code 1 PVS-Studio
HaXOAMTLCA OTUET YKe NPOBEPEHHOO MPOeKTa Ha Asblke C.
B TeueHun yaca HYJKHO NoPaBbOTaTL C OTYETOM U BLINUCATL
peanbHbie OLMGK. NapannenbHo crieayeT NoAyMaTb, kak
MO3KHO GOKPATHTB KOMMUEGTBO NOKHbIX CpabaTbiBaHui (Kakne
HaCTPOIKKM MOXKHO CAEnaTh).

BTopan YacTb NPaKTUMECKOTO 3aHATUA, TE Mbl 00CyKaaem Anexcanapa
HaigeHHble ommﬁw KB}KELle yuacTHmK 0Dy4YeHnA no ovepeau ‘Ysaposa
noi wMm Dar (noyemy ato bar, (Q0Q "MBGC")

HAGKOMbKO OH vamnqeu xaK ero ucnpasuThb). U pasbupaeT oaHo
3 NOXHbIX GpabaTbisaHui. [IMGKYGGMA, OTBETLI Ha BOMNPOGH!




YyacTtune komaHabl PVS-Studio
B Hawux Kypcax no PBIMO/BPMNO 2(2)
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MACKOM 775

https://pvs-studio.ru 3

bonee 15 net Ha pbIHKE
C, C++, C#, Java

Knaccundomkauums npeagynpexagenunin: CWE, MISRA, AUTOSAR, OWASP,
CERT

PaboTa B 3aKpbITOM KOHTYpE
BxoguTt B peectp otevectBeHHOro 0O: Ne9837

PVS-Studio V2 4

MoXXHO ncnonb3oBaTth A9 cepTudukaunm B UcnbiTatesibHbIX nabopatopuax
ONA npoBeaeHna uccnegosaHnn 4o 4 ypoBHA KOHTPONS

Pa3pabartbiBaetca ¢ y4eToM TpeboBaHMU, NpeabaBnAeMbIX K CTaTUYECKUM
aHanusatopam B [OCT P 71207-2024




Butanum lNukos
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