OdpdekTnBHaA pa3paboTka

¢ HeutpuHo n PVS-Studio:
MHCTPYMEHTbI, 6€30MNacHOCTb
M KauyeCcTBO KoAa




Nasante 3HakoMuTtbcs!

¢ Kro mbi? OO0 “CBL BC" - paspaboTtunkn 30CPB

“HentpuHo”

¥ Yo takoe 3OCPB “Heutpuro”? OteuectseHnas OC,
cepTudunUnMpoBaHHaA, BKNIOYEHHAs B peecTp OTeYeCTBEHHOro

Mo.

¢ CeptudunumposaHHasa keM? PCTIK Poccun, MO PO, OCH
Poccun, ®b (“SIL™).

¢ Mbi He Linux. OC - MmukposaaepHas, Ho POSIX-coeMecTnmasn

¢ Onauero? na ynpasneHus obopyaoBaHnem



Ceptndukauus

¢ Jliobaa ceptudpmkauma nogpasymeBaeT TpeboBaHUA:
¢ Knpoaykty

K opraHunsaumu

K coTpyaHukaM opraHusaumm

K npoueccy pa3paboTku NpoayKTa

* 4 4

HeutpuHo
[Tpo npouecc paspaboTku norosopmmM nogpobHee.
Obuwee TpeboBaHMe - pa3paboTka foNKHa 6bITb
6e3onacHon.
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HapexHocTs BeszonacHocTe  PeansHoe Bpems



Y10 TaKoe 6e3onacHag pa3zpaboTka?

«Y caMypas HeT uenu, ToNbKOo NyTb!»

¢ besonacHasa paspaboTka — MeTOAMKA
pa3spaboTku 1O, npepoTepawatowas
CNnyyYyamHoe BHeapeHMe ya3BMMOCTEN U
obecneumBatoLLan YCTOMUYMBOCTD K
BO34EVNCTBUIO BPeAOHOCHbIX NPpOrpamMm
N HECAHKLMOHUPOBAHHOMY AOCTYNY.

¢ BHeapeHue MeTOOUK U TEXHONOTUN,
noapasymesatowmx bP, 3To otaenbHbIN
NpoLECC, B paMKax KOTOPOro ecTb
CBOU C/TOXHOCTU U HIOAHCb

3noyMeilLUNEHHMK

MotpeGutens
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Beunas 6opbba

MNpopykT

Kog, eHewHue
33BMCUMOCTH
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TectupoBlmMy

Paspabotumnk -\ /-




be3onacHasa pa3spaboTkKa.

NcTouHUKN 3HaHnN.

«I'Iy'rb B TbICAYY NN HaYUNHaeTCAa C OAHOrO Wwara»

%
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Ectb ctaHpapt — TOCT P 56939-2024

Ectb ctraHpapt — TOCT P 58412-2019

Ectb ctaHpapTt CA — TOCT P 71207-2024

Ectb ctaHpapT TOCT IEC 61508-3

Ectb koHuenuua DevSecOps

EcTb ueHTpbl KOMNETEeHUUN — UCNbITaTeNbHble NabopaTopum,

yyacTHUKU TK 362, MIHCTUTYTbI M YaCTHblE KOMMNAHUU




CocTas npouecca PbI1O

YTo BxoanT B Nnpouecc?
¢ KopoTko - Bce!

¢ lNoapobHo:
¢ be3onacHocTb KOpNopaTUBHOM ceTH
¢ [NpuHumnnel paspaboTku

¢ SAST, DAST, IAST, SCA
¥ DevOps/DevSecOps
¢ CKB, CYTI, CYT, CY/]

PaspaboTka
TpeboBaHuin K
Nno

%

AHanus
TpeboBaHWiA

N

MpoeKkTpoBaHwe

KogupoBaHue

TecTupoBaHue




Ee Bennuectso BEPUOPUNKALINA

Bepudunkauma - npouecc HeTpnBManbHbIN U COCTOUT U3 HECKOJIbKUX 3Tanos.
¥ Cratnueckum aHanms (CA):
¢ PVS-Studio
¢ [uvHamMunueckni aHanus:
¥ ®a33uHr-tecTUpoBaHme:
¥ KunHop OunHamuka (HVL, Db)
¥ TpaccupoBKa MapKUPOBaAHHbIX AaHHbIX:
¢ valgrind+taintgrind (opensource)
¥ ®OyHKuMOHanbHOE, MOAYNbHOE U CTPEeCcC-TeCTUPOBaHME:
¥ caMonucHasa TecT-cucTema
¢ W MHoro uto agpyroe...



DA: Paz3nHr-tectnposaHume

¢ Havanu c kpocc-MeToaUKM:
¢ afl++ n gsym c apantaumewn
NCXOAHUKOB
¢ 3anyctunu cosmecTHbIM npoekT ¢ HNL,
®b
¢ Tenepb: HaTMBHOE Pa33nHr-
TectuposaHue nog 3OCPB «HentpuHo»
¥ WHcTtpyMeHTUpoBaHue c afl-gcc-fast,
KOTOpPbIM ABNAeTCA pacliMpeHneM ans
KP ana 3OCPB «Hentpuro»
¢ lNo3BongeT aBTOMaTU3NPOBaATL U
NoBTOPATb Pa33UHI-TECTUPOBAHME

KINNOR
DYNAMICS




HA: Tpaccuposka
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NccnepoBaHWe B paMKax npoLuecca
(taintgrind).

Valgrind — amynatop ona npouecca.
NccnepoBaHue B paMKax cUCTEMbI
(NONHOCUCTEMHbIE 3MYNATOPDI).
Panda — nonHocucTeMHbIM aMynaTop
C MHOXECTBOM MNNarMHOB, OCHOBAH Ha
Qemu

N
O6veKT uccnepoBaHus
OTcnexusaemblie >
LaHHble
BHewHwne
CTOUHUKM Ans
yTeuek (bannbl,
OTKPbITbIE NO pTbl
T.4.)
PesynbTath! >
paboTbl

IO

3anucb Tpaccbl METKU



HA: TectupoBaHue

N3HauanbHO cneumanmanposaHHbie [TMU, c
nocneanyroLlen aBToMaTn3aumen.
Passutune - nonHoueHHasa NporpaMMHO-
annapaTHaa TecT-cucteMa:
[TporpaMMHasg YacTb:
¢ [NpoBepka 6a30BOMN PYHKLNUOHANBHOCTHU
¢ llpoBepka naMeHeHUN NPpOAYKTA
¢ Crpecc-TecTbl
¢ Cucrema 3anycka n norrmpoBaHus
AnnapaTHas 4acTb:
¢ Habop 2BM c pasnunyuHbiMmM
ApXUTEKTYpaMm

3arpysouHbiit cepeep

Y

TecToBbIA CTEH, [«

Jenkins
(CliCD)

e2k

aarch64

%86

»  PowerPC

»  VortexB6

armvs

armv7

MipsBE

Peectp
docker-obpasoe

CKB

_| CucTema oTyeToB

(Grafana)




Yto kacaeTca CA...

“Nopory ocnnut naywmmn”

CTaTnyecKmMm aHann3 B Halweun
OpraHM3auny MMeeT APEBHIOKD
NCTOPUIO

¢ B Hauane 6bin pedantic-gcc

¢ [anee noasunca cppcheck

¥ W HakoHel - KoMMepueckKoe
pelweHue

PVS-Studio




Yem xopow PVS?

¢ [eknapauunsa paspaboTumka o cooTBeTCTBUMN TpeboBaHNAM
OCTIK Poccum k CA

OT3bIBYUMBAA TEXHUYECKAA NOAOEPKKA

AKTyanusaumsa MHCTPYMeHTa Mo Halm 3anpochl
CosMecTtnMocTb ¢ HawnM KP (c nocneaytowen nHterpaumen)
DddekTnBHaga nHTerpaumna s npouecc c6opkmn 30OCPB
“HenTtpuHo”

[ MOKas NMUEH3MOHHAaA NONUTUKA

* 4 4 4

) 4
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Kak ucnonbsyem ero mbi?

TpeboBaHMe NO NOBTOPEHMUIO
KOHTPO/IbHbIX CYMM CHOpPOK

DTaNnoHHoe c6OpoUHOE OKpYXEHUE -
koHTenHep ¢ KP 3OCPB "HentpuHo” +
PVS-Studio

O6epTKa Hag HawKuM CTaHAAPTHbIM Mmake
BepudoukaumorHasa cbopka (1 pas B
Henento)

PR/MR pna otcnexunBaHna TeKyWwmx
N3MEHEHMNM

MaKeTHbIN -

Penoautopuii
LeckpunTop

[ - — R

> Docker NakeT

Docker-oGpaz

. | CbopouHan cucTema |

VICXogHWKA anihis o =

- OfuexTHble thainsl

PVS-Studio | ApTethakTel aHanuza
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Kak ncnonbn3soBsartb Bam?

O6epTKa Hag make

[Meprnoanueckun (cornacHo FOCT P 71207-
2024)

PR/MR pna otcnexunBaHmna TeKywmx
N3MeHeHU (CTOUT OTpa3nTb TpeboBaHUS
B pernaMeHTe NpUHATUA U3MEHEHUN)

NuTterpauna c KP gna 30CPB
«HenTtpuHo»

<

KoMnnekT paspaboTtumka

nnnnnnnnnnnnnnnnnnn

3awnTa NH OpPMALIMK

PA3PAEOTKA BE3ONACHOIo
NPOrPAMMHOI O OBECNEYEHUWA

CTATH4ECKWA AHANMI NPOrPamMMHOro obecneqeHnn.
Obwwue Tpebomanua

HentpuHo

git



A Tenepb npo KP

MHcTpyMeHTanbHble cpeacTBa Ang Kpocc-pa3paboTKu,
OTNaAKM N TeCTUPOBaHUA NpuUKNagHoro u cuctemHoro MO

YcrtaHasnusaetca Ha OC obuwero HazHayeHNs TUMNOB
GNU/Linux n Windows (WSL2)

OcHoBHble BO3MOXXHOCTN KOMNNEKTa pa3paboTumka:
CospemeHHble cTaHaapTbl A Cu C++

IDE Ha 6aze Qt Creator

NHCcTpyMeHTbl cTaTUYeCcKoro aHanumsa Koaa

[Toonepxka nHTepnpetatopa Python n 6ubnunortexk Qt
[Topoep»ka pasnnyHbIX COOPOUHbIX CUCTEM

NHTerpauusa c nHcTpyMeHTaMu 6e3onacHoun pa3paboTku
BknioueH B peectp poccumnckoro NO

4 ¢ ¢ ¢ ¢ 0 9

Buifop KoMnaexTa

Ty YPTOIGCT N =stho £/ 0 DML T

KPOA Gt (armle-vT, 2000)

KPOA Gt (mipabe, 20200

KPDA Gt ippebe, 2020)

EPDA Ot (ppebe-spe, 2020)

«  KPDA O ixBé, 2020)

KPDA Qt-less (armle, 2029)




Cratnueckumn aHanus. CLI-nntepdeunc.

PVS-Studio Analysis Results
Ncnonb3oBaHme B KOHCONW: y

1. MepexBaT c6opKu: =

PVS-Studio Version: 7.35.89498.335
. .
pvs - S tu d l O - a n a lyz e r' tr‘a Ce - - m a I_(e -J 8 Command Line: plog-converter -t htmi -t fulltml -t json -2 GA0,1,2.3,4 -n SA T ./ -0 JPKGBUILD-less-590-xB6_SA /PVS-Studio.log
Total Warnings (GA): 28

2. AHanun3 aptedakToB c6opKuU: T )

eneral Analysis V1037 Two or more case-branches perform the same actions. Check lines: 583, 592

pvs - S tu d i O - a n a lyz e r a n a lyz e - O PVS - S t u d i O . log -j 8 - General Arnlysis_ decodecl8s V536 Be adviser that the utiized constant value is represented by an octal form. Oct 117, Dec: 15

General Analysis edit.c-271 V1051  Consider checking for misprints. It's possible that the ‘was_curr_ifile’ should be checked here.
o — General Analysis edit.c:B38 V1095 Usage of potentially invalid handle. The value should be non-negative. Check the Jogfile” argument.
C O m p I le r k C C - q C C General Analysis filename.c.897 V575  The potential null pointer is passed into 'strien’ function. Inspect the first argument.
General Analysis filename c:500 VEB02  Consider inspecting the ‘(bin_count > 5)° expression. ">’ possibly should be replaced with ">>".

General Analysis input.c:447 Vo A part of condrtional expression is always true: curr_pos > 0.
3. NeHepauusa html-oTyeTa:
[ ] [ ] General Analysis less.h:54 V1059 Macro name overrides the 'void” keyword. This may lead to undefined behavior.
General Analysis |

lo - CO nve rte r' - t h trT] l - tFu llh trT] l - a ‘ SA . 1 2 3 - n SA - General Analysis glob.h:28 V1003 The macro ‘GLOB_LIST_FAILED' is a dangerous expression. The parameter list must be surrounded by parentheses.
p g L4 b] 9 L4 General Analysis line.c:995 V580 A part of conditional expression is always true: linebuf.end > 0.

V1059 The 'memcpy’ macro name overides a reserved name from C standard. This may lead to undefined behavior.

General Analysis |system.c:124 W773  The retum value of the ‘open’ function is not saved. A resource leak is possibie.

O /S A / PVS - S t u d i o lo General Analysis optfunc.c.758 V512 A call of the 'sprintf function will lead to overflow of the buffer ‘msg + strlen(msg)’.

® ® M g General Analysis optiunc c:760 W512 A call of the 'sprintf function will lead to overflow of the buffer 'msg + strien{msg)"

General Analysis optfunc c:762 V512 A call of the 'sprintf function will lead to overflow of the buffer ‘msg + strien(msag)’.
General Analysis position.c:218 V614  Potentially uninitialized variable 'last’ used.
General Analysis screen.c:1067 V536 Be advised that the utilized constant value is representad by an octal form. Oct: \177", Dec: 127.
General Analysis search.c:1624 ¥519  The 'hide_hilite’ variable is assigned values twice successively. Perhaps this is a mistake. Check lines: 1621, 1624,
General Analysis signal.c:198 V525 The code contains the collection of similar blocks. Check items '0°, 0, ‘1", '0", '0’ in lines 198, 201, 204, 210, 213.
General Analysis tags.c:571 V575  The potential null pointer is passed into 'strien’ function. Inspect the first argument.
General Analysis tags.c:75 VE41  The size of the '& taglist’ buffer is not a multiple of the element size of the type 'struct tag’.
General Analysis tags.c:101 641  The size of the '& taglist’ buffer is not a multiple of the element size of the type 'struct tag’.
General Analysis tags.c:381 V641  The size of the '& taglist’ buffer is not a multiple of the element size of the type ‘struct tag”.
General Analysis tags.c:616 WB41  The size of the '& taglist’ buffer is not & multiple of the element size of the type 'struct tag”.
General Analysis tags.c:632 WB41  The size of the '& taglist’ buffer is not & multiple of the element size of the type ‘struct tag”.
General Analysis tags.c:656 WB41  The size of the '& taglist’ buffer is not & multiple of the element size of the type ‘struct tag”.
General Analysis tags.c:686 V641  The size of the '& taglist' buffer is not a multiple of the element size of the type 'struct tag’.

General Analysis th 50 V547  Expression 'dev == NULL' is always true.



Cratunueckuun aHanus. Paborta c nnaruHom gna Qt Creator.

1 ) yCTa H O B I'(a I_I n a I-M H a Installed Plugins — Qt Creator <@86a7c¢9b1047e>

Hel-p -> About Plugins Name erkiont

~ Build Sys
toolsProjectManager 6.0.2 (6.0.0)

/ CMakeProjectManager v 6.0.2 (6.0.0)

B OTK p bl B LLI e M Cg O l-( H e - > | n S ta ll p lugi n coe : (:‘omb\lationDatabaseProjectManager(e:(perimental]

v GenericProjectManager
MesonProjectManager (experimental)

YKa3blBaeM NyTb K apXMBY C NNarMHOM 5;
[Mepe3anyckaem Qt Creator ;

.0. .0.0)
Cppcheck (experimental) 6.0.2 (6.0.0)

2)PaboTa c nnarnHom:

Core
+ Bookmarks

7.33.85205 3 (6.
6.0.2 (6.0.0)

<SS

6.0.2 (6.0.0)

I_IpaBasl KHOMKa No MMeHUN NPOEeKTa : b

Install Plugin... Close

Analyze project with PVS Studio

PVS-Studio a

=
= Y  High: 65 Medium: 40_ Optimization

* Code Message Position

This file is marked with copyleft license, which requires you to open the derived source code. base64.c:9
The 'va_copy' macro name overrides a reserved name from C standard. This may lead to undefined behavior. priv.h:103
The 'isblank' macro name overrides a reserved name from C standard. This may lead to undefined behavior. priv.h:109

The '_func_ ' macro name overrides a reserved name from C standard. This may lead to undefined behavior. priv.h:199

Expression '* c == "\0" is always false. config....c:102




PVS-Studio
30 oHen becnnaTHoO
No NPOMOKOAY

PY©15YD2023

OTKpblTag gokymeHTauus: help.kpda.ru
OTKpbITbIN peno3uTopun: git.kpda.ru

CanT koMnaHuu: kpda.ru

TexHnyeckaqa nogaepxka: support@kpda.ru

Tenerpam kaHan Tenerpam kaHan
koMnaHu CBOBC  koHdepeHunn BCPB

o:71|

BcTpamBaembie
Cucrempl



