BHeapeHue npoueccoB 6e3onacHOM
pa3paboTKu

[TpakTnyeckaa nHTerpaumsa PVS-Studio n Securitm

AHTOH TpeTbaKOB EBreHna Kapnosa
PaspaboTunk, Tools&DevOps r" | ViHxeHep otaena
PVS-Studio =

BHEOPEHUNA M NOOAAEPXKHA



EBreHmna Kapnosa

VIHXeHep oTaena BHeEAPEHMS 1 MOOAEPXKKM

® [MpoBOXY BHEAPEHMS N NUMNOTHbLIE MPOEKTHI
C 3aKas4ymkamu

® OTBevalo 3a Ka4eCTBEHHbIN KITMEHTCKUN CEPBUC
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Pucku l“l KaTtanoru AKTUBDI n ‘ ‘n

YnpasneHue UB Ha 6ase puck- P BOY OCT3K, VYT M ynpaBeHue
OPWEHTMPOBAHHOTO NOAXOAA MITRE ATT@CK AOBLIMA TMAAMU AKTUBOB i

) MeTtpuku YA3BUMOCTH

RPA é

" KOHCTPYKTOP METPUK ArperaTop oT4eToB
aBTOMaTM3auUMa 3a4a4 Ans npoueccos MB OT CKaHepoB 6e30MacHOCTK

Robotic process automation -

Onpocbl

C6op cBefeHUI C pabOTHUKOB
M KOHTpareHToB, Service Desk

BECMNATHAS > 3000
COMMUNITY-BEPCUSA NMONb30OBATENEN OTKPbITAA LIEHA
SECURITM B SAAS-BEPCUMU MOHSATHBLIE TAPU®bI




eweHune

r

VM*

Mpobnema :

[lnAa NONCKa TEXHUYECKUX YASBUMOCTEN
BHEAPAKTCA CKaHepbl 6e30NacHOCTH, HO
O4HOro CKaHMPOBAHMUA MHPPACTPYKTYPbI
Hef0CTaToOuHO, BeAb:
* Het npuopureta

Kak oueHuTb yA3BMMOCTH

YnpaeneHue TexHu4eckumm yaszsumoctamm B SECURITM:

UHTEerpauma c HECKONbKMMM CKaHepaMK yA3BMMOCTEN O4HOBPEMEHHO
Mpoueccbl NPUHATUA PUCKOB (MCKAOYEHWNIM) ANA YA3BUMOCTEeM
AsTomaTtuyeckoe popmmnpoBaHuMe 3aaad, C HANOMUHAHUAMMU N KOHTPONEM
NCNONIHEHUS, NPUBA3KOMN K KOHKPETHbIM YS3BUMOCTAM, rpynnam
YA3BMMOCTEN, aKTUBAM.

MexaHu3Mbl 06cyKaeHnUA npobnem v BeaeHUs 6a3bl 3HaHWUM
®opmurpoBaHue meTpuk adPeKTUBHOCTM NO Npoueccy

KOHTpO/IbHbIN cnep no Bcem onepaunam

OCHOBbIBAACH Ha Uensax busHeca

N KPUTUYHOCTU aKTUBOB?

MHoro mycopa

COTHM CTpaHUL, OTYETOB

C YA3BMMOCTAMM

HeT KOHTpPOANA UCNONHEHUA

3a4a4M CTaBATCA U HE UCNONHAIOTCA,
KaK CBA3aTb TaCK-MeHeaKMEeHT

C pe3ynbraTamu paboTbl CKAHEPOB
besonacHocTU?

1P Integral =
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iple Vulnerabilities
 services Unsupported

b (sweeTaz)

1.0.5/1.13.0_1 Multiple Vulnerabilities
(0ct 2019 CPU) (Windows)

Oracle Java SE 1.7.0.321/1.8.0.311/ 1.11.0.13/ 1.17.0.1 Multiple Vulnerabilities
(October 2021 CPU)

* o e
Vulnerability .
t Microsoft Defender Elevation of Privilege Vulnerability (CVE-2019-1161)

Pesynbtat ~_~

ABTOMaTU3NPOBAHHbIM NpoLEecc ynpasneHus
TEXHUYECKMMMN YA3BUMOCTAMMU, NO3BONAIOLLMNA:

*  CocpepoTouMTbCA Ha YA3BMMOCTAX,

52188127 anetson. o HaHOCALLMX MAaKCMMaNbHbIA YPOH KOMMNaHUM
e E— 3KoHOMMTS Bpem

10331 138 enichento [T Ha aHanu3e pe3yNbTaToB CKAHMPOBAHMA
e KoHTponuposatb npovecchl

yCTpaHeHua yA3BUMOCTei

10.33.31.147 makarevich [ r———T T

16216812168 kolopany AT OueHnTb U NnoaTBEPAUTD
162.168.12.199 akimov [ Te—ETTIETTY 3¢¢EKTHBHOCTb npouecca

m
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MEHDbLUE CJ/10B,
BOJIbLUE NPAKTUKHWU

#I1EMO



Compliance Pewetine

"pOGﬂEMa YnpaBneHue BHEWHUMN U BHYTPEHHMMMU TpeboBaHusaMu B SE
« [oToBas 6a3a HOPMATUBHbIX AKTOB OTEYECTBEHHbIX U

MeXAYyHapOoAHbIX PerynsaTopoB, CTaHAAPTOB M Ny4luMX npa
[oTOBas CBA3b OQMHAKOBbIX TPe60BaHMM 13 pa3HbIX AOK
Bo3M0OXXHOCTb f06aBNneHnss CO6CTBEHHbIX JOKYMEHTOB U
TpeboBaHuM
PyuyHast unn aBToMaTMyeckass oeHKa MCNoJIHeHUA TpeboBaHun
Mpuoputesaumnsa TpeboBaHMin Yepe3 PUCKKU 6e€30NacHOCTN KOMMaHnn
HenpepbiBHas nepeoueHKa YpPOBHS COOTBETCTBUS
KOHTpONbHbIV cnep No BCEM onepauusam

NcnonHeHue TpeboBaHUi perynstopos,
CTaHAapToB, BU3HECA U KOHTPAreHTOB - OCHOBA
nHpopmaumMoHHoM 6e3onacHoCTH, HO
* TpeboBaHuit MHOTO
N LOKYMEHTbI Ay6AnpyoT Apyr 4pyra,
NPUXOAUTCA AeNaTb OANHAKOBYHO
paboTy AnA pasHbIX JOKYMEHTOB
HeT KOHKpeTuKu

Kak ucnonHATb TpeboBaHua ?
HeTt cmbichna P \/
: . Pesynbrar

L J
He NOHATHbI NPUYUHbI, NexalLne \ -
B OCHOBE MHOTUX TpeboBaHNM . )
ABTOMATU3UPOBAHHbIN MpoLecc ynpasieHua puckamm Ub,
MHOro pyTuHblI

NO3BONAKOLLNNA:
KoHTponuMpoBaTb M NOATBEPXKAATb
< *  3anycTutb ynpas/ieHne PUCKaMmn U NONYYUTb NepBble
CoOTBETCTBUE TPEBYeTCA perynapHo \

3 pe3ynbratbl 32 5 MUHYT
9KOHOMMUTb Bpems

\‘ ';K v Q4 M OTKa3aTbCs OT PYTUHHbIX onepauui
ll A » CakoHOMUTb 1 060CHOBATbL GLoAXKET
 N\& Ha MHPOPMaALMOHHYIO 6e30MacHOCTb
MOHATb NPUYMHBI U YCTAHOBUTb NPUOPUTETDI
B paboTe cnykbbl 6e3onacHoCcTH
lfoBopuTb C 6M3HECOM Ha O4HOM A3blKe
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Info@securitm.ru
8 800 300 37 64
securitm.ru

service.securitm.ru < @SECURITM



