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HCNbITaHUA CTAaTUMECKUX AHANW3ATONOB NO TREOOBaHNAM

TOCT P 11207-2024
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«AK-BC 3» — 35TO WMHCTPYMEHT, KOTOPbIN MO3BONAET
aBTOMATM3NPOBATb Npouecc:

" nNpoBeAeHMss  UCAbITAHUU nNpu  cepTuduKkaumm no
TpeboBaHMSAM Pa3AUYHbIX PEerynaTopos

" nposeaeHuna nepunoanyvecKuxX npoBepoK B COOTBETCTBUU C

TpeboBaHMAMMU pa3paboTku 6esonacHoro MO
<
AKVS

aHaMmMmM3aTop Koa4aa



Mpukas ®CTIK Poccum ot 2 nrona 2020r. N 76

" 1. 19 «McnbITaHUA NO BbIABNEHUIO YA3BUMOCTEN N HEAEKNAPUPOBAHHbIX
BO3MOXHOCTEM cpeacTsa»

Metoauka BY nu HAAB

= . 4.2 «Cratnyeckmnin aHanns obbvekTa oueHKU (CAO)»

" n. 4.3.2 «®a33unHr-tectupoBaHmne obveKkta oueHKku (JAO.2)»

= n. 4.3.3 «CuctemHoe TectmpoBaHmne obbekTa oueHku (JAO.3)»

FOCT P 56939-2024 «Pa3paboTtKa 6e3sonacHoro MO»

= 1. 5.10 «CtaTn4eckmim aHanm3 UCXo4HOro Koaa»

" n.5.11 «AMHaMMNYECKMM aHA/IU3 NUCXOOQHOTO Koaa»

FOCT P 71207-2024 «CratnyecKunit aHanm3 nporpammHoro obecneyeHusa»
" . 8 «TpeboBaHNA K UHCTPYMEHTAM CTaTUYECKOro aHaAn3a»



CpaBHUTENbHbIN aHaNAU3 N BbIbOP
CTaTUYECKUX aHaA/IN3aTOPOB
6e3onacHoCTU KoAa

AHanmn3aTop Koaa BbIMUCAUTE/IbHbIX KaK paboTatoT MHCTPYMEHTbI
cuctem AK-BC 3. KomnneKkcHoe pelwieHune CTaTU4YeCcKoro U AMHaMmnyeckoro
nns obecnevyeHmna 6e3onacHOCTM Koaa B aHanusa Koga. OnbIT NCNO/b30BaAHUA

COBPEMEHHbIX pa3paboTKax AK-BC 3



HenbITaHua cTat
aHanu3aropos. linochl

- I'IepBaﬂ NOMbITKa NMNPoBeCTn UCTbITAHUA, 4yTOObI OoUeHUTb YPOBEHDb
dHa/1IN3aTOPOB

= BO3MOXHOCTb Ha 3Tane AoMallHero 3agaHna OueHUTb HeJ0CTaTKu

= Bo3MOXHOCTb A0paboTaTb aHa/IM3aTOP NO pPe3yabTaTtam AOMallHero
3a/aHuA

" BO3MOKHOCTb Y KaXXA0ro BeHA0pa NpeAoCcTaBUTb CBOU TECTbI

" [lonyyeHmne obpaTHOM CBA3M OT XKIOpU




HenbITaHua cTat
aHanu3arTonos. MMHYChI

= (CrKaTble CPOKM

- OTCVTCTBVIe yHVI(I)VlKaLI,MVl B T€CTaX, HEKOPPEKTHbIE TECTbI

"  CNnoXHbIKM MannuHr AeTeKTopoB Ha TpeboBaHmAa FTOCT

" HeobxoAMMOCTb BPYYHYIO aHANN3NPOBATb Pe3y/ibTaTbl TECTOB

= OTtcyTtcTBUE YHUOUUMPOBAHHOTro popmata SARIF




Ha sTane gomaliHero 3agaHuna y *Xiopu BOSHUKAN TPYAHOCTU OLLEHUBATb pe3yabTaThl
B dopmarte sarif. B ntore 66110 NPUHATO pelieHMe OTKA3aTbCA OT OueHKu sarif n s
byayuwiem caenatb noapobHyo cneundpuKkaumio.

Mpmumep Hawen cneynPuKkaumnm:

Line < Message
A\ 2751 MrHopupoBakMe oWKBOK. MTHOPUPOBAHWE UCKKOUEHWI MOXET MOIB0NUTE JN0YMBILLIEHHUKY OCTABUTE HEOXWIAHHOE NOBSAEHNE HEZaM...
M\ 3281  WrnopupoeaHmne ownBOK. MIHOPYPOBaHWE WCKAOYEHWI MOXET NOZE0ANTE I0YMbILNEHHIKY OCTABMTE HEOKUAAHHOE NOBEEHNE HEeZaM...

INFO ANALYSIS STEPS (0 STACKS (0

HMrHoprpoeaHne OWKnBoK. WMrHoprpoBaHue MCKHOUEHMH MOXKET NO3E0NKTE FNOYMEILUNEHHWEY OCTEEMTE HEOXHAGHHOE NOBEAEHME HEZAMEYEHHBIM.

Rule Id 434fb16e-c588-4c24-8309¢c-4d2047dbed (2
Rule Mame —

Rule Description WrHopupoeaHMe owwbok

Level warning

Kind —

Baseline State new

Locations ma.4.cs

Log defects3:20%282%29.5arif

Suppression not suppressad



InuMenbl HeKONDEKTHbIX
TECTOB

Bonbliaa yacTb TecToB bbina pa3paboTaHa NpM NOMOLLM aBTOreHepauunum, No3TOMy B
pe3y/ibTaTe NoABAAIMCL AO0MNOJHUTENbHDbIE OWUOKK, NN JOCTUXMNMOE
cpabaTbiBaHue, KOoTopoe Heobxoammo 6bizIo NponycTUTb

test_10_cwel5_External-control-of-system-or-configuration- | | test_6cfcf636b179__cwe89__sqlite3-execute-

settings_diamond-and.c" f__while__ispras
import sqlite3
void func(int param) {

char name[1024]; def func(username):
connect = sqlite3.connect("users.db")
. cursor = connect.cursor()
if (paPaTO&"eX1D) { error_flag = False
scanf("%s", name); //Bo3MOXHO nepenosHeHue b6ydepa

} query = f"SELECT * FROM users WHERE username = '{username}"'"
error_flag = True

if (param & 0x1D) {

sethostname(name, sizeof(name)); // FLAW while (error_flag):
} error_flag = False

cursor.execute(query)

return cursor.fetchall()




CNMACUBO 3A BHUMAHMUE!

ApyctamsiH Cac CepreeBuy,

OupekTtop LleHTpa OLEHKM COOTBETCTBUMA M TECTMPOBaHUSA
AO «HIMO «3wenoH»

sa@cnpo.ru
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