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AHOopeu Kapnos
PVS-Studio [IMpekTop No pa3BUTUIO BU3HECAa




AHOpeun Kapnos

OO0 I'BC, npeKkTop Nno pa3BUTUO BU3HECa

= 3aHNMAaKCb TEMOW CTaTNYeCcKOro aHanmsa
bonee 18 neT

= CoocHoBaTernb npoekTa PVS-Studio

= Habr: @ Andrey2008
» TG: becTnapum nporpamMmMmMpoBaHnS
= E-Mail: karpov (@) vivab4.com



https://habr.com/ru/users/Andrey2008/articles/
https://t.me/programming_tales

Cac ApycTtamsH

AQO «HI'O «BwenoH», AMPEeKTop LLEHTPAa
OLLEHKW/ COOTBETCTBUA M TECTUPOBAHMUS

= MeHepxep npoekTa AK-BC 3

* YyaCTHMK pabouen rpynnbl TK 362,
pa3pabaTtbiBatowwen cepumn ' OCT no PBIO

= CTapwun npenogasatens Ml TY nM. baymMmaHa,
HNAY MNOIU

= Bo3rnaesngeT koMaHAay, BHeapawowyo PbloO
HEe B TEeoOpWUK, a Ha NpaKkTnke anga 60nbLlUNX U
ManNeHbKMX KOMNaHWA

SLeNoOH

KOoMMNJieKcHaa be3onacHoOCTb




Nnba AHTUNOB

AQO «HI'O «BwenoH», pykoBOoAUTENb FPYMMbI
LLeHTPa OLLEHKM COOTBETCTBUA M TECTUPOBAHNA

= OKCNepT No CTaTU4eCckoMy aHanmay

= AcnmpaHT Kadenpbl Y8
"MHPopMaunoHHaa 6e3onacHoCTb” Ml TY
M. baymMaHa.

=~ SWenoH

KOoMMNJieKcHaa be3onacHoOCTb




BnagnmMump Ko4yeTKoB

PykoBOOMTENb OTAENa nccnegoBaHnm 1
pa3paboTkn aHanM3aTopoB Koaa B Positive
Technologies

= OKCMepT No 6€30MacHOCTU MPUNOXEHUN,
3aHMMaEeTCAa 3TOM 06NacTblO yXe CcBblle 15 neT

= Jlngep coobuiecTBa be3onacHoOM pa3paboTKn
POSIdev

= Ben€t kaHan o npekpacHoM (M1 He OYeHb)

BOKpyr koaa, NN wn
6€30MacCHOCTV NPUNOXEHUI: Oz 40

. positive
technologies

t.me/art code al



https://t.me/art_code_ai

IcnblTaHUA CTaTUUYECKUX
aHann3aTopoB UCXOAHbIX KOAOB
KOMMUNUpPyeMbIX U AMHAMUNYECKUX

A3bIKOB NporpaMMmMpoBaHund noa
pykosoacteoM PCTIK Poccum




[IpegblCTOPUSA UCNbITaHUU

= Tanpena 2024 roga BeeneH B aencteme [OCT P 71207-2024
3awuTa MHpopmMauun
Pa3paboTka 6e3onacHOro nporpaMmMHOro obecnedyeHms

CTaTnyeckunn aHanums nporpaMMHOro obecnevyeHus
ObLwue TpeboBaHUA

= Haluy KOMaHay He BOBMEKM B pa3paboTkKy 3TOro cTaHaapTa

= OQHaKO NOHATHO, YTO OH Ba)eH ans Hac. BHMMaTeNnbHO
NPOYNTaB U3NOXKEHHbIE B HEM TPeboBaHWA, Mbl HaYaZiu BHOCUTb
cooTBeTCcTBYOWMe aopaboTku B PVS-Studio



['oBopa npo NOCT, sBbigenum oguH MOMEHT Ha

TeMy NpoBepKu TpeboBaHUU

= BIOCT P 71207-2024 eCcTb cnefnytoLwpme YmcnoBsble TpeboBaHUA

= Ha CMHTEeTUYECKNX TECTAX U Ha OTKPbITbIX MPOEKTax aHanmM3aTop
[OMXEH NOKa3aThb:

* @) DOMK0 OLWMBOK NepBOro poaa (MOXHONONOXUTENBHLIX CpabaTbiBaHWR, FP) —
He bonee 50 %,
FP = 50%

* ©) OO0 OLMBOK BTOPOro poaa (NoXHOOTpUUATENbHbBIX CpabaTbiBaHUN, T. €.
MPOMYCKOB 3aBE€0MO U3BECTHbIX OWMBOK, FN) —
He 6onee 50 %;
FN < 50%



[lonyTHO A paccKa3biBan npo ctaHaapT

» PVS-Studio cooTBeTcTBYET TpeboBaHnaM [ OCT P 71207/—2024

= [loknapg Ha Certification Day 2024. Ctatnyeckum aHanms C++ koaa no
[OCT P 71207-2024 Ha npuMepe PVS-Studio

= [loknap Ha GigaConf 2024. Vicnonb3oBaHWe CTaTnyeckoro
aHanmM3aTtopa B pa3paboTke 6e3onacHOro NporpaMMHOro
obecneyvenmnsa (TOCT P 71207-2024) Ha npuMepe PVS-Studio

* LiInkn n3 5 sebunHapos, nocBAWeHHbIX [OCT P 71207-2024:

« QObllee onncaHne 1 aKkTyanbHOCTb
* TepMnHONormg

* Kputndeckme owmnbKku

* TexHonormv aHanmsakopna

» [lpoLiecchl



https://pvs-studio.ru/ru/blog/posts/1204/
https://pvs-studio.ru/ru/blog/video/11236/
https://pvs-studio.ru/ru/blog/video/11054/
https://pvs-studio.ru/ru/blog/video/11050/
https://pvs-studio.ru/ru/blog/video/11066/
https://pvs-studio.ru/ru/blog/video/11084/
https://pvs-studio.ru/ru/blog/video/11092/
https://pvs-studio.ru/ru/blog/video/11102/

AHanusaTtop PVS-Studio gopaboTaH, cTaTbu

HaAalMACaHbl, AOK/1abl CAO€J1aHbl, HO...

= CTpaHHblEe 06LEHNSA C NOTEHLMaNbHbIMKY 3aKa3unkaMu

* ECTb «AOKYMEHT», MOATBEePXAatoLLnK, 18
4yTo PVS-Studio cooTtBeTcTBYEeT I OCT P 71207-20247 Q

= 93... ETO He cyLlecTByeT..

= BIOCT P 71207-2024 onncaH npoLuecc NpoBEPKM COOTBETCTBUA
MHCTPYMEHTa TpeboBaHMAM, HO:

» OH TpyanoeMok. [loTeHUManbHOMY 3aKka3unKy HepeanbHO NPOBECTM BCE
HeobxoOMMble UCMbITaHWUA Ha BbICOKOM YPOBHE

 Ecnn Mbl NpoBeaéM, TO K TaKOMY UCMNbITaHUIO HE ByaeT 4oBepus



Bonpoc eCcTb, a OTBeTa HeT

* [lonb3oBaTenu cnpawnBaloT Hac 1 Opyrux pa3padboTymnKoB
aHanNn3aTopoB

* Mbl cnpawwmBaem OCTOK B NMUCbME
= KoMnaHuu cnpawwmBaioT GCTOK
= [1lpyrme pa3paboTymkm aHanmnsaTopos cnpawwmeaoT PCTIK

= B o6ueM, BCe Apyr Apyra cnpawusaloT ©




Ilep TpoHynca B Havyane 2025 ropga

s QCTOK Pocecum obbgaBmna o Havyane MaclutabHbIX UCMbITaHUNU
CTaTUYECKMX aHaNN3aTOpPOB

= 13 pa3paboTumMKoOB aHaNM3aToOPOB E :E_E

yyacTme NMPUHANN:

 AO «HI'O «BwenoH» - t
. |'.
* AQO «[1o3nTmB TekKHONOOXN3» - r
r
. AO «COJTAP CEKbHOPUTU» E JT
- NCI1PAH
« O00 «[1BC»

= HA3blkn: C, C++, C#, Java, Go, Python, JavaScript


https://ib-bank.ru/bisjournal/news/21667

[Tyénukauum o xoge UcnbiTaHUM

* /ICNblITaHNA CTaTUYECKMX aHaNN3aTopOoB
(BIS Journal — «MHdopMaLmMoHHasa 6e€30nacHOCTb b1u3Heca», N
2(57) 2025, cTp. 72-82)

* ITorn atana «JloMaliHee 3agjaHne» UCMblTaHUW CTaTUYECKMX
aHanmn3aTopoB nod natpoHaxeM PCTOK Poccum

= Moun kommeHTapuy kacatenbHo PVS-Studio B telegram-kaHane

= Cemnyac nageTt OCHOBHOW aTan UcnblTaHUN, HO OH BbIXOOUT 3a
DaMKM 3TOro gokiaga


https://ib-bank.ru/rpbo_pdf/4
https://ib-bank.ru/bisjournal/post/2508
https://t.me/programming_tales/317

UTO Takoe 3Ttan «loMallHero sagaHuna»

= Kaxablv npegnaraeT cBOWM Habop TECTOB

* «CMHXPOHM3NPOBATLCA» HA CUHTETUYECKMX TECTaX

* [1OHATb, KaK HY>XHO cO3aBaTb TECThbI M AeNaTb 3aMepbl
* HaCKONbKO NOAxX0o[ 4 C TeCTaMM B LLe/IOM paboTaeT

= ABTOMaTn3nPOBaHHbLIM NOACYET NPOLLEHTOB

= [leknapaTuBHbIM 3Tan. Kax bl caM NPOM3BEN 3aMepbl U
npenocTaBui OTyHET

* Ha aTane 13 Bepnpukaumm pe3ynbTaToB HET



TecTnpyeMbie Kateropmm KpUTUYECKUX

OLWNBOK

= OcHoBHOW Habop (TOCT P 71207-2024: n.6.3, 6.4, 6.5):

* OWnbKN HEMPOBEPEHHOTO MCMONb30BaHUSA YyBCTBUTENBHbIX JaHHbIX

* OWnBKM LENOUYMNCNEHHOr O NEPENONHEHUS N HEKOPPEKTHOIO COBMECTHOIO
MCMNOMb30BaHNSA 3HAKOBbIX M 6E33HAKOBbIX YMCETT

- NT.0.

= [lononHWTEenbHbIM Habop. HanpuMep, ang Java, Go, C#, Python:
* OWWMBKM AeNeHNs Ha HOIMb

= [logpobHee Npo cocTaB OCHOBHOMO U
OOMONHUTENbHOro Habopa



https://pvs-studio.ru/ru/blog/posts/1254/

YTO BO/THYET U KaKue acnekThbl
Xo4yeTcs O6bACHUTDL




[loueMy a penaro 3TOT fOoKNaa

= Pe3ynbTaTbl 3Tana «JoMallHero 3agaHns» CroxXHbl ANs
BOCMNPUATUS

= H CTONKHYNCA C HeENpaBMbHOM X MHTEPNpEeTaLnn 1 BbiIBOJaMM
* [loNe3HO BHECTN ACHOCTb Y OOBbACHUTb HEKOTOPbLIE MOMEHTHI

= HanpumMep, cnenyet pa3obpaTtb NOHATUE «J10OXHbIE
cpabaTbiBaHUA» (FP)

= TONMbKO TOrga MOXHO NMpaBuIIbHO TONKOBAaTb Pe3yNbTaTbl U
obcyxaaTtb nokasatenun 502% FP, ykazaHHblie B OCT



J1IO)KHOMONOXXUTEeNbHblE
cpabaTtbiBaHuA (FP)




OnpepneneHue FP

* [10)KHONOOXUTENBbHOE cpabaTbiBaHME
(False Positive, FP) - noxHoe cpabaTtbiBaHWE
MHCTPYMeEHTa (Npobnema, 0 KOTOPOM COOBLLMM
MHCTPYMEHT, Ha CaMOM [ene B KOAe OTCYTCTBYET)

= He nyTaTtb c «He akTyansHo» (Won't fix) - NCTUHHOE
cpabaTbiBaHMe, KOTOPOE NO TEM UM UHBIM NPUYMHAM
MCNPaBNATb HELLeTeCO0bpa3HOo



https://pvs-studio.ru/ru/blog/terms/6461/
https://portal.linuxtesting.ru/LVCStaticReview.html

TpebyeTca npaBusibHoe NoHUMaHue FP

" be3 NoOHnMaHnA npmpoabl FP He MONy4YnTCA roBOPUTL O
NPOLLEHTHbIX MOKa3aTenax

= KTO-TO B pekaMHbIX MaTepmnanax roBopuT, YTO FP aHann3aTopa
B panoHe 0%

* Mbl CMIOKOMHO roBOpPUM, UTO PVS-Studio BbigaeT MHOTIO JTOXHbIX
cpabaTbiBaHN

= BIOCT P 71207-2024 rosoputca npo 50% FP

= Kak BCe 3TO NOHMMaTb"? YTO XOPOLLO, YTO NIOX0? YTO O3HaYaloT
NPOLLEHTbI Ha NPaKTUKe?



YTO HE TaK C «NPOLLEHTOM JTOXXHbIX

cpabaTbiIBaHUN»

= JTroan XOTAT NPOCTOU OTBET Ha BOMNPOC:
CKOJIbKO NOXHbIX cpabaTbiBaHUN Y aHanmn3aTopa X?

= Ho npocToro orBeta He 6yaeT!
= JTO He TaK paboTaeT
= [laBanTe pasbupaTbCo




[laBauTe pasbupartbcs c FP

= [1encTBUTENBHO, MOXHO OPUEHTMPOBATL CTaTUYECKNM
aHanm3aTop Ha 026 NoXHbIX cpabaTbiBaHN

= 0% FP 210 0ueHb npocTo!
= ECTb BMAbl NpeaynpexageHun, y KOTopbix HET FP nnmn noyTn HET




[IpnMepbl aeTekTopoB c FP 0%

= CTUNNCTUYECKME NpaBmna
= Sonar - Java: Literal suffixes should be upper case

* HenpaBunbHO: long longl = 11;
» [1paBWNbHO: long longl = 1L;

= MISRA C, 2023: Rule 7.5 - The lowercase character “I” shall not
be used in a literal suffix

* HenpaBunbHO: const uint64 t a = OULL;

OULL;

» [1paBMNbHO: const uinté4 t a



SEI CERT C Coding Standard, FLP30-C

= Do not use floating-point variables as loop counters
* Inn ncnonb3yeTcs, Unm He ncnonbldyetca © - FP 0%

void func(void) 1%
for (float x = 0.1f; x <= 1.0f; x += 0.1f) ¢
/* Loop may iterate 9 or 10 times =*/
h
h


https://wiki.sei.cmu.edu/confluence/display/c/SEI+CERT+C+Coding+Standard?src=sidebar

[HeTekTopbl c FP 0%

= CyLLecTByeT MHOXECTBO «MPOPUIaKTUYECKMNX» OANArHOCTUK,
KOTOpPbIE He BblAaoT NNTOXHbIE CpabaTbiBaHUA

* OHWM NONIE3HbI N 3aHKMAIOT CBOKO HULLY

= OHaKO X HEQOCTATOYHO, KOr4a Mbl FOBOPUM O ITy6OKOM
CTaTUYECKOM aHanm3e 14 BbIABAEHMA CMTOXHbIX OLLMOOK!



CnenouTe 3a HanepcTkamMit CTaTUCTUKOU

= AHanmnzsaTop BblgaeT 100500 «npopunakTU4ecKmnx»
npenynpexgeHunn ¢ FP 0%

* /I BbIOAET ThiCAYM NpeaynpexgeHnm
npo out-of-bound n T.4. ¢ ypoBHeM FP 99%

= TorganonyyaeTcs, YTO B cpeaHeM aHanm3aTop O4YeHb
«KauyeCTBEHHbIN» : FP, HanpumMep, 196 ©

* Mbl nonyunnu abCconTHO 4OCTOBEPHbIN, HO COBEPLLUEHHO
6ecTonKoBbi Nokasatenb FP =1%



ECTb «BblUNCNUTEJIbHbIe» ANArHOCTUKU

= Hy>XHO «MPOBECTW BbIUMCNIEHUSA» (aHANM3 MOTOKA AaHHbIX) .

YTOOblI HAXOOUTb TakMe AePeKThI, Kak:
° BbIXO[ 3a rpaHuLy MacCcuBa;

* Pa3biIMEHOBaAHWE HYJTEBOI'O YKaA3aTE/ 14,

 neneHune Ha 0.

= COOTBETCTBYIOLWMM OETEKTOPAaM CBOUCTBEHEH HEBLICOKUI
YPOBEHbDb FP, Tak Kak aHanm3aTop pyraeTcs, TONbKO eC/ii CMOr
NPOCYNTaTb 3HAUYEHUS

* HO OH MOXEeT M ownbaTbCA
= [1n49 noBbIlWEHNA TOYHOCTK HY>XHa HacTpoMKa



«BblumncnuTenbHblie» ANArHOCTUKU BIN3KU K

Kputndyeckmnm owmbkaM rOCT P 71207-2024

= [OCT P 71207-2024 B OCHOBHOM NPO KPUTUYECKME OLLMOKMH,
KOTOPbIE MOXHO HaUTK C MOMOLLIO aHanM3a NoToKa AaHHbIX U

ero pa3HoOBMOHOCTEWN:
* OLWKMBKKM NepenonHeHna bydepa;

°* OLUMBOKM LLeNOYUCIEHHOI O NePENOTHEHUS,

*  OWWKMBKM pa3blIMEHOBaHUSA HYIEBOIO YKa3aTeny;

*  OWWMBKM NCMONb30BaAHNA HEVHNLMANN3NPOBAHHbIX NEepPeMEHHbIX;
* OLWMOKM yTeuek NaMaTH;

* UT.M.



[IpuMep NonckKka HyneBoro ykasartensd

int32 t ctgGetFetchName(....) {
STablesReg* pReq =
(STablesReg*)taosArrayGet(pNames, pFetch->dbIdx);
if (NULL == pReq) {
gError("fail to get the %dth tb in pTables, tbNum:%d",
pFetch->tbIdx,
(int32 t)taosArrayGetSize(pReq->pTables));
return TSDB CODE CTG INTERNAL ERROR;

}

PVS-Studio: V522 Dereferencing of the null pointer 'pReqg’
might take place. ctgUtil.c 1769



[IpnuMep, oTkyaa 6epyTca FP (ceasb nepemeHHbIx)

/* compute bytes to read —— error on overflow */

len = nitems * size;

if (size && len / size != nitems) {
gz_error(state, Z_STREAM_ERROR, "request does not fit in a size_t");
return 0;

;

#ifdef __clang_analyzer__
/* clang—analyzer does not see size==0 through len==0 below. */
if (!size)
return 0O;
#endif

/* read len or fewer bytes to buf, return the number of full items read */
return len ? gz_read(state, buf, len) / size : 0;

Owmnbca n PVS-Studio: V609 Divide by zero. gzread.c 405



HacTpouka yMeHbllaeT kKonn4yecTso FP

= Hanpumep, Hepeako GyHKLMK He pa3medeHbl kak [ [noreturn]],

XOTH TaKOBbIMUN ABJTAKOTCHA:

» MOXHO oTpedakTopuTb Ko, Ao6asmBs [[noreturn]]

- Ecnukop npaBnTb HENBb3S, MOXHO MCMNOMb30BaTbh MeXaHM3M Ppa3MeTKU QYHKLNA
B PVS-Studio

* B pa3HbIX MPOEKTax NO-pa3HOMY CHUTaAETCA, MOIYT QYHKLLN
BblaeneHnda naMatu Bo3spawaTtb NULL Mnm HeT

struct tree entry *te;

te = calloc(1l, sizeof(*te));

te->next = t->stack; // [deTtekTunpoBaTb pa3biMeHOBaHue
// HYyneBOro ykKkasaTena WINn HeT?



OBPUCTUYECKUE OeTEKTOPbI C BbICOKUM

NpoueHTOM FP

" Then 1 else BeTka onepaTtopa 1f MUOEHTUYHDI.
OOHO3HaA4YHO none3Hasa anarHocTukal Proofs.
HO CKONbKO NUCKTKOYEHUMW HEe aoenan, MHOro FP

= OTOT KOA4 nofo3puteneH? ECTb 3aecCb OwWnMbKa”?

cm::optional<EventLogger> const o0l{ 1 };
cm::optional<EventLogger> const 02{ 2 };
cm::optional<EventLogger> const 03{ 2 };


https://pvs-studio.ru/ru/blog/examples/v523/

3aecb FP, HO CNOXXHO Hay4YUTb aHanm3aTop

NMOHUMAaTb BbICOKOYPOBHEBbBIE 3a1YMKM

static bool testComparison(std::vector<Event>& expected)

{

cm.
cm.
cm.
cm.
cm.

:optional<EventLogger> const o01{ 1 };
:optional<EventLogger> const o02{ 2 };
coptional<EventLogger> const 03{ 2 };
:optional<EventLogger> const o04{};
:optional<EventLogger> const o5{};

EventLogger const el{ 2 };

ASSE
ASSE
ASSE

ASSE
ASSE
ASSE

RT T
RT T
RT T

RT T
RT T
RT T

UE(! (01 == 02) && ol != 02);
UE(01 < 02 && ! (01 >= 02));
UE(! (01l > 02) && 01 <= 02);

UE(02 == 03 && !(02 != 03));
UE(! (02 < 03) && 02 >= 03);
UE(!(02 > 03) && 02 <= 03);

FP PVS-Studio: V525 The code
contains the collection of
similar blocks. Check items
'1', '2', '2' 1n lines 522,
523, 524. testOptional.cxx 522



KoMMeHTapun Bnagumumpa
KoyeTKoBa




OTKyna 6epyTtca ¢ponasbl

Jltobon noaxon K aHanm3y — 3TO KOMMNPOMUCC
MeXAOyY pecypcamMm h MeETPUKaMM KauyeCTBa

MHOXECTBO COCTOAHMM NIOBOIro HETPUBUANBHOIO
NPUNOXEHNA CPAaBHUMO C 6E€CKOHEYHbIM

3afadva aHanmsatopa — HanTh oe@ekTHbIe
COCTOAHUA UMN X NPU3HAKW

HeBO3MOXHO NepedncnnTb 6beckoHeyHoe
MHOXECTBO COCTOAHMN 38 KOHEYHOE BPeEMSA

Kakmne-To COCTOAHUNA ByayT TePATbCA N3-33
YNPOLLEHNA M NPUBOANTb K JTOXHbBIM
CpabaTbiBaHUAM




MeTpUuKu kayecTtBa

A r TP+ TN He cheayet ncnonb3oBaThb ANA
ccuracy TP+ TN + FP + FN HecbanaHCUPOBAHHbLIX CIy4YaeB
TP
Recall TP + EN Ucnonb3yetcsa, Koraa FN gopoxe FP
FP
FPR 5+ TN Ncnonb3yeTtcsa, koraa FP aopoxe FN
Precision TP Cneayet UCNONb30BaTb, KOrAa BaXKHa TOYHOCTb

TP + FP NONIOXKUTENbHbIX CPAOOTOK



[l0ObITOXUM NPO NTOXHbIE
cpabaTtbiBaHuA (FP)




J1o)KHble cpabaTbiBaHMUA U UCNbITaHUSA

* BHe KOHTEeKCTa TUNOB OeTEKTOPOB 6&CCMbICNEHHO
paccMaTpuBaTb M obcyXxaaTb % FP

= [OCT P 71207-2024 roBopUT NpO 3aMeP KPUTUUYECKUX OLUNBOK,
KOTOpble AaloT cpeaHnn % FP

" 3aMepr Ha CUHTETUHECKNX TECTaX B LLEJTOM BO3MO>XXHb

= ECTb CNOXHOCTW M NpobneMbl, HO 2% FP ana Kputnyeckmnx owmnbok
MMEET PaMKK, a He MONHOCTbIO abCTpakTeH



Jlo)XHble cpabaTbiBaHMA U PVS-Studio

= B PVS-Studio peanm3oBaHO MHOMO SMMMPUYECKMX AMarHOCTUK
014 NONCKa oneyaTok

= 3TO AenaeT ero no yMONYaHumIo LWyMHbIM (MHOrO FP)

* [Ipn aTOM, HANpPUMEP, ECTb MOA CTaTbA “ XapPaKTEPUCTUKM
aHanm3aTtopa PVS-Studio Ha npuMepe EFL Core Libraries, 10-
15% noXxHbiX cpabaTbiBaHUN’

= 30ECb HET HMKAKOro nNpoTmBopeyms!
= Kak TaK’?


https://pvs-studio.ru/ru/blog/posts/cpp/0523/

Bonuwe6Hoe CNoBO - HACTpoMKa

* [lepen ncnonb3oBaHNEM, aHaNM3aTop HY>XXHO HACTPOUTb:

* BbIK/TIOUYNTb HEaAKTYyallbHble AMarHOCTUKM

* Pa3MeTuTb QYyHKLKMN, MaKPOCHI
* HacTpouTb OeTeKTopbl
» OcnabuTb HAaCTPOWKM ANa GannoB C TeCTaMU

- NT1.0.
= YpoBeHb FP cTaHeT npuemMnemMbiM anga padoThl



[OCT P 71207, ucnbiTaHns, HaCTPOUKa

= Xanb, YyTo FOCT P 71207-2024 , onncbiBas 3aMepbl Mpu
MCMbITaHVUAX Ha OTKPbITbIX NPOEKTaX, He FOBOPUT O KaKOU-
NIM60 HAaCTPOMUKE MHCTPYMEHTORB

= Ha MOW B3rnga4, 3To AenaeT 3aMepbl Maronone3HbiMn, HECMOTPS
Ha TO, YTO OHM KaCaltoTCA TONbKO KPUTUYECKMX OLLUMBOOK

* { nnaHWpyo NpeanoXnTb MbICM MO AopaboTke CTaHOapTa B
oyayLLEM
" HO 3TO OTAENIbHadA TeMa N UCTOPUA



NTormaTtana
«JloMallHee 3agaHue»




KOMNNEKT TECTOB OTKPbIT

= Bbino)eH noa csoooaHom nnueHsnen GPLv2

= CneumanucTbl «bazanbT ClO» cogencTBoBanu C pa3MelleHNeEM
KOMMNMEeKTa B OTKPbITOM AOCTYNe Ha pecypce altlinux.space



https://altlinux.space/rbpo-community/sa-tests-db

[Toka3aTtenu PVS-Studiostana 13

= Y MEH$H He OCTanoCb M3Ha4YanbHOWM KapTUHKKN, HO Ha HEW
NONIOBMHA A4Yeek B Tabnuuax bbifia KpacHOM

= OOoHaKO roe-Tto B TedeHme 2 MeCcsLEeB BCE CUMbHO
npeobpas3nnoch

= [1719 OCHOBHOIO 1 AONONHUTENbHOIro Habopa TECTOB
NOCTUIHYThI MOKa3aTenu, 3aaHHble CTaHJapTOM

(KpoMe ofHoro nyHkTa: FP ong pa3siIMeHOBaHUS HyNneBoro ykasatens B C/C++)



LLinapranka, T.K. Ierko 3anyratbco

= TP - True Positive - CKONbKO OWMHBOK BbIABNEHO
* TN - True Negative - Ckonbko 06MaHOK OBbHapy>XeHO

* FP - False Positive - J1oXXHONoNoXnTenbHble cpabaTbiBaHWUA
(owmnbkm nepsoro poaa) (TpeboaHne FOCT: He 6onee 50 %)

* FN - False Negative - J1oxHooTpuLaTeNbHbIE CpabaTbiBaHUS,
T. €. MPOMYCKM 3aB€0OMO M3BECTHbIX OLLUMOOK (OLMBKM BTOPOrO
pona) (TpeboBanne FOCT: He 6onee 50 %)

* TP obpaTHO nponopuuoHanbHO FN
= TN obpaTHO nponopLmoHanbHo FP



MpoueHTb! No rpynnam MOCT

Npynna NMOCT

SEC-STR-FORMAT

SEC-BUF-OVERFLOW

SEC-
SYNCHRONIZATION

SEC-MEMORY

SEC-NULIL

SEC-TAINT

SEC-OVERFLOW-OR-

INT-UINT

SEC-UNINITIALIZED

SEC-SECURITY

SEC-DIV-0

SEC-LEAKS

Bcero

1P (oTHOC. havnoB
C FLAW) > 50%

89 / 100 (89.0 %)

1248 F 1717 (2.7 %)

878 (100.0 %)

506 / 660 (76.7 %)
501 / 615 (81.5 %)

6207915 (67.8 %)

2737833 (68.8 %)

237 1 392 (60.5 %)
12 /19 (63.2 %)

547 | 992 (55.1 %)
239 [ 463 (51.6 %)

4580 / 6714 (68.2 %)

C, C++

IN (oTHOC. hbaMnoB
BE3 FLAW) > 50%

54 1 96 (56.3 %)

1099 7 1860 (29.1 %)

878 (100.0 %)

316 [ 280 (54.5 %)

326 / 785 (41.5 %)

3817676 (506.4 %)

447 1 778 (57.5 %)

616/ 728 (84.6 %)
10 /10 {(100.0 %)
1193 / 1541 (77.4 %)
656/ 723 (90.7 %)

5106 / 7785 (65.6 %)

FF (OTHOC. hannoB
BE3 FLAW) < 50%

42 | 96 (43.8 %)

f61 /1860 (40.9 %)

0/8 (0.0 %)

204 [ 580 (42.9 %)
459/ 785 (58.5 %)

295 7676 (43.6 %)

331 /7778 (42.5 %)

112 / 728 (15.4 %)
0710 (0.0 %)

348 / 1541 (22.6 %)
67 /723 (9.3 %)

2679 / 7785 (34.4 %)

FMN (OTHOC. havnoB
C FLAW) < 50%

11 /100 (11.0 %)

409 11717 (27.3 %)

078 (0.0 %)

154 7 660 (23.3 %)

114 / 615 (18.5 %)

295 1 915 (32.2 %)

260 f 833 (31.2 %)

155 / 392 (39.5 %)
7119 (36.8 %)

445 [ 992 (44.9 %)
224 [ 463 (48.4 %)

2134 / 6714 (31.8 %)

PVS-Studio, 3aMepbl aTana 3, CuC++

Bpemna
aHanuaa

00:03

002/

00:02
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MpouenTkl No rpynnam MNOCT

Npynna NOCT

SEC-BUF-OVERFLOW

SEC-
SYNCHRONIZATION

SEC-MEMORY

SEC-NULI

SEC-TAINT

SEC-OVERFLOW-QR-

INT-UINT

SEC-SECURITY

SEC-DIV-0

SEC-LEAKS

Bcero

TP {oTHOC. hannoe
C FLAW]) > 50%

28 / 35 (80.0 %)

717 (100.0 %)

755/ 910 (83.0 %)
1616 / 2160 (74.8 %)

854 | 971 (88.0 %)

1424 1 1837 (/7.5 %)

10711 (90.9 %)
1493 / 1853 (80.6 %)
427 1 600 (71.2 %)

6614 / 6384 (769 %)

CH

TN (oTHOC. chaWnoB
BE3 FLAW) > 50%

35 / 35 (100.0 %)
6/ 6 (100.0 %)

570 / 800 (71.3 %)
1787 / 2038 (87.7 %)
540 / 549 (98.4 %)
1283 | 1637 (78.4 %)

11/ 11 (100.0 %)
1071 / 1386 (77.3 %)
548 / 558 (98.2 %)

5851 / 7020 (83.3 %)

PVS-Studio, 3aMepbl aTana 13, C#

FP [oTHOC. dhavnoB
BE3 FLAW) < 50%

0/ 35 (0.0 %)

0/6 (0.0 %)

230 / 800 (28.8 %)
251 / 2038 (12.3 %)

9/ 949 (1.6 %)

354 1 1637 (21.6 %)

0/11 (0.0 %)
315 /1386 (22.7 ™)
10/ 558 (1.8 %)

1169 / 7020 (16.7 %)

FN (oTHOC. havnoB
C FLAW) < 50%

7135 (20.0 %)

0/ 7(0.0%)

155 / 910 (17.0 %)
544 | 2160 (25.2 %)

1171971 (12.0 %)

413 [/ 1837 (22.5 %)

1/11 (9.1 %)
360 f 1853 (19.4 %)
173 /1 600 (28.8 %)

1770 / 8384 (21.1 %)

Bpemn
ERERDEE:

00:12

00:20

0028
00:48

00:51

00:35

00:11

00:34

00:21

04:23
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[MpoueHTel No rpynnam MNOCT

l'pynna NocT

SEC-BUF-OVERFLOW

SEC-
SYNUCHRONIZATION

SEC-MEMORY
SEC-NULL
SEC-TAINT

SEC-OVERFLOW-UR-
INT-UINT

SEC-SECURITY

SseEC-DIV-0

SEC-LEAKS

Becero

TP (oTHOC. havnoB
C FLAW) > 50%

699 / 1263 (55.3 %)

313 (100.0 %)

343 1 547 (62.7 %)
1727 1 3073 (96.2 %)

1208 / 1267 (95.3 %)

1233 1 2250 (54.8 %)

12/ 18 (66.7 %)
1039 / 1869 (55.6 %)
576/ 726 (79.3 %)

6840 / 11016 (62.1
%)

E\TE

TN {({oTHOC. hannoB
BE3 FLAW) > 50%

73111122 (65.2 %)

070 (NaN %)

276 | 489 (56.4 %)
1920 / 2857 (67.2 %)

753 1 1466 (51.4 %)

1228 1 2147 (71.2 %)

8/9(88.9 %)
1098 / 1632 (67.3 %)

298 1 6o (/8.2 )

6912 / 10487 (65.9 %)

FP (oTHOC. dhannoB
BE3 FLAW) < 50%

39171122 (34.8 %)

0 /0 (NaN %)

213 / 489 (43.6 %)
937 / 2857 (32.8 %)

713 / 1466 (48.6 %)

619 7 2147 (28.8 %)

1/9(11.1 %)
534 / 1632 (32.7 %)

167 7 765 (21.8 %)

3575 710487 (34.1 %)

PVS-Studio, 3aMepbl aTana [13, Java

FN (oTHOC. dhavinoB
C FLAW) < 50%

564 1 1263 (44.7 %)

073 (0.0 %)

204 / 547 (37.3 %)
1346 7/ 3073 (43.8 ")

59 [ 1267 (4.7 %)

1017 7 2250 (45.2 %)

6/18 (33.3 %)
830 / 1869 (44.4 %)
150 / 726 (20.7 %)

4176 /11016 (37.9

7y

Bpemna
ERELLEE

00:16

00:03

Uo:14

01:55

00:19

00:21

00:07f

00:18

Uo:14

03:52
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[10 OT3bIBaM, 3HaKO, YTO MHOIMe 3anyTanuchb

= BcTaTbe: «[lokazaTenm PVS-Studio no TPR 1 TNR Bbiwe 50%...»
= OT3bIBbl UK KOMMEHTapuUn: MMM, Xxanb 4toyBac TP » 50% &

= Tak Beb 3TO HA060pPOT Xopouwo! © Bnanmo nytaHmua c FP

* IToroeble cpeagHue nokalatenn PVS-Studio Ha aTane [13:

* C, C++: FP = 34 % (TpebyeTtca < 50%)
FN = 32 % (Tpebyetca < 50%)
* C#: FP = 17 % (Tpebyetca < 50%)
FN = 21 % (Tpebyetca < 50%)
» Java FP = 34 % (TpebyeTtca < 50%)
FN = 38 % (Tpebyetca < 50%)



3a ABa Mecsua yaanocb Tak CUNbHO

gopabotaTtb aHanusatop PVS-Studio?

= [lenctenTenbHO, 6bl/T0 MHOMO XOPOLWUX AOPaboToK
= OHaKO OlyLIEHNA OCTannCb OBONCTBEHHbIE




[Tone3Hble 4OpaboTKM

" YNnyJlleHbl MeXaHN3Mbl aHanmM3a NnoToka JaHHbIX
" HOBbl€ NCKJTKOYEHWA B IETEKTOPaXx

= bonee ToUHOEe paccTaBneHne MeToK ANng GunbTpaLmm
KPUTUYECKMX OLLNBOK

" HEeCKOJ1bKO HOBbIX E€TEKTOPOB



[Tone3Hble 4OpaboTKM

= [lononHuUTenbHaa pa3MeTka QYyHKLNN

- Kak nctokm/cTokm (ana nomcka owmboK HENPOBEPEHHOO NCMOMb30BaHMA

YYBCTBUTENbHbIX JAHHbIX)
Hanpumep, sethostname 6bin HE pa3MeydeH Kak CTOK JaHHbIX

» Oka3sblBaeTCH, He YMENM BblUMCNATb Pe3ynbTaT paboTbl PyHKUMM std: : max

N T.4.




[Tone3Hble 4OpaboTKM

= PazgeneHne HeEKOTOPbIX NpeaynpexaeHnn Ha aBa Bnaa
= Hanpumep, V575 - QYHKUMSA NPUHUMAET CTPAaHHbIV apryMeHT

* HO He Ka)[O0e Takoe npenynpexaneHne o3HadaeT KPpUTUYECKYIO
OLLUMBKY pa3biIMEHOBaHUA HYNEBOI0 yKa3aTend

int* p = NULL;

// KpuTnyeckasa ownbka pa3biMeHOBAHUSA HYNIEBOro yKasaTens
memset(p, O, 10); // EcTtb V575, ecTtb IOCT mapkKep

// CTpaHHbIN KOA, HO He ownbKa pa3biMeHOBAHUSA HYNEeBOro ykKa3saTens
free(p); // No—npexHemy ecTb V575, HO HeT Mapkepa



[1opaboTKM onga ranouvku

= MHOIr1e TeCTbl HEe NPOXOAMI MO MPUYMHE, YTO OXMAOAaNCA NPOCTO
OPYron BapmaHT MapKMPOBKK NpeaynpexaneHnm

= Hanpumep, 3TOoT Ko4 A0/MKEH OAHOBPEMEHHO NOPOXAaTb
npenynpexaoeHna tTna SEC-BUF-OVERFLOW 1 SEC-TAINT

int* p = new int[10];
1nt n;

scanf("%d", &n);

p[n] = 1;

= Tenepb gnarHocTmka V1010 nmeeT obe NoMeTKK, HO BonbLLE OT 3TOrO
aHanM3aTop HaxoOuTb He CcTan



[1opaboTKM onga ranouvku

= KaTeropusa C++ 1ectoB angd 6.5.r - OWMOKM HEKOPPEKTHOTI O
MCNONb30BaHUA CUCTEMHbIX MPOoLLenyp U MHTEPPENCOB,
CBA3aHHbIX C obecrneyeHnemM MHPOopMaLMOHHOM 6e30MacHOCTU

= Mbl nOATAHYNIM aHann3aTop Ha 30% B 9TOM KaTeropum
= KpyTOo?
" Hy KaK CKa3aTb...

= TaM 6b110 19 TECTOB C OLLIMBKaMM, 3 KOTOPbLIX 6 (30%) Npo
CMONb30BaHWE Mackn 0777



0777

int file;
void func(void) {
int mode = 0O;

mode = 0777;
file = open("dummy.txt", O_WRONLY | O_CREAT, mode); // FLAW
close(file);

L

= Coenanu HoByto anarHocTuky V1118, one3Ho? NonesHo

= HO nocne 3Toro aHanm3aTop He cTtan HaxoanTb Ha 30% bonblue
DeanbHbIX OLLMBOK paccMaTpmMBaeMon kaTeropmm ©



https://pvs-studio.ru/ru/docs/warnings/v1118/

AHanorunJyHbiv npumep ana C#

= [lononHUTEeNbHbIX pa3aen TecTtoB ang C#: yTeuka pecypcoB

public void func(string f)
1
using (BufferedStream os =
new BufferedStream(new FileStream(f, FileMode.Create))) // FLAW
{
0os.Close();

L
L

= OagHa HoBaqa AmnarHocTuka V3222 nana npupocT B +35%
= OWyLeHe NoaroHkM anga pe3ynbTtaTta


https://pvs-studio.ru/ru/docs/warnings/v3222/

[Ip06/1€MHbIE MOMEHTDI K
cnoxHocTtu [13




He KpUTUKa

= YYaCTHUKN SBNASOTCA NEPBOMNPOXOALAMN

= Korga genaelb HOBOE, B NpoLLecce CoBepLUatOTCS OWNOKN U
BbIABNAKOTCHA CNOXHOCTM

= CMbIC/1 NEPBOIro UCrblTaHUA aHannM3aTopoB — BO MHOIMOM Kak pa3
BbIABUTb Takie MOMEHTbI U YUYECTb



Cno)XHOCTU MannuHra aMarHOCTUK Ha

KaTeropmm Kputnyeckmx owimbok rOCT

= B2024 roay Mbl oiymanu, yto caenanu «I OCT-BbIOOPKY »
= TeCTbl NoOKasanu, YTo 3TO Mbl TONbKO AyManu ©

" [lepenenku, T.K. 0OKa3anocCb, UTO HEKOTOpPbIE OMArHOCTUKM
PVS-Studio To 4onmkHbl 6biThb ¢ [ OCT-MapKepoMm, TO HE OOXKHbI.
To BOOOLLE OOMKHbBI pa3aenaTbca Ha 2-3 Mapkepa

= Bonpoc, Kak bblTb, HaNpUMep, C OTKPbITbIMU MHCTPYMEHTaMMW.
TaM noTeHuUManbHO Te Xe CNOXHOCTU. KTo byaeT aenatb
BbIOOPKMU, «pa3fenaTby» AMarHOCTUKM Ha Pas3Hble KaTEropun 1
T.0.7




bonbLlOoe MHO)XeCTBO CUHTeTUUECKUX TeCTOB

* NCI'NPAH co3panv reHepaTop CUHTETUYECKMX TECTOB, UTO
NO3BONMMO B BYKBallbHOM CMbIC/1IE FrEHEPUMPOBAaTb ThbiICAYM TECTOB

= [1nt0C. OTO Cco34ano MaccumB TECTOB. be3 nx Bknaaga Habopbl ABHO
OblTX Obl MANOBATHI

* MmnHyc. Oka3anocb HEBO3MOXHO NPOBEPUTb, HACKONbKO TECTHI
KOPPEKTHDbI

= B npouecce B H1X 6bIN0 BIABNEHO M UCMPAaBNEHO MHOXECTBO
OLLIMBOK. HO HENM3BECTHO, CKOMBbKO MX OCTANOCh 1 HACKOMbKO OHU
BMUAIOT Ha pe3ynbTaT

o1



[lpo6neMaTunKa reHepauunm TeCToB

Tun Tecta: OWMNBKM LEeNoUYNCNIEHHOro NepenosIHeHUA U
HEKOPPEKTHOro COBMECTHOro UCNO/1b30BaHUA
3HAaKOBbIX U 6e33HaKOoBbIX Yucern.

int* global;
void func(void)

d

int number = 0, 3HaueHue number orpaHU4YEeHO NPOBEPKOU, MOITOMY
1nt var, CYUTAETCA, UTO TECT HE COAEPKUT OLMOOK, HO...
scanf("%d", &number)

var = (number > INT_MAX / sizeof(int) ? 0 : 1);
if (var) {
global = (int*)malloc(Cnumber * sizeof(int)); // no overflow

h
free(global);



OWKn6KU LLenovYncneHHoro nepenosiHeHNA N HEKOPPEeKTHOIro

COBMECTHOIo UCnosib30BaHUA 3HAaKOBbIX U 6€33HaKOBbIX YNCen

int number = 0;

scanf("%d", &number): // number momeT 6bTb < 0

// TlpoBepKka OeUCTBUTENIbHO He MNPOMNYCKAET HEeKOpPPEeKTHbie
// 3HadeHua panbwe. Ho npuM >TOM OHa cama nonagaeT non
// onpepeneHue:

// ownbKa HEKOPPEKTHOro COBMECTHOro MCMNOJSib30BaHUS

// 3HAKOBbBIX N 6e33HAKOBbIX 4YUcen
var = (number > INT_MAX / sizeof(int) ? 0 : 1);



[Ilpo6bneMaTnka OQHOTUMNHOCTMH

* TeCTbl NPOBEPAIOT B OrPOMHOM KOJTMYECTBE BapuaLmni
OOCTUXMMOCTb/HEOOCTUXMMOCTb KOOda

* HO Npn 3TOM CaMM UCMNOMb3yEMbIE KOHCTPYKLMM OOHOOBPAa3Hb!

= Hanpumep, B 14099 ¢pannax, nogrotoeneHHbix ICI' PAH ona C
C++ HeT HM ogHOU onepauum casura <<, >»

= XOTH 9TO Hepeakme onepaumm, KoTopble MOryT ObiTb CBA3aHbI C
OLLMBKaMu nepenonHeHns

= Hall 1ecsTOK TECTOB C < < TOHET B KONMMUYECTBE U HE BNUSET HA
OLLEHKY



[Ilpo6bneMaTnka OQHOTUNHOCTMH

" B CreHepurpOBaHHbIX TECTaX HET:
- sta::array
» std::string
- realloc

= 3aTO eCTb:

940 onepaTopoB goto (Mcnonb3yeTcsa B KaxaoMm 15-oM TecTe)
- KaxeTcs, Ha npakTuke goto BCE Xe He HAaCTONbKO PAcnpPOCTPaHEH ©

= JTO cAenano TecTupoBaHMe Ha aTane [13 0AHOO0OKUM



[Tapa cnoB NpO OCHOBHOM 3Tan




[lanbllue nayT ncnbiTaHUA:

= CNOXHble CUHTETUYECKME NPUMEPDI C PYyYHOU Banngaunen ang
NPOBEPKN MCMNONb3YEMbIX TEXHOTOIM M

* I3yyeHne pe3ynbTaToB NPOBEPKM BbIOPaHHbLIX OTKPbITbIX
NPOEKTOB C PyYHOU Banngaumnen

= [1lpoBEepKa CKOPOCTHU paboTbl aHaNM3aToOPOB Ha BONbLUMX
OTKPbITbIX MPOEKTax



OCHOBHOMU 3Tan UcnbiTaHU

* B npoLecce yxe BbIACHAETCA MHOXECTBO CNOXHOCTEN U
Nnpobem

= Hanpumep, BCNnbiBaeT NpobnemMa nepeceyeHns pasHbix
TEXHONOI MM B paMKax ogHoOro Tecta (a nposepsaeTcs oaHa)

* Ho noka paccka3biBaTb PO 3TO U 06CyXAaTb paHOo



3akKnryeHue n Mbicnu




3aKnueHume

= [1o TOMY, Kak pECYPCOEMKO NPOXOAAT UCTIbITAHUSA, TENEPD YXe
O[HO3HAYHO BMAHO, YTO B OANHOUKY KOMMaHUAM 3aHUMAaTbCS

NOA40OHbLIM HeEpeanbHO/HepauMoHanbHo. OWwyLleHe CNOXHOCTM
Tenepb NOATBEPONNOCH Ha NMpakTuke ©

= CUnTalo, YTo Hy>XHa MoanduKaumsa GopMyIMpPOBKK M MOOX0aa,
onmncaHHoroBl OCT P 71207-2024 k oueHke FP < 50% Ha
OTKPbITbIX NPOeKTax. TpebyeTcsa NpnBA3Ka K HACTPOWKaM U

KauyeCTBY B34TOro NpoekTa. BnpoueMm, 3TOo yXe BbIXOANT 3a
paMku ob3opa [13



HoBocTu Ub: yrposs,
YA3BUMOCTMU, YTEUKM,

MHUMOEHTI,
aHanUTn4yeckne ob3opbl,
M3MEHEHWA B HOPMaTUBHOW
6a3e o1 akcnepToB [ K becnnaTtHble SAST-nnarvHbl
«OLLENOH>». ona IDE

positive
technologies

—- SWwenoH

KoMnaekcHasa bezonacHocTb



https://t.me/programming_tales
https://posidev.io/#materials
https://t.me/EchelonEyes

